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ABSTRACT 
One of the problems of data storage on computers is protecting the 
information from loss, corruption, or unauthorised access. 
The security and integrity problems of information storage on 
computers in the IRAQI AIR FORCE have been examined. In particular, the 
security and integrity requirements for the proposed data base for stock 
control and aircraft maintenance, have been analysed. 
In this thesis the design of a security and integrity system for a 
relational data base is described. Controlling access to the data base has 
been examined in more detail. A model system has been constructed in which 
the security controls check the authority of the user to deal with the 
different kinds of enquiries and permit the user to access the system, or 
prevent the user from doing so: 
New security procedures have been designed to provide: 
a. More sophisticated authentication procedures. 
b. Access protection on individual . items and fields within the data base. 
c. Monitoring of access to the data base to detect, in an early stage, 
the actual and potential security violations. 
Models of some features of the design, have been developed on a 
PDP 11/40 computer and these have been used to investigate the effectiveness 
of the proposed model security system. 
The features of the models are described and the data base design 
is discussed, as are the additional precautibns':tl1at would need to be taken 
to fully meet the requirements of the IRAQI AIIt 'F6RCE in this area . 
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CHAPTER ONE 
INTRODUCTION 
1.1 INTRODUCTION 
In earlier data processing one or more "files" of records were 
kept for each application. Because most of the data elements in any 
organization will be used in several ways to give various types of 
outputs, many organizations have, over a period of time, constructed 
several files which contain duplicate information. Data about employees 
are frequently cited as an example . There might be separate self-
sustaining files for payroll, employment record, benefits, qualifications, 
and so on . There would be much duplicate data in these files, especially 
in the area of basic identification like, name, age, home address, and 
seniority . The disadvantage is two-fold. Firstly it requires unnecessary 
storage capacity, secondly, and more importantly it is difficult and 
expensive to maintain in a consistent form. Whenever any fact about an 
employee changes, all affected records must be changed. With independent 
files this means separate forms and procedures for each. Thus it is 
almost impossible to keep several independent files synchronized. The 
principle of single-source master files solves most of these problems. 
The single-source file consolidates all facts about every employee into 
one file . When a change occurs, the information in this file is updated 
only once , In this way file maintenance cost is minimized, and all 
departments would have accurate and current data with minimized storage 
cost, When the thinking behind the single-source file is carried a step 
further, the concept of the database emerges. 
In this concept there is a consolidation of all files, the data-
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base concept, however, is more than just a collection of files. The term denotes 
a commonality of data and a standardization employed in the maintenance and 
retrieval of data. We can say that the concept involves systems where 
all information received is immediately classified and cross-indexed and 
deposited in a massive storage facility. All functional programs would 
go to this facility and withdraw the data they require. 
One of the problems of data storage on computers is protecting 
the information from loss. corruption or illegal access. and it is 
generally agreed that the use of the computers should be subject to the 
following restriction '7he data-processing function shall not lose vital 
data. introduce errors in to them. or permit data to be read or modified 
without authorization" [Martin 1977). But this is not actually possible 
to guarantee any more than it is in a non-computer information storage 
system. 
There are various types of risks which apply to computer systems. 
These include both accidental and deliberate: 
2 
disclosure. corruption. removal or destruction of computer programs. 
data and storage media. 
damage or removal of hardware. communications equipment, data 
preparation machinery and various security devices. 
interruption or termination of computer operations. support and 
services. 
injury and damage to personnel. 
It is more difficult to protect data in a database than to 
protect it in the earlier system of separate files. A file on tape 
usually has one owner and is accessed by one set of application programs. 
One man can be made responsible for what happens to it . It can be 
protected physically as well as logically. Data in a database may be used 
---- ---- ----------------------------------
for many different applications by many different people and may have 
no one clearly defined owner. The controls to prevent unauthorized 
access to data are therefore more intricate and are closely bound up 
with the database management software. Nevertheless, those database 
systems for which the security precautions have been designed with care 
can be made more secure than their separate file predecessors because 
there is less proliferation of data, Since absolute security and integrity 
are unattainable, no matter how good the protective measures, there will 
always be some circumstances in which information will be lost, damaged or 
disclosed. 
Thus any discussion of security or integrity is about minimizing 
the exposure that the data faces . 
The designer of the integrity and security procedures must 
consider all the possible categories of failure and decide what should 
happen when each occurs. Typically, he must devise procedures to ensure 
that no important data is lost or accidentally entered twice in such a way 
that it is added to a file record twice . He must also devise procedures 
for reconstructing files in case the file records become permanently 
damaged . He must consider what could happen when a failure occurs in the 
equipment and/or procedures that are to be used for security purposes on 
file reconstruction. 
In most tape or disk libraries prior to the use of database 
techniques a massive amount of duplication exists in the data that are 
stored. Many data items are stored redundantly in volumes for different 
purposes and in different update versions of the same data. A database 
should remove much of this redundancy. A database has sometimes been 
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defined as a nonredundant collection of data items, but in reality some 
measure of redundancy exists in many databases in order to give improved 
access times or simpler addressing methods. Some records may be 
duplicated to provide the capability to recover from accidental loss of 
data. 
4 
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1.2 DATABASES GENERAL 
We can define a database as a collection of interrelated data 
stored together without harmful or unnecessary redundancy to serve 
multiple applications; the data is stored so as to be independent of the 
programs which use the data. A common and controlled approach is used in 
adding new data and in modifying and retrieving existing data within the 
database. The data is structured so as to provide a foundation for future 
application development. One system is said to contain a collection of 
databases if they are entirely separate in structure, (Martin, 1977]. 
To achieve the flexibility of data usage that is essential in 
most commercial situations two aspects of database design are important. 
First, the data should be independent of the programs which use them, so 
that they can be added to or restructured without the programs being 
changed. Second it should be possible to interrogate and search the data-
base without the lengthy operation of writing programs in conventional 
programming language . 
The database approach offers a more efficient and flexible 
scheme for handling large volumes of interrelated data than the conventional 
serial file approach. Databases have various advantages over the classical 
approach in that they are able to satisfy the criteria listed below: 
1. The ability to operate on different data structure. 
2. Reduction in data redundancy. 
3. Independence of data from the medium in which it is stored. 
4. High speed of retrieval and fast online use. 
S. _High degree of flexibility in the handling of data formats. 
6. Minimum cost: by minimizing the total storage requirements. 
7. Excellent provision in principle for security, integrity and recovery. 
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The form in which the data is actually stored does not necessarily 
resemble the form in which it is presented to the application program. The 
application programmer's view of the data may be much simpler than the 
actual data and tailored to his own application. The data structure which 
the application program employs is referred to as a LOGICAL structure. 
The data structure, which is actually stored on tape, disks, or other media, 
is called a PHYSICAL structure . The words logical and physical being used 
to describe various aspects of data, logical always referring to the way 
the programmer or end user envisages it, and physical always referring to 
the way the data are recorded on the storage medium (see Figure 1.1). 
The logical database description is referred to as a schema. 
The term schema is used to mean an overall chart of all the data-item types 
and record types stored in a database. The term subschema refers to the 
view of the data as seen by an application programmer. Mapy different 
subschemas can be derived from one schema (see Figure 1.2). 
.:.. 
PHYSICAL RECORD LAYOUT 
LOGICAL RECORD LAYOUT 
FI GURE 1.1: An example of the 
data organization 
~~~~~~ Inter· J' record 
The software does 
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[Martin, 1977]. 
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FIGURE 1. 2: Different application programs have different views of the 
data [Martin, 1976]. 
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1.3 APPROACHES TO DATABASE 
All of the following approaches have a "conventional" record 
organization but have different methods of expressing inter-record 
rela1:ionships. 
1.3.1 The Network Approach 
This is specified by the Database Task Group in its CODASYL 
proposal (April, 1971). Data is treated as owner and member sets, each 
set represents a one-to-many relationship between records, providing 
access paths and a means of grouping related records. 
A CODASYL database is composed of multiple sets. Each set type 
~an represent a relationship between two or more record types . Each set 
type must have one record type declared as its owner and one or more other 
record types declared as its member (see Figure 1. 3). 
To represent a multiple tree, more than one set is necessary. 
A record type which is declared an owner at a lower level in the tree is 
also declared as a member of a higher-level set (see Figure 1.4). 
1.3.2 The Hierarchical Approach 
This approach is adopted by IBM in its Information Management 
System (IMS). The hierarchical approach differs from the network approach 
in that it relies upon implicit relationship. Inter-entity relationships 
are represented in some way by the relative positions of the se~nt 
occurrences concerned. The data sublanguage is thus forced to rely 
heavily on the concept of position within the logical structure of the 
database. 
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RECORO·TYPE 1 
SET· TYPE 1 
RECORD·TYPE 3 RECORD·TYPE 4 
Mombon 
Figure 1.3: A set-type can have only one owner record-type but 
multiple member record-types [Martin. 1975]. 
Se/called 
SALES "-.. 
Sel called 
ACCOUNT '" 
Figure 1.4: 
Th COOASYL 0 0 • .ta MCrlp1ion L.neueee 
I BRANCH OFFICE 1 
SALES "\ 
t 
CUSTOMER I \ r I SALESMAN I 
\. 
ACCOUNT -..... 
t r TRANSACTION I I HISTORY 1 
A three-level tree requires two sets to describe it. 
CUSTOMER record-type is here both an owner of the ACCOUNT 
set and a member of the SALES set [Martin. 1975]. 
---'---
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The basic structure used in the IMS's DL/l is a tree. A tree 
is composed of a hierarchy of elements, called nodes. The upper most 
level of the hierarchy has only one node, called the root. Excepting 
the root, every node has one node related to it at a higher level, and 
this is called its parent. Each element can have one or more elements 
related to it at a lower level. These are called children . The database 
consists of a collection of trees of segments. Logical linkages are 
allowed between trees and the physical layout of the trees may be for 
either of the two methods of access; sequential or direct, (see Figure 1.5). 
1. 3. 3 The Relational Approach 
A relational database is one constructed from "flat" arrangements 
of data i terns. 
It is possible to avoid the entanglements that build up in tree 
and plex structures, by a technique called NORMALIZATION . Normalization 
is a step-by-step process for replacing relationships between data with 
relationships i n two-dimensional tabular form. The tables must be set 
up in such a way that no information about the relationships between data 
is lost. 
The mathematical theory of data is the heart of the relational 
approach to the management of databases. 
The table is referred to as a relation. A database constructed 
using relations is referred to as a relational database . The rows of the 
table are referred to as tuples. A tuple is thus a set of data-item values 
relating to one entity. A tuple containing N values is called an N-tuple. 
A column in the table is referred to as a role. If there are N-roles, it 
I Segment type 2 
t 
I 
: pointer to 
I 
: Segmen t type 5 : J__________________ ~
I 
I 
I 
I 
I 
Segment type 1 
Segmen t type 3 
f 
1 __ -_-_------------------------I 
I 
Segment * type 5 
Segment type 6 
f 
J __ 
FIGURE 1.5: The hierarchical approach 
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I 
Segment type 4 
f 
Segmen t type 7 
f 
is of degree N. Relations of degree 2 are called binary, and degree N 
are called N-ary. 
Each tuple must have a key with which it can be identified. 
The tuple may be identifiable by means of one attribute . ORDER' in 
Figure 1. 6 identifies a PURCHASE-ORDER tuple . No single attribute is 
sufficient to identify a PURCHASE-ITEM tuple in Figure 1. 6, so the key 
would consist of the two attributes ORDER-# and PART- #. The key must 
have two properties: First unique identification and second nonredundancy 
(no attribute in the key can be discarded without destroying the property 
of unique identification). 
When there are more than one set of attributes in each tuple 
which have the above two properties, these sets are referred to as 
candidate keys, and one of them must be designated the primary key, which 
will in fact be used to identify the record. 
To avoid having to draw tables like Figure 1.6 it is simple to 
use notations such as the following :-
PURCHASE-ORDER(ORDER-# ,SUPPLIER-',ORDER-DATE ,DELIVERY-DATE, $-TOTAL) 
PURCHASE-ITEM(ORDER-',PART-' ,PRICE ,QUANTITY) 
The item prior to the parenthesis is the name of the relation 
and the items inside the parenthesis are the names of the roles. The 
underlined items are the primary keys. 
A tree and plex structure can be normalized in a similar 
fashion . 
The key to flexibility in a relational database lies in the 
ease with which relations can be manipulated. The terminal user or 
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PURCHASE ·ORDER 
ORDE R 11 SUPPLIER. ORDER ·DATE DELl VER V·DATE 
PU ~CHAS E ORDER 
OI:lOER It SUPPLIER · 
---
KEY 
PURCH A.SE ITEM 
ORD ER ·DATE DELIVERY·DATE S TOTAL ORDER 11 PART R PRICE OUANTITVJ 
, 
t--
KEY 
FIGURE 1.6: A repeating group is removed by 
splitting the file into two relations 
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--- - ------------------------------------------------------
application programmer will often employ different relations to those 
in schema. There are two operations which enable the user to cut and 
paste the columns in the relational tables to form new relations and these 
are join and project, bearing in mind to be used with certain rules to 
prevent invalid views of the data being created. When two relations share 
a common data-item type they might be joined. The projection operation 
splits relations, selecting certain columns. The join operation puts 
together columns from different relations . 
15 
1.4 INTEGRITY AND SECURITY 
As has already bee~ noted absolute security and integrity are 
impossible. However protection against certain known and defined dangers 
can be achieved in computer systems by using technical and administrative 
measures. The two subjects are related in their technical solutions and 
hence should be considered together in the planning of computer 
installations. They affect all aspects of the system design, including 
files, terminals, software, operating procedures and physical installation 
planning . 
The definition of security and integrity that will be adopted 
in this discussion is: 
SECURITY: the protection of the data in the database against accidental 
or intentional disclosure to unauthorized persons (also referred to as 
privacy protection). and the protection of data against unauthorized 
deliberate modification or destruction. 
INTEGRITY: the protection of data against accidental corruption either 
through human or system error, it includes ensuring the internal self-
consistency of data stored in the database. 
There are many potential integrity and security dangers which can 
affect stored information. These are: 
1.4.1 Dangers (integrity of information) 
Natural calamities: 
Fire 
Flood 
Earthquakes •• • etc. 
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Mechanical failure: 
Computer failure 
Hardware error damages file 
e.g. 1. Tape Wlit damages part of tape 
2. Disk, or other volume, unreadable 
Software error damages file 
e.g. 1. Error in application program damages record 
2. Data transmission error not detected 
Input error 
e.g. card (or other input) chewed up by machine 
Human carelessness 
Keypunch error 
e.g. terminal operator input errOr 
Computer operator error 
e. g. 1. Wrong volume mounted and updated 
2. Wrong version of program used 
Physical damage to tape or disk 
1.4.2 Dangers (Security of information) 
Loss of information 
Theft of information 
Destruction of information 
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e.g. This can happen if an operator deliberately loads the 
wrong file for a particular job, resulting in information 
being lost, corrupted or disclosed to unauthorised users 
(accidentally doing the Same thing could be an integrity 
danger) • 
Human carelessness 
e.g. The disposal of "waste" gives a good source of information. 
e.g. If a failure occurs mid-way through the running of a 
computer program the operator may discard the listing 
produced so far and rerun the program. If sensitive 
information is contained in the listing then it should 
be shredded or physically destroyed. The same applies 
18 
to all forms of waste output such as ribbons. carbons. etc. 
Browsing 
This refers to information seen accidentally or deliberately 
by unauthorized personnel. 
e.g. 1. Viewing of information being output on a line 
printer or whilst a waiting collection at data 
reception . 
Tampering 
Hardware 
2. information output from one job could accidentally 
be assigned to another job. 
3. Staff at data reception could study the printed 
output and make use of it . 
e.g. unscrupulous hardware experts could affect the mode 
of operation or cause instructions to be altered. 
For example. if certain parts of the executive are 
stored on "read only" storage devices. the hardware 
protective features could be disabled to effect 
changes to certain instructions in the executive. 
Software 
e . g. programs could be changed to ignore certain overdraft 
records. to transfer money to false accounts, and 
numerous others. 
Computer operation 
e.g. computer operators given enough incentive they may 
be pursuaded to do a few "innocent looking" small 
jobs such as inserting a small patch in a program, 
retrieve sensitive information, copy tapes . 
19 
Active unauthorised access 
Entry via trap-doors 
• 
e . g. "trap-doors" are weak points in the computer system 
where access can be made whilst bypassing security 
control. Their presence could be detected by 
operators and engineers in the normal course of their 
work. The unscrupulous user or staff member who 
discovered trap-doors could easily exploit them to 
their own advantage. 
Core partitioning and core residue 
e.g. a program error or hardware fault sometimes enables 
a user program to cross the memory partitions, i.e. 
the program tries to access the storage assigned to 
another program. 
Electromagnetic pickup 
e. g. in the course of its normal operation, electro-
magnetic radiation is emitted from computer equipment. 
It .. y be re.otely possible for a person with 
sophisticated electronic equipment outside the 
computer room or building to capture any sensitive 
information transmitted in this way. 
Bugging 
e.g. the planting of small recording or transmitting 
devices within equipment or, .are especially, on 
cables. 
Wire tapping 
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e.g. the information transmitted between terminals and 
computers can be intercepted and recorded on special 
devices . There are more sophisticated wire tapping 
techniques than recording of transmissions. Messages 
from either the terminal or the computer can be 
intercepted, altered and passed on. 
Protection involves trying to stop damage or theft occurring 
but if it cannot be stopped then in both cases the important thing is to 
know that the damage or theft has happened since then consequential damage 
can be prevented. 
Each possible security or integrity exposure can be attacked in 
three ways: 
1. Minimize the probability of it happening at all. e . g. a major 
part of fire precautions should be preventive. 
2. Minimize the damage if it does happen. e.g. a fire, once started, 
should be prevented from spreading; also minimize consequential 
damage. e . g. sprinklers which flood the computer room and destroy 
files and computing equipment might be worse than allowing the 
fire to continue. 
3. Maximise the probability of recovery from any damage. e.g. it 
must be possible to recover from a disastrous fire sufficiently 
quickly to keep the business running . 
- -- - - - - -------- - - - -
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The task of the system designer is to provide sufficient 
protection against the known dangers to satisfy the needs of the 
organization involved and to minimise the cost of providing this protecti on. 
A mixture of the three methods is usually in practice used to give the 
required protection . The choice being determined by the relative cost s of 
providing protection by each of the methOds against each of the dangers. 
The major problem is that providing protection against one danger immediately 
introduces other possible, but less probable, dangers. The choice of 
methods to be used for protection is thus not unique since although it 
may be less costly to protect information against a particular danger in 
one way, this type of protection may have inherent dangers which are 
sufficiently probable to mean that further protection methods need to be 
devised to guard against them. 
'Fail safe' systems which warn the system designer when they 
are breached have different trade offs from those systems that do not 
warn him. It is worthwhile to check the list of incidents and their 
results when planning the security and integrity procedures for an 
installation, and to estimate, approximately, the probability of 
occurrence of each incident. 
The estimates will differ from one installation to another 
and the probability of one type of incident will differ very widely 
from that of another. 
An Example 
Serious damage t o bot h equi pment and fil es reSUlting in cos tly 
r epairs and recover y could r esult f r om improperly mainta ined har dwar e 
uni t s . Al so, i f undet ect ed , l ess obvious hardwar e maifun ct i on could 
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r esult in fil e corruption . 
If we have good equipment to reduce the probability of failure 
of the computer and a reasonable security system to detect the dangers, 
we will get a system with a high error cost per run. 
e.g. 
fail recogni tion cost of recognition cost of not recognize 
5% 50\ 10 1000 
Cost of the system 5 (50)< 10 ... 50>< 1(00) = loo x 100 100 
5 (5 ... 500) = loo x 
2525 £25.25 c_= 100 
By increasing the security system's ability to detect the 
incidents and to reduce its cost we will find : 
recognition cost of recogni tion 
5% 80% 10 
5 (80xlO ... 20xlOOO, Cost of the system = TOO )( 100 100 J 
(200 ... 20000) 
100 100 
20% = ~ : £10.40 100 
cost of not recognize 
1000 
As we have seen the cost is still high, so to get a low cost 
for any events, we have to get a good security system to detect and 
recognize any events with a reliable equipment to reduce the percentage 
of failures. The following example gives us a reasonable figure 
satisfying what we suggest: 
23 
fail recognition cost of recognition cost of not recognize 
2\ 98\ 10 1000 
Cost of the system 2 (98)<10 2>(1000) . -" + 100 100 100 
2 (~+ 2000) E __ " 100 100 100 
2 2980 
~ 100 " 1'00 
• ~~. £ 0,5960 
--- ---- -
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1.5 PROTECfION OF DATA IN COMPlJfER SYSTEMS 
In earlier systems when separate files were used it was easy 
to protect the data because a file on tape usually had one owner and was 
accessed by one set of application programs. One man could be made 
responsible for what happened to it. After the database technique became 
commonly used, the protection of data became more difficult because the 
database may be used for many different applications by many different 
people and may have no one clearly defined owner. The controls to prevent 
unauthorized access to data are thus extremely important. 
There are several classes of access control barriers. Within 
the computer system itself there are the following: 
1. Technical barriers - passive access control techni ques implemented 
in hardware, such as identification system, and surveillance, 
detection, and recording devices associated with the active sub-
system. 
2. Logic barriers : access control techniques implemented in software, 
algorithms for encryption. and password generation and 
authentication. 
3. Physical barriers: doors, locks, protective housings, and shie lds 
on communication cables . 
4. Procedural barriers: requirements placed on the use of the system 
and data, such as strict controls over modification of the 
software, and taking special precautions when outside maintenance 
engineers are testing the system. 
1.5.1 Controls on Batch and Real Time Systems 
The prime purpose of the controls that are used on batch-processing 
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system is to control the accuracy of the operation, ensuring that no 
transaction is lost or accidentally processed twice, thereby erroneously 
updating files twice. A second purpose is to prevent embezzlement. The 
controls should make it impossible for a clerk to enter felonious items 
of his own, and difficult for a programmer to steal by modifying a program. 
The prime type of control for preventing embezzlement and 
accidental loss is the taking of batch totals and balances to ensure 
that no amount is inserted or missing. In addition to the totals and 
balances, there are many types of validation checks that can be applied 
to the input and output. 
The most common, and perhaps the most important, control in 
batch processing are those which test the completeness and accuracy of 
the batch as a whole. They include the following:-
1. Transaction count: a count is made of the number of records 
or transactions in a ·batch. 
2. Batch control totals: the batch control card or record will 
contain several other items that may be checked at the end of 
each run, in addition to the record count. 
3. Hash totals: totals may be made not only in quantitative fields 
where the total has some meaning, but in fields where the total 
is meaningless. 
4. Batch number checks: the number of the batch may be in all the 
records in the batch. The records will then all be checked to 
ensure that they are part of the batch in question. 
, 
On real-time systems the transactions are often entered one at 
a time, independently, from terminals. In this case the batch controls 
that involve counting the items in a batch and developing a variety of 
batch totals cannot be used. 
A number of factors -make real-time systems worse than batch 
systems for the control of accuracy. First, there are likely to be more 
terminal operators creating the input and they are scattered over many 
areas. They tend to be more diverse and less controllable than the 
operators in a key punch room. Second, the verification operation 
found in a key punch room is usually not employed. Third, batch totals 
and other batch controls often cannot be .used, as the transactions 
originate singly, not in batches. Fourth, equipment failures will be 
experienced. It is often when a terminal, line, or computer fails, or 
during the recovery period, that errors originate. 
There are eight vital aspects to the battle for accuracy on 
real-time systems: 
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1. The psychology of the dialogue must be considered in the design 
so as to minimize the risk of the terminal operator errors. 
2. The dialogue must identify as many errors as possible, immediately, 
3. The system must be planned so as to facilitate immediate 
correction of the errors which are detected. 
4. The real-time error-detection process mus t be backed up with 
off-line file inspection. 
5. Sel f- checking operations must be built into both the real-time 
dialogue and the linkage of this dialogue to the file-inspection 
routines. 
6. Transactions and posting procedures must be devised so that 
transaction balances, and file balances, can be taken when they 
are useful. 
7. Procedures must be worked out to bridge all periods of system 
failure and recovery in such a way that errors are not 
introduced here. 
S. Controls must be devised to prevent unauthorized persons from 
modifying the files or making entries at terminals. 
1.5.2 Protection Cost 
A flourishing market for information has always existed. The 
value of trade secrets, marketing information, new product plans, and 
customer lists that are acquired by intruders in industrial espionage 
operations amount to millions of pounds annually. 
The value of information on specific individuals can be 
expected to vary from next to nothing to thousands of pounds, depending 
on the prominence of the individual, the nature of the information, and 
his susceptibility to blackmail, political smear, or litigation. 
The objectives of a security system are to deter a profit-
seeking intruder by raising the intrusion cost to a level that reduces 
his expected profits to an unacceptable level, and to prevent access by 
intruders not economically motivated through effective access control 
and threat monitOring techniques. 
Costs for data protection can be categorized as the initial 
non-recurring costs of establishing a data security system, and the 
recurring costs of operating the security system, and these have to be 
set against the cost of losing information by tmauthorized access . 
e.g. access to a secure information . Among the initial costs are the 
following : -
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1. Security requirements analysis, specification, and design of 
the total security system. 
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2. Capital expenditures for physical security included are 
improvements and purchase and installation of security hardware. 
Improvements and equipment may range from installation of card-key 
systems and closed-circuit TV to shielded transmission cables. 
3. Operating system vulnerability analysis and implementation of 
securitY-oriented features. 
4. Design and coding of security software modules for access control 
management, data encryption, password generation and distribution, 
audit trial recording, and so forth. 
5. Validation and verification testing of security - oriented 
software: operating system, system utilities, security routines, 
and application program. 
6. Construction or modification of data files to inClude security-
oriented information, such as sensitivity level .indication. 
7. Design and implementation of accountability procedures for 
collection and dissemination of sensitive information, control 
of demountable storage, media, control of system and .application 
programs, and design of backup systems. 
8. Generation of security-oriented personnel policies, security 
manuals, and security education programs. 
CHAPTER Two 
SECURITY, INTEGRITY AND APPLICATION OF DATABASE 
IN IRAQI AIR FORCE 
SECURITY AND INTEGRITY OF INFORMATION IN THE IRAQI AIR FORCE 
Data security and integrity means different things to different 
people. The reason perhaps lies in the data security and integrity problem 
itself. It is a large problem which involves security and integrity 
considerations in procedures, computer hardware, system software, and data 
files. 
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General considerations of security and integrity of information 
apply in the Air Force but these are enhanced by the fact that it is a 
military installation and every piece of information is frequently considered 
as secure data. 
At present there is only limited computerisation . The processing 
is all done centrally and documents are transmitted by mail to the centre 
for entry and/or updating of records. Security controls have all been at 
the physical rather than logical level. 
There are however proposals to increase the amount of computer 
information which is stored on the computer. In particular feasibility 
studies of two database systems have already been performed. It is envisaged 
furthermore that processing may usefully be initiated directly from remote 
sites via interactive terminals. In the feasibility studies little effort 
has been put into examining the issues involved with security and integrity. 
Clearly if computerisation is to occur in practice security and 
integrity of at least the level that already exists must be provided. 
This chapter will therefore examine the existing security 
precautions, including security classifications, and the precautions taken 
during transfer of information within the Air Force. 
The facilities for information change and retrieval that are 
suggested for the two database systems are then examined and the security 
and integrity requirements for these two systems are listed. 
2.1 EXISTING SECURITY CLASSIFICATION 
In the Air Force there are five successively more privileged 
levels of security defined and these are: 
a. TOP SECRET: This designation refers to highly confidential 
information that must be closely controlled and accounted for: 
such documents may be seen and possessed only by a specific list 
of individuals who must take action based upon the data or who 
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need to see them because of their position. Selected persons have 
the job of controlling TOP SECRET documents. They must keep records 
showing the whereabouts of each copy. and no copy may be reproduced. 
All holders of such documents are accountable for the. and 
responsible for their safe-keeping. The destruction of the copies 
is controlled and recorded. 
For this level of security the authorized people are the chief 
commander, department managers, base commanders and their 
representative (in their absence) which are normally their 
assistants . All the authorised people for this level have the 
ranks of full Colonel and above because the unit commanders and 
their assistants in the Iraqi Air Force system are all full 
Colonels and above. 
b. PERSONAL AND TOP SECRET: The documents with the above classification 
contain highly secure information and only the unit commanders have 
the authorisation to deal with this kind of document. The 
authorization for this level depends on the position of the 
officers only. 
This sort ofdoc .ument is addressed to the units and only the unit 
commander (whatever his rank) has permission to deal with it. 
c. SECRET: This designation refers to data that could be detrimental 
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to a person or to the unit (organisation) if improperly disclosed. 
It is made available only to those individuals with a need to know 
because of their job or position . Such information must be kept 
under lock and key and carefUlly safe-guarded. It may be reproduced 
only when necessary for a specific operation. Precautions must be 
taken when mailing it or destroying it . 
For the secret level, all the section managers who have ranks of 
Captain and above, are authorized to deal with the documents. 
d. PERSONAL AND SECRET: These documents contain secret information 
such as: special orders or private punishment ••• etc. and they are 
addressed to a specific person by his name without taking his rank 
into account. 
Each employee whose name is on the document is authorized to deal 
with it even if his/her rank would not normally be sufficient to 
give him/her authorization to deal with that level of security. 
e. UNCLASSIFIED: These documents contain information which is 
considered of a non-confidential nature and not likely to jeopardise 
the Air Force if lost or stollen . All the Air Force employees are 
authorized for this level of security . Even at this level the Air 
Force obviously wishes to keep their own information secure from 
loss and from examination by non Air Force personnel. 
Figure 2. 1 shows the security levels and the authorized people 
for each level. 
PERSONAL & TOP SECRET 
- Commanders only 
TOP SECRET 
- Commanders 
- Assistants 
SECURITY LEVELS 
SECRET 
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UNCLASSIFIED 
- All the Air 
Force employees 
PERSONAL & SECRET 
- Any person whose name 
is on the document 
- Section managers 
- Assistants 
FIGURE 2 .1 
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2,2 TRANSFER OF INFORMATION 
All the documents are transferred by mail from the headquarters 
to the units and vice versa, The mail delivery system is divided into two 
kinds: one is the normal mail (which covers two levels of security 
unclassified and secret) and the other is the secure mail which covers three 
levels of security and these are: personal and top secret, top secret, and 
personal and secret, 
The normal mail is delivered from the headquarters to the sections 
at fixed times, Themail is carried by a solider and escort, Headquarters 
keep a record, of the mail that is sent by the normal delivery, in two books, 
one for unclassified mail and one for secure mail. The mail is taken to the 
Letters Section of the appropriate unit. Receipt of the mail is acknowledged 
by the section by signing a book carried by the post delivery team which has 
an entry for each package or letter being transmitted, The Letters Section 
also keeps a note of the items of mail received in two books, one for 
unclassified, and one for secure mail , 
Every morning the section manager, or his assistant receives the 
mail from the Letters Section and then takes some action on it, for example 
the unclassified mail is distributed to the appropriate people in the 
section. 
The same distribution routine is used when normal mail is sent 
from the units to the headquarters or from one unit to another. 
The second kind of mail which is the secure one will be transferred 
whenever it is ready and the despatch of each document will be recorded in 
two books one in the senders unit and one carried by the post team (solider 
and escort). The book carried by the post team must be signed by the 
person receiving the document before it is handed over. The 'postman' 
may only hand over the document to a suitably authorized individual. 
For the personal and top secret documents the commander has a 
special book to record their arrival and he will keep the document in his 
safe. 
For the top secret documents the Letters Section prepare a 
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special book to record this type of document . The commander or his assistant 
receives this document directly from the Letters Section and takes action 
on it, then returns it back to store it in a safe in the Letters Section. 
Any employee who receives a document labelled with personal and 
secret will simply sign the book of the sender and that is all, because this 
type of document belongs to the employee whose name is on it and not to the 
unit. 
Wireless equipment and telephones are used to transfer some 
important documents. There are many military telephone lines which connect 
the units with the headquarters. Although these lines are guarded by 
patrolling soliders, in principle, they can easily be tapped since there 
are inevitably long stretches of the line which are unguarded at anyone 
time. Thus: the telephones are equipped with scramblers. Special wave 
bands are used in the wireless equipment transmission, but there is, of 
course, no way to stop these being monitored. The information transmitted 
is however ciphered for secret and top secret transmissions. 
2.3 SECURITY AND INTEGRITY OF INFORMATION IN TIlE COMPlJI'ER CENTRE 
The Air Force currently have twenty units and there are twelve 
departments which carry out the various administrative functions and 
activities of the Air Force. Most of the departments are based in the 
headquarters in the capital, Baghdad. The ~omputer needs of all the 
departments are served by the computer department. 
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Currently all information to the computer department and all 
results from the department are handled by the ordinary mail system. The 
department is thus primarily an information storage facility and undertakes 
to protect the information which is stored in the department (information 
being processed can be regarded as still being 'stored' perhaps for only a 
short time). 
2.3.1 Protection Against Unauthorized Access 
The main protection is physical since it is assumed that it is 
no easier for an employee of the computer department to corrupt or steal 
the information than it would be for a clerk in an ordinary department 
which stored information in a manual filing system. 
As the headquarters is a military environment there are guards 
on the main entrance and there are many other guarded check points. The 
computer centre is located in a guarded building and there is a receptionist 
at the door of the only entrance to the building. 
There is a security officer in the department and his duty is 
to keep away the unauthorised people from the computer room, and to 
supervise the security precautions. 
For each application in the computer department there is a team 
responsible for its maintenance and security. The team leader keeps the 
key of the files cabinet where they stored the files. There is a standing 
order against anybody removing any Disc or Tape from the computer room 
without permission from the security officer. 
2.3 . 2 Integrity Controls on Files 
The access control in system programs is elementary using only a 
simple password for all the terminals (within the computer building) and 
also many passwords for the vital programs which are used for the updating 
of the systems and for the enquiry programs requirements . 
All the terminals that are attached to the computer are situated 
in the manager's rooms and the only authorization that is needed to run a 
program is knowledge of a single fixed password. 
The fire detectors used in the data proces s ing area are of two 
types: heat detectors and smoke detectors. The type of heat detector is 
the fusable-link above the ceiling water nozzles in sprinkler system. The 
link melts when the heat becomes intense and water sprays into the room. 
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2.3.3 Potential Dangers to the Integrity of the Information in the Computer 
Centre 
The Iraqi Air Force have defined the following list of dangers 
to the integrity of information stored on computer files:-
1. Loss of transactions during their transfer to the centre. 
2. Transactions accidentally processed twice. 
3. Incompleteness of a transaction . 
- - -------- - -
-------------------------------
4. Update on the wrong version of the files. 
5. Loss of information on the files during the operation time. 
6. Damage of information on the files by updating them with an 
incorrect transaction. 
7. Physical damage to the stored files. 
The computer department took many precautions against the above 
dangers: 
1. By using a grandfather, father and son teChnique to keep backup 
versions of the files. 
2. Duplicate each file and keep the copy outside the computer room 
but in the same building. 
3. Validate each transaction to ensure consistency and completeness. 
4. Themail system described earlier should provide ad~quate 
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assurance that no tr~sactions will be lost in transmission without 
either, or both, the sending department and the computer centre 
being aware of the loss. The transactions can then be transmitted. 
Because all the files (with the backups and the original one) 
are stored in the computer centre, this makes the files secure against 
deli berate security violations because the computer building is secure. 
However, it presents a greater risk to the integrity of the file because 
any hazard where it affects the computer building such as : fire, flood, ••• 
etc., would destroy all the copies. Furthermore, there is no other source 
to reconstruct the files again within the centre. The only way would be 
to collect the data from the beginning. 
2.4 AIR FORCE DATABASES 
A preliminary investigation of some aspects of the database 
structure which would be required for the storage of personnel information 
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has already been made (D.M. Fawzi) and a database for the stock control and 
aircraft maintenance system has been designed (R.I. Issa) since these are 
representative of the proposals currently being considered by the Air Force 
for more extensive computerisation a brief summary of the proposals are 
given below. 
2.4.1 Personnel Information System 
The personnel information database system has been designed to 
serve the requirements of the various departments. 
The information required for each employee is as follOWS: 
EMPLOYEE NAME 
EMPLOYEE NUMBER 
ADDRESS IN FULL 
BIRTH INFORMATION (date, place) 
JOB NA}~ DESCRIPTION AND YEARS OF EXPERIENCE (or date of joining) 
DEPARTMENT 
EMPLOYEE HISTORY (previous departments, if any' with dates of joining) 
HOLIDAYS (period, dates, countries •••• etc.) 
FLYING 1I0URS (dates. duration on each date, duties •••• etc.) 
PAYROLL INFORMATION (salary. deductions •••• etc.) 
REWARD/PUNIS~ffiNTS (type, dates. place ••• etc.) 
COl-1MENTS 
The hierarchical database system will support most of the 
applications required by the departments and provide the basis for an 
enquiry system to retrieve employee information. It is intended that data-
base information which relates to the staff of a particular unit will be 
updated directly by authorised members of that unit. 
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Enquiries will come from the units as well as from headquarters. 
Information should only be released to suitably authorised people and any 
individual will in general, only be authorised to examine a small proportion 
of the information in the database. 
The amount of data that could need to be stored to meet the 
requirements given in the previous section has been estimated from the 
existing files and this is in Table 2.1 CD . M. Fawzi). 
An outline of the operation of the system is given in Figure 2.2. 
The input will be a small number of commands . These will be interpreted by 
the command language and the appropriate program will be activated by the 
operating system to answer the given query or to carry out a specific task. 
The data and the application programs are organised so that 
externally there appears to be a single record for each employee containing 
all the information. Each record is divided into groups of fields 
appropriate to particular functional requirements, see Figure 2.3. 
The database is physically subdivided into a number of application 
oriented files which contain the information corresponding to the most used 
subschema. The application programs which use a particular subschema will 
access only that subfile not the whole database. However some of the 
applications require the use of subschema, for which the data is held on 
several of the physical subfiles. Although a proprietary database management 
. system was not used in the development of the model system, service routines 
were developed for reading and writing records to each file so that, the 
detailed file format would not normally concern the 'application programmers. 
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FILE NAME NO. OF RECORDS RECORD SIZE SIZE OF THE FILE 
(Characters) (Characters) 
Employee file 12,000 121 1,452,000 
Education file 12,000 133 1,596,000 
Rew/punish file 12,000 94 1,128,000 
Holidays file 12,000 170 2,040,000 
Jobs file 12,000 200 2,400,000 
Departments file 12,000 101 1,212,000 
Payroll file 12,000 43 516,000 
Names file 12,000 36 432,000 
Flying hours file 5,000 73 365,000 
TOTAL 11,141,000 
TABLE 2.1 
The Size of the Personnel Database 
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Two types of enquiries are envisaged: 
A. Enquiries requiring information from only one subfile: 
e.g. Enquiries from EDUCATIONFILE: 
Question: HOW MANY EMPLOYEES HOLD QUALIFICATION NUMBER OS? 
Answer: THERE ARE 18 EMPLOYEES WITH THIS QUALIFICATION. 
B. Enquiries of more general nature: 
e.g. Summarize the stored information for employee NUMBER 67890. 
To answer this query. the enquiry program must access many files 
such as : PAYROLL. EMPLOYEE. JOBFILE ••• • etc. 
Integrity and Security of the Personnel Database 
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The proposed system protects the data against hardware failures 
and various types of accidents which will occur occasionally by providing 
for a system of backups. In addition integrity checks have been designed 
to ensure that data values conform to certain specified rules. For example. 
they may be constrained to lie within certain ranges of values. 
Every constituent file of the database has certain program 
and a maintenance program associated with it. Validations take place within 
the program to ensure the accuracy of the created database. Validation for 
various types of fields are carried out in these programs . 
The validity of the personnel number has to be checked before the 
information can be retrieved (that is for security reasons - D.M. Fawzi 1978). 
if it is valid the system will allow the data to be retrieved. if not. the 
number will be ignored and a suitable message will be given showing the error. 
Some of the information which will be stored in the proposed 
system is sensitive and some vital for security purposes. It is thus 
important to protect that information from hardware or software failures, 
from natural catastrophes, and from people who would mis-use it. 
To satisfy the security requirement the proposed system used a 
single password as the key for using the enquiry programs. The password 
allows the program to run if it is valid, if not the access will be denied. 
2.4.2 Database of the Stock Control and Aircraft Maintenance 
The stock control and aircraft maintenance database system has 
been designed to solve the problems of the old systems and to satisfy the 
new requirement of the Air Force. 
The database has been designed to satisfy the following 
objectives: 
1. The system must have the ability to answer all the users queries. 
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2. The database should be able to grow and change without interferri ng 
with the established ways of using the data. 
3. The cost of storing and using data should be kept low. 
4. Some accuracy control must be provided to ensure that the system 
will avoid having multiple versions of the same data item. 
S. New data items should be able to be added (i.e. expansion of the 
overall logical structure should be possible) without existing 
programs having to be rewritten. 
This database has been designed for the enquiry requirement only. 
Two methods of interfacing have been designed, the MENU and the COMMAND. 
The Menu method allows the user to select the facility he/she requires 
without needing to type much, if any, information. The system displays 
a numbered list of possible choices and the user types in the number of 
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the preferred choice. The system then displays a request for extra 
information to complete the query, if required, or the answer of the query 
itself, if the information given to the system is enough. 
The Command method includes two types of commands, "GIVE" and 
"GlVEALL". The' GIVE' command is a special purpose command which is used 
for the historical information or stock status enquiries. 'GlVEALL' is a 
general purpose command which is used to express all other enquiries. This 
command needs the subject of the enquiry to be the first parameter (e.g. 
item. contract. order •••• etc.) the other parameters are the condition to 
be satisfied (R. I. Issa. 1979). 
The proposed system has the ability to answer the following 
enquiries: 
1. Which items have reached their minimum level? 
2. How much stock is available at a given part number? 
3. How much stock is available of a given part name? 
4. Which aircraft have reached their replacement age? 
5. Wh~ch items in a given aircraft have reached their replacement age? 
Are these items available in stock? 
6. Which contracts specify a given part number? 
7. Which orders specify a given part number? 
8. Are there any outstanding orders for a given part number? 
9. List the issue history of a part number from the beginning of 
a specific year until the present. 
10. List the dates at which a specific part was fitted in a given 
aircraft. 
11. Which items are below re-order level? 
- ------- - ------ ---- - - - -- - -
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The above enquiries have been designed for users who are not 
experts in computer teChnology but use a computer to assist them in the 
performance of their job and who evaluate the computer system performance 
according to its ability to carry out their request. 
Logical Organisation of the Stock Control Database 
There are many different ways in which a COllection of data items 
can be associated to form a logical database. The canonical structuring of 
data is used in this system. 
A canonical schema can be defined as a model of data which 
represents the inherent structure of that data and hence is independent of 
individual applications of the data and also of the software or hardware 
mechanisms which are employed in representing and using the data (Martin,1977). 
Figure 2. 4 shows the canonical schema and Figure 2.5 shows the 
final relational schema of the stock control and aircraft maintenance. 
From the relational schema and the statistical analysis which 
have been made on the existing systems an estimated size for the databas e 
has been calculated. See Table 2.2. 
Integrity and Security of the Stock Control System 
The problem of integrity is the problem of ensuring - in so far 
as it can be ensured - that the data in the database is accurate at all 
times. There is a limit on the extent to which this objective can be 
achieved. In particular, the system cannot check the correctness of 
every individual value entered into the database. Although it can check 
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RELATIOO NAME NO. OF ruPLES SIZE OF TUPLES RELATION SIZE 
(Characters) (tharacters) 
SUPPLIER 50 62 3100 
CONTRACf 500 18 9000 
ITEMCONTRACf 100,000 12 1.21-1 
QUOTATION 240,000 10 2.41-1 
AIRCRAFf 120 6 720 
AI RCRAFTITEI-I 1.2M 14 16.81-1 
HISTORY 3.6M 12 43.2M 
PART 60,000 20 H.2M 
ISSUEHISTORY 1.441-1 8 11.521-1 
PARTNAME: 60,000 22 1.32M 
ORDER 200 22 4400 
ORDERPART 60,000 6 360,000 
SUPPLYORDER 800 4 3200 
TOTAL -78 MCH 
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SUPPLIER(supplier#,supplier name, supplier address,telephone no.) 
QUOTATION(supplier#,part#,quot-price,delivery time) 
CONTRACT(contract#,supplier#,accepted-order ,contract date,delivery date) 
ITEMCONTRACT(contract#,part#,price,quantity-confirmed,quantity-received) 
AI RC RAFT (aircraft# ,aircraft-age , aircraft-replacement-age) 
AI RCRAFT ITEM (aircraft# ,part# ,part-age,part-replacement-age ,fitting-date) 
HISTORY(aircraft#,part#,fitting date,part-age) 
ORDER(order#,order information) 
ORDERPART(order#,part#,quantity required) 
SUPPLYORDER(order#,supplier#) 
PART(part#,unit-of-measure,quantity,maximum,re-order,minimum,minl,min2, 
store code,bin location) 
ISSUEHISTORY(part#,year of issue,month of issue,quantity issued) 
PARTNAME(part#,part description) 
FIGURE 2.5: Relational Schema 
[R.I. Issa, 1979] 
that an individual value appears to be reasonable (i.e. lies within 
specific limit). 
Maintaining the integrity of the database can be viewed as 
protecting the data against invalid alteration or destruction. 
In general, each relation in the database will have a set of 
integrity constraints associated with it. These constraints are: 
1. By definition, the primary key of any relation possesses the 
property of uniqueness: no two tuples in the relation may have 
the same value for this attribute or attribute combination. 
2. Values occurring in a particular attribute must lie in a specified 
domain, i.e. they may only take one of a defined set of values or 
they must lie within certain bounds. 
3. Dependencies between the attributes of a given relation may be 
defined. 
4. The set of values appearing in a particular column (role) within 
one relation may be required to be the same as, or a sub-set of, 
the set of values appearing in some other column, in the same 
relation or in a different one (i.e. several roles lie within the 
same domain and/or one domain may be a sub-set of another one). 
5. Another important type of constraint involves transitions from. 
one state to another. For example, when an item's quantity is 
updated, the new value must be greater than the old value or the 
new value must not exceed the maximum level etc. 
The security for this system really depends on the physical 
controls on the access to the computer terminals. Since all terminals are 
in the computer centre and this is a security control environment it is 
assumed that anyone using the terminal has permission to do so, although 
there is a simple fixed password used to protect the system from 
unauthorised users. 
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2.5 AIR FORCE REQUIREMENTS 
After analysing the systems which are used in the Air Force 
Computer Centre, it has been seen that: there are many problems facing 
the Air Force from the security and integrity point of view in addition 
to the problem of keeping the data base up-to-date. To solve these 
problems the Air Force defined the following requirements: 
, 
1. The files should be updatable from remote terminals in addition to 
computer centre terminals and batch processing. 
2. The integrity of the data should be improved. 
3. A security computer based system should be designed to complement 
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the physical security arrangements in preventing unauthorised people, 
from accessing the data base. 
The remaining chapters of this thesis describe the development 
of a model security system design to meet these requirements. In Chapter 
Three, an initial design is proposed and a model to simulate the action 
of the system is outlined. Full details of the implementation of the 
model are given in Chapter Four. Chapter Five is devoted to the results 
of the simulation and in Chapter Six a number of improvements to the 
authentication proced~es are proposed in the light of the simulation 
results. 
CHAPTER THREE 
SECURITY IN A COMPUTER INFORMATION SYSTEM 
AN OUTLINE DESIGN OF A MODEL SECURITY SYSTEM 
----- ------ ------- ------------------------------------------------------------
S3 
3.1 GENERAL 
The existing stock control and aircraft maintenance data base 
system has been discussed in the previous chapter and the problems facing 
the Iraqi Air Force from the security point of view have been described. 
3.2 SYSTEM PROTECTION IN PRINCIPLE 
The computer configuration may be divided into three parts: 
the central computing facilities, files, and remote access communication 
equipment. Many of the threats relate to the computer configuration as 
a whole, whilst others are unique to one particular area of it. 
If the computer installation is fully self-contained and is 
physically secure then the job of a potential intruder is made more 
difficult but this is not necessarily compatible with offering a 
satisfactory computer service. 
3.2.1 General Problems 
A batch processing system can be, more easily, protected 
apparently. However if the data is generated in various departments 
outside the computer centre, the data has to be conveyed to the computer 
centre and punched up for entry to the system as has already been 
discussed, and, of course, the data may be corrupted during these 
processes. The additional risks introduced by the additional manual 
processing must be offset against the additional risks associated with 
providing the online access before any conclusion about the relative 
securities of different types of system can be drawn. 
In order to perform a realistic analysis of the security of any 
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system, it is necessary to analyse the risks that face data in data base 
and the possible steps that can be taken to reduce these risks and the 
dangers that still remain. The choice of system to be used does not just 
depend on the security which can always be improved by changing the design. 
The following section analyses the main security risks faced by 
both batch processing and online systems with particular reference to the 
'risks that can occur, when the computer system is running 'normally'. 
Physical protection of the system (fire, flood, permanent magnetic ••• etc) 
and integrity protection (hardware or software malfunction) are not 
analysed. 
a. Batch Processing 
On batch processing systems, in addition to the physically 
destructive dangers to the installation which were discussed earlier there 
are the following dangers: 
1. Removal and/or insertion of cards: 
Accidental or deliberate removal or insertion of cards in the 
batch can lead to corruption of files, modification of files, or loss of 
data. On most systems, as has already been discussed in Chapter One, 
there are verification checks to ensure the validity of individual input 
cards to the batch run. However these would not detect the removal of 
some cards from the batch input or the insertion of new, valid cards which 
present a false picture of reality. Both of these changes to the 'current' 
input would result in a data base that was inconsistent with reality. To 
overcome this problem, many systems introduce batch controls, totals, or 
other check fields. This guards against accidental loss of cards or 
insertion of new cards but would not guard against deliberate production 
of input decks which are internally consistent but are incorrect. For 
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instance if one person punches the whole document (e.g. data and totals), 
he or she could modifY some of the input and arrange that'the totals were 
correct for the modified input, so that the whole batch will be accepted as 
correct. To overcome this problem, it is better to ensure that different 
people punch the data and the totals. This method would still fail if 
there is collusion between the two people. The risk of collusion can be 
reduced by adding a third person to the team who independently checks 
either the data or the totals. However collusion could still occur but it 
should be less likely. Adding.further checks to the data preparation 
process with each check being carried out by different persons can reduce 
the risk to any required level, although it will never eliminate the risk 
and the cost increases as each new check is introduced. 
2. Running extra programs to read, or change files: 
One of the methods which is used to corrupt, modifY, or steal 
the data, is to run extra programs which use the files and read or change 
them, or to change existing programs to corrupt information. To overcome 
this problem the operating system has to be made to co-operate with the 
security system to prevent any strange program from running which uses 
secure files; also to prevent any modification to the permitted programs 
by unauthorized persons. 
For example, in an operating system which permits the restriction 
of access to individual files by a password system, one might give no 
access to any data base program and data files, unless the password is 
quoted. All of the data base programs which open files would need to 
quote the password on behalf of the user in order to get the appropriate 
access. The file passwords might be known only by a security officer who 
would have facilities for resetting the password and making any necessary 
modifications to the data base programs. 
It is possible to replace one of the programs by another one, 
which has the same internal name or reference but has a different 
function. The solution for this problem, is to update the programs, 
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when it is necessary, in a secure update procedure and under human 
supervision. Authentication of the person authorised to change the program 
is a vital procedure in a secure environment and passwords are not enough 
to give the permiSSion for such vital actions because anyone getting the 
password could modify programs and the computer could not distinguish 
between the authorized user and the non-authorised user. Authentication 
manually (by humans) and automatically (by computer) is the solution to 
this problem. 
3. Incorrect files used with programs: 
It may be that in some batch operation environment it would be 
possible to access files other than those intended by the user. This 
might occur for several reasons including: 
a. Operator loading wrong version of file accidentally or deliberately. 
b. Operator loading file of same name which does not belong to the 
same system. 
c. The file has been replaced by a non-authorised person. 
Of these possibilities a and b can be handled straight-forwardly 
by checks internal to the data base system. The system can remember 
which files are current version and issue appropriate warning if an out-of-
date version is mounted. This problem is less likely in a data base 
environment where the 'files' are spread in several physical devices and 
are usually permanently mounted. 
The third possibility is best prevented by operating system file 
security which has been already discussed. 
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4. Data generated at a remote site and transmitted to the computer centre: 
In a batch environment, data entry is associated with off-line 
data preparation resulting in punch cards or perhaps discs or magnetic 
tape and very strict manual security procedures are required to ensure 
that data prepared in this way is not substituted before it reaches the 
computer room. 
Of the off-line data preparation systems, key to disc or key 
to tape are to be preferred since data prepared in this way can not easily 
be modified and adequate manual security is probably achievable, on the 
other hand, it is very easy to modify part of a card deck and the security 
of card system will be harder to ensure manually. 
b. Online System 
On real-time systems the transactions are often entered one at 
a time, independently from local and/or remote terminals. Furthermore, a 
real-time system allows a larger number of people access to the system 
than does a batch processing system. These are the main differences 
between the batch and the online systemS from the security point of view. 
Risks at the centre are reduced since there is no need for any 
intervention from centre staff. 
Dangers from online insertion or alteration are exactly the 
same as in the batch processing system but now the data may be inserted 
or set by more people. It is therefore necessary to verifY that the 
person writing the data or reading it is authorized to do so. (T~is is 
of course done manually in a batch processing system). 
There are two quite separate cases to be considered when a 
message is transmitted between the terminals and the computer centre: 
1. Information being entered physically. in an environment in which there 
is no risk in transmitting the message to the computer e.g. in a 
terminal room adjacent to the computer room where all wires are 
visible or physically highly protected and where identification and 
authentication can be made partially by non-computer means. There is 
then, of course, a problem of getting the people and messages to this 
environment, and such an arrangement may be unacceptable for the 
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people who are to enter the information and/or interrogate the data base. 
2. Messages may be entered at remote sites and be transmitted down wires, 
or on a radio link which can not be guarded. Wires can be tapped or 
broken and an alternative source substituted. Radio can be monitored 
and a new transmitter can be introduced. It is futile to have strong 
defences for central computing facilities if security violations can 
be perpetrated from remote terminals; this could be analogous to 
building a fortress and leaving the gates unguarded. The need for the 
physical security of communication equipment, as with central computing 
facilities, is to guard against accidental and malicious destruction or 
theft of information from a terminal. 
The principal security problem that arises for the computer 
system within the online situation, which did not occur in batch mode is 
identification of users, and recognising the authorised user from the non-. 
authorised one either manually or automatically, 
When an online system is operated with terminals, the first 
essential in making the system secure is to identify the person at the 
terminal. There are three ways in which a person can be identified: 
a, By some physical personal characteristic. For example, a 
device could be used for reading and transmitting his fingerprints 
-----------------------------~--------------------------
or thumbprint, and the computer would have a program for 
identifying this. A variety of other physical characteristics 
of a person might be employed. 
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There are,two types of errors that any verification device can make: 
1. A false rejection in which the person is who he says he is, 
but the device rejects him. 
2. A false acceptance in which the device accepts an imposter. 
b. By something that he knows or memorizes. He could memorize a 
password, secret number, or answer a prearranged set of questions. 
Most of these schemes, however, cannot be regarded as being 
.highly secure, because an ingenious and persistent invader can 
generally obtain the password, and in many cases has. 
c. By something carried. For example, a badge, card, or key. He 
inserts the badge into a terminal badge reader, or the key-into 
a lock on the terminal. 
Keys, machine-readable badges, and credit cards all have the 
disadvantage that the key or card could be lost or stolen. The 
user could fail to remove it from the terminal after the 
transaction is complete. If a sign-on action is used along with 
a badge or card, the user could forget to sign off. 
Identification is necessary for accounting and authorisation 
purposes, but cannot be used without additional authentication if some 
degree of security is desired in a system. 
Updating the Data Base 
For instance, if one user puts in data, one transaction at a 
time, batch totals no longer have any direct relevance (as in the batch 
processing). Thus it is possible for a single user, once he/she has 
access, to corrupt the data base by typing incorrect information. 
From the above danger, there are two cases which can be 
considered: 
a. If immediate update of information in the data base is actually 
required. 
b. If online entry is required but batch updating at relatively 
infrequent intervals is sufficient. 
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In case (a) the only effective solution would be for two people 
(or more) to input the same information only if they agree would the data 
base be updated. Unfortunately two people now have access to the 
information in the system so a different sort of risk arises, see below. 
The dialogue between the system and the user must be structured in such a 
way as to catch as many errors as possible, immediately, and careful 
controls can be devised to prevent anyone from modi£¥ing the files except 
under the most stringent conditions. 
In case (b) batch totals and all the other protection mechanisms 
associated with batch updating could be used. 
Answering Queries 
With online retrieval there are two dangers which were not 
apparent when using batch runs to answer queries, whenever one person 
(the operator) extracts information to pass it on to someone else (or at 
someone else's request); 
1. The operator gets the correct response from the system but passes 
on incorrect information. 
2. The operator extracts information for which he/she was not asked. 
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The first problem can be overcome by using more than one person 
to extract answers. However this increases the risk of the second type of 
violation occurring since it doubles the number of people with access to 
the system. 
There are two aspects of possible solutions to the latter problem, 
One is to try to ensure that the people who use the system are reliable 
and to use automatic authentication procedure to check that only authorised 
people are actually allowed access, The second is to monitor the work done 
by the operators to ensure that they are not accessing information for which 
they have no need. Clearly. it is not practicable to have people monitoring 
everything that is being done by every operator, Even if it were this 
could well increase rather than decrease the risk of illegal transmission 
of information since again it increases the number of people with access to 
secure information, 
A way of preventing the second danger of the on line retrieval is 
to limit the amount of information that can be made available to any 
individual to that whIch he/she actually needs and to make it difficult 
for him/her to access anything else, Of course all information has to be 
available for someone who knows the way to get it, Even within this 
limitation it might happen that someone could extract information when he 
did not actually need it, 
An audit record is important in a high security system for 
checking use of files. and terminals, It will provide evidence which 
would enable an "enemy" to be detected, leading to improvements in the 
system to cover the weak points. 
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A check in the extract information is possible by causing the 
system to keep a record of access patterns for each operator and bring any 
variations in access pattern to the notice of a supervisor (the security 
officer). He does not actually have to see the information merely to get 
someone who has authorised access to check that the operator is only 
accessing the necessary information. An additional security method which 
could be efficacious for both controlling information extracted and 
information entered in to restrict the facilities that are available to 
any given user to these that he/she actually needs, and to cause a 
supervisor (the security officer) to be informed whenever these restrictions 
are violated. The requests of access and updating depend on the type of 
authentication procedure that the user has completed. More comprehensive 
rights of access or updating demand more stringent methods of verifYing 
the users identity before he is allowed access. In this context simple 
passwords are inadequate particularly where remote terminals are involved 
. since it is a simple matter to intercept the password (whether scrambled 
or not) and replicate the signal on the line which represents the password. 
Authentication could be a very complex procedure or could be a 
simple one. It depends really upon the value of the information being 
protected and, for that, it is'preferable to have several security levels 
for the users. For each level could be a different authentication method. 
For the unclassified level of security. for example, it is not necessary 
to have a complex method, but for the top secret level of security"it is 
very important to have a complex method of authentication, and to couple 
it with authentication and verification from a responsible person'in'the 
computer centre. 
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Another problem with automatic verification of access rights 
(including authentication), is that the terminal must be available for 
use again after a violation has occurred to allow someone else to use it. 
Thus it is possible for someone to sit and keep trying to gain access to 
the 'forbidden' information. There, is no simple way for the computer to 
distinguish this from different people making accidental errors. It is 
straight-forward, however, to ensure that any attempted (and detected) 
security violation is brought to the attention of a supervisor (the 
security officer) who can then physically check the situation. There is 
a problem again here if the operator is accessing the system remotely, 
although unplugging the line is an effective temporary solution. 
There are additional measures which could be taken to overcome 
the problem of someone who is experimenting to gain access to the secure 
information: 
1. REPRISALS: A reprisal can be described as the action taken by the 
system when a security violation-attempt is detected. It is designed 
to discourage such attempts and to prevent repetition of them. It is 
a logical and cheap extension of ,auditing. 
2. AurOMATICALLY-TIMED LOG-Our: Automatically logging-out a user who 
fails to respond within a short time (say two minutes) is a suitable 
technique, for low security systems. 
Even if these two measures are taken there is still the danger of the wire 
tapper who could intercept the message on the line and record the passwords 
or intrude on the discussion of the authentication procedure. To overcome 
this danger the following measures could be taken: 
1. LINE SECURITY: A wire tapper could probably choose to operate within a 
building, so checking of lines for bugging devices and tampering may be 
necessary. 
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2. PHYSICAL SECURITY: A physical security system would be needed for the 
terminals building as well as for the computer building. 
3, GARBAGE TRANSMITIER: This is an idea to confuse an enemy trying to 
break an en crypt ion scheme. It will be worthwhile for highest 
security where every attempt is made to keep an enemy out. Special 
hardware or software is required which will transmit signals during 
inter-message gaps so that an eavesdropper cannot tell when he is 
intercepting useful data (assuming both are encrypted). 
4. COMPUTER AUTHENTICATION: For a high security system it will be 
necessary for the terminal users to be sure that they are connected to 
the correct computer. A crafty enemy could otherwise intercept all 
the data and simulate machine responses with his own computer. 
(Separate circuits for voice input and computer responses which change 
with time are an effective method here). 
5. NO MESSAGE IN CLEAR EITHER WAY (between terminal and computer centre). 
By using a hardware encoding/decoding; encryption is the only means 
of providing high security for messages transmitted through insecure 
lines i.e. post office lines, cables in unguarded parts of a building, 
etc. Encryption is a reversible transformation used to hide the 
information in a message. Special sophisticated hardware will be 
necessary at terminals and, almost certainly, at the computer end of 
the communication line. 
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3,3 DANGERS FOR TIlE STOCK CONTROL DATA BASE SYSTEM 
The main dangers for the 'stock control' data base system when 
it is in operation are: 
1. Loss of information due to corruption or deletion of the files 
caused by system malfunction, 
2. Theft of information by accessing the data base by unauthorised 
persons, 
3, Incorrect or unauthorised modification of information, 
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3.4 PROTECTION OF THE STOCK CONTROL DATA BASE SYSTEM 
Analysis of the existing protection procedure for the stock 
control system, has shown that there is a simple password used to protect 
the system, but that it is displayed on the screen of the terminal when 
the authorised user types it in. This display makes it easy for an 
unauthorised person who may be passing/or standing behind the authorised 
user to see and remember it. Every user who has the password can access 
all the data base files. 
A single password alone is not enough to protect the system and 
to provide the necessary privacy for all the departments. There are several 
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measures which can be taken to satisfy these two objectives: 
1. Conceal the users' replies to the identification and authentication 
sequences by not echoing them. 
2. Modify the system to control the functions which each user can 
access. Retain for each authorised user a list of functions which 
he or she can legitimately use. 
3. Establish different levels of security commensurate with the 
sensitivity of the information being retrieved. 
4. Establish a post (security officer) with responsibility for 
maintaining and supervising the security controls and ensure that 
all relevant system information is available to him. 
Even if the above measures are taken, there are still some possible 
dangers to the 'stock control' system: 
1. If the division into 'users' internally in the system, is on the 
basis of functionality, i.e. all persons performing the same 
function are treated as if they were a single user, then there 
is still the possibility of having a large number of users who 
know the password and have access to the information. 
2. If the password is transmitted and stored in character format 
(i.e. not encrypted) it can easily be read by an unauthorised 
user from the memory of the computer or by an intruder (wire 
tapper) during its journey from the remote terminal to the 
computer centre. 
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3. There may be a "residual effect" of an enquiry on the system 
(e.g. files containing the information which has been printed or 
displayed), produce a good source of information for intruders. 
To overcome the above problems, the following measures can be 
taken: 
1. Use different procedures for authentication for each person 
within the same security level. This makes it more difficult 
for the intruders to bypass the security controls. 
2. Provide an indicator in the file, record, or field, and a 
corresponding indicator associated with each user to determine 
whether the user can be allowed access to that file, record or 
field, once he has been accepted as an authorised user. 
3. Remove all the residual files (or write garbage to these files) 
after answering a query. 
4. Put all the passwords and the answers to the authentication 
questions in an encrypted form to make it difficult for the 
intruders and wire tappers to recognise them (this of course 
implies special hardware at remote terminals to encrypt and 
decrypt). 
S. Provide verification by one or more people (security officer(s)) 
to support the automatic authentication by the system for the 
highest level of security clearance. e.g. one possible method is 
to display a message on the screen of the security officer's 
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terminal with an alarm sound telling him/or her that somebody is 
attempting to gain access at a high security level. Provided 
access at the highest security 1~ve1 is restricted to terminals 
within the computer centre, the security officer(s) can then 
readily verify the identity of the person trying to gain access. 
Even if all the precautions were taken the stock control system 
would still not be completely secure because there are some dangers that 
still exist: 
1. When an unauthorised user has tried to breach the security system, 
and he/or she failed, nobody will know what has happened because 
there is no evidence or record to say so, or to show the part of 
the information in which the intruder was interested (assuming 
that the potential intruder cleared the VDU screen after use or 
removed the teletype printout). 
2. Sometimes the authorised user may try to gain access to some 
information to which he/or she is not entitled, and there would 
be no evidence that this had been attempted. 
3. Authorised users may obtain information about sections of the 
data base to pass on to outside agencies. This clearly cannot 
be prevented by any automatic system since they are accessing 
information to which they are entitled. 
Further measures which could be taken to detect these events 
would be: 
1. By recording all the attempted security violations with the 
necessary information to show the data in which the intrUders 
were interested. If the system also alerted security-staff 
whenever a violation occurred it would be possible to ensure 
that the potential intruder could be detained and interrogated. 
2. To establish a complete log of all transactions on the system 
organised by session. Statistical summaries for each user can 
then be utilised to pinpoint deviations from the normal pattern 
of use, Random examination of complete sessions can also be 
made and the results can be compared with the information the 
authorised user was supposed to be accessing at that time. 
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As stated before absolute security is unattainable and even if 
all these measures are taken to protect the system, there would still be 
several combinations of circumstances in which a failure of the security 
system could occur. Some of these combinations are: 
1. Dishonesty of the staff: 
a, Dishonesty of an authorise~ user: 
Clearly an authorised user can obtain information and pass it 
on in any system. 
b. Dishonesty of security officer: 
It is easy for the security officer to gain access to the. 
information by creating a record for an imaginary person and 
giving 'him' the authority to access the required information. 
Provided the 'user' was deleted from the authorisation table 
after.the relevant information had been obtained, there would be 
no record of the theft. 
2, Sometimes there might be a fault in the computer or in the transmitter 
devices, and the computer would not accept the right person and may 
accept a false one. 
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3.5 OBJECTIVES OF THE PROPOSED MODEL SECURITY SYSTEM 
The requirements of the Iraqi Air Force to protect its 'stock 
control' system have been determined by analysing the dangers for the 
information retrieval system when it is in operation. 
In addition to physical security, it was decided that: the 
proposed system should have the following characteristics: 
1. The system must have the ability to recognise the user's authority 
by reading an established authorisati?n table, which indicates 
what each identified user is permitted to do, and which users 
are permitted to read which records. 
2. The system should hide the passwords and any other information 
which may be used by the system to recognise the authorised user. 
3. Unauthorised access to the data should be prevented as far as 
possible. Access to the same data may be restricted in different 
ways for different users. 
4. The system should have the ability to check different levelS of 
security with different methods. 
S. The system should generate a file (or files) containing all the 
enquiries which includes the name of the users making the 
enquiries, and at the end of the day produce a summary of the 
total enquiries and of the enquiries made by each user.· It 
should be possible at any time for the security officer to get 
details of exactly what a named user has been doing and where 
he/or she has been doing it from. 
6. In displaying a file or record, the system should print only 
. 
those fields that the user is authorised to examine. Furthermore 
there should be a procedure to control the basis (physical 
location, type of terminal, time, ••• etc.) on which the 
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information is displayed e.g. high security information may only 
be displayed on a VDU screen in the computer department between 
10-4 p.m. and then only for a short time. 
7. There should be no residual effect of an enquiry on the system 
except for a change to the summary (6. above). 
8. There should be a facility to label all printed output with its 
security classification, page number, date, and time of printing. 
9. The system should generate a file containing all the attempted 
security violations with the user name and the violation time. 
The security officer must have the ability to check this file at 
any time. 
10. The system should provide a facility (for the security officer) 
to supervise and maintain the security controls. The security 
officer must have the ability to check all the files (violations, 
total enquiries, and the journal file) at any time. 
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3,6 OUTLINE DESIGN OF THE SYSTEM 
A model security system was designed to cover all the above 
objectives by using several programs which cooperate with each other. 
The security system provides two main facilities, one especially 
for the security officer, the other for all authorised users. 
3.6.1 User Interface 
Because there are many users belonging to many different 
departments in the Iraqi Air Force, who can access the. data base, it is 
necessary to establish different procedures of authentication for the 
users at different security levels. For'the purpose of demonstration a 
small number of alternative authorisation procedures were considered: 
Security level 
Unclassified 
Secret 
Top secret 
Authentication method 
'passwords' 
'question with one answer' 
'day (date)' 
'one-time use. password table' 
'typing characteristics' 
'security officer' 
(probably does not have access 
to the data base) 
'list of questions' 
'authentication by other people' 
The model security system has seven levels of security. For 
each level there is a special method of authentication. These methods 
include a simple password; a question with some trick answe·rs; a password 
from a one-time password table; user 'style' 'measurement; authentication 
from the security officer terminal (or the operator terminal) directly 
when the user uses a very secure terminal; password with a limited period 
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of time; a series of personal questions. Figure 3.1 shows these methods. 
Any user who identifies himself to the model security system 
has to pass one of the seven authentication procedures, according to his 
level of security, to gain access to the data base. 
After the user has completed the authentication procedure, the 
model system displays a Menu consisting of eleven enquiries. At the end 
of the Menu the system also displays the enquiry numbers which are 
uniquely set for the authorised user. 
If a user fails in the authentication procedure, the terminal 
rings a bell and displays a message showing the reason of the failure). 
In addition to this, the violation will be recorded in a special file 
(attempted security violation file). 
3.6.2 Security Officer Interface 
The security officer, in addition to his surveillance function, 
must define for the system each of the controlled elements. He must 
define the security levels and access categories for authorised users. 
He must set up and maintain the authorisation table. Many changes in 
users, data sets, authorisation, and other features will occur. He must 
be able to enter these changes into the system. 
To permit these activities, the system provides many programs 
which the security officer may use. However these can only be used at a 
specially designated terminal and then only after completing a special 
authentication sequence. The security officer would not normally need 
to have the authority to access any item in the data base. 
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The model security system also provides for the security officer 
three journal files enabling him to review the patterns of use of the 
system at any time, and to discover potential abuses. 
The first file is the "attempted security violations file" 
which contains the user name, enquiry number, violation date, violation 
time, and the cause of violation. 
The second file is the "total enquiries file" which includes 
all the correct enquiries for the data base with some statistical 
information such as the total enquiries made by each department with the 
percentage and the total of each enquiry number. 
The third file is the "journal file" which contains a record of 
the action of each authorised user and it allows the security officer to 
search for a parti'cular user ,name or the whole users. 
Figure 3.2 shows a flow chart of the security officer activity 
The flow chart of the model security system is shown in Figure 3.3. 
1 
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CHAPTER FOUR 
IMPLEMENTATION OF THE MODEL SECURITY SYSTEM 
78 
4.1 INTRODUCTION 
The objectives of the proposed security system and the outline 
, 
design for the model system have been discussed in the previous chapter. 
This chapter looks at the system design and the implementation 
in detail showing where there are problems, and proposing solutions. 
4.2 OVERVIEW OF SYSTEM 
The model security system has two main functions. One function 
is to demonstrate the facilities that could be provided for the security 
officer to set up the security controls and to maintain these controls, 
and to supervise the accesses to the data base. The second function, is 
to enable users, after they successfully identify themselves, to access 
the data base system. 
The model security system acts as an interface between the users 
and the stock control data base developed in a previous project (Chapter 
Two) and no input or output can bypass the security controls. 
There are many files and programs available to the authorised 
users to deal with their enquiries about information of the data base but 
these enquiries are also subject to security controls. 
The name of every authorised user is recorded in a table called 
an authorisation table which indicates an assigned security level, sub-
security level, department name, and the authority for each enquiry. (see 
Figure 4.1). 
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When the user wishes to access ~the data base, the security 
control asks the user for his/her name, and after the name of the user 
has been entered (it is not displayed on the screen), the security 
controls will check the name against the table, and if he/she appears to 
be an authorised user, the system calls another program for further 
verification of user authority according to the security level. 
Although certain small discrepancies in typing of the user's 
name are allowed, if the name typed in does not fall within these limits, 
it is rejected and a suitable message will be displayed on the screen to 
inform the user of this rejection. The system will allow two further 
attempts, and if the name is still not authorised, it will close down in 
that terminal. (See Figure 4.2). 
Each invalid attempt is recorded in a security violation file 
and in principle the security officer would be informed. 
If the user name is in the table, a verification program will 
carry out an authentication process depending on the security level 
recorded for him. If the user fails, a security violation will be recorded, ' I 
the security officer will be informed, and the system sends a message to 
the user's terminal which is accompanied by a sounding bell to indicate 
that the user is not authorised to use the system. 
After the user has completed the authentication sequence and is 
permitted to use the data base, there are two different Menus used in the 
system; one for the security officer and the second for the normal 
authorised user who wishes to access the data base. 
The Menu is used because when an interactive system requesting 
input from a user can only accept a limited set of responses, it is 
sometimes convenient to present the appropriate response set to the user 
in a Menu, a tabular representation of the valid options together with a 
mechanism for choosing any of them. By providing a clear summary of 
possible responses, a Menu defines an explicit context without mystifying 
the user and, as the user can generally respond only with these, this 
makes the interactive system simpler to implement and more robust. 
a. Security Officer Menu 
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This Menu is displayed on only when the security officer has 
identified himself satisfactorily and ideally even this only in a 
particular terminal in a secure area. It includes all the possible choices 
which will initialise creation of the files (violations, total enquiries, 
and journal file), search any of them, set up the authentication procedures 
and conditions for new users, or modify them for existing users, maintain 
the authorisation table, and finally access the data base enquiry system. 
(See Figure 4.3). 
b. Normal Authorized User Menu 
After the user succeeds in the authentication process, there is 
a Menu displayed on the screen of the terminal which offers the choice of 
Menu or Command access interface to the data base or termination of the 
session. (See Figure 4.4). 
If the user chooses the Menu, a list of enquiries appears on the 
screen and at the end of the list, the user is reminded of the enquiry 
numbers that he/she is authorised to use. (See Figure 4.5). 
There are two choices in the Command language method available 
for the user to access the data base. (See Figure 4.6). 
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The details of the Menu and Command interface have been 
described elsewhere (Chapter Three). 
When the user chooses an enquiry, the security controls will 
check the authority of the user for this enquiry. If the user is not 
authorised, a "violation of security attempt" will be recorded and if 
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the user is authorised. a "correct enquiry" is recorded in the total 
enquiries file. In both cases, the access to the system will be recorded 
in the journal file. 
All the answers for the enquiries appear on the screen with the 
security level, date of the enquiry and the page number. (See Figure 4.7). 
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4.3 CHOICE OF TIlE SYSTEM IMPLEMENTATION LANGUAGE 
The project clearly required an interactive computer service for 
its implementation. The only available interactive computer system was 
a PDP 11/40 in the Computer Studies Department. This machine was running 
under the UNIX operating ,system. In many ways, UNIX is an excellent 
operating system for this type of project. It is easy to learn and use 
and the file facilities and file handling are quite sophisticated and very 
reliable. 
The implementation language chosen for this system is the C 
language, which is available under UNIX and is convenient because the 
enquiry programs for the data base have already been implemented in this 
language. 
The C language offers the following: 
1. Modern control structure, permitting a flow control facility. 
2. An economy of expres'sion that eliminates many temporary 
variables and trivial statements, giving shorter, clearer code. 
3. Adequate linkage conventions that encourage modularity and good 
program organisation, making changes and debugging easier. 
4. Facilities for handling many different kinds of data, including 
pointers and character variables to do simple non-numeric 
problems simply, and structures to condense the' description of 
large complicated data aggregates. (B.W. Kernighan). 
4.4 CHOICE OF THE FILES ORGANIZATION 
The objectives of file organisation are as follows:-
a. To obtain fast access to the data and hence fast response time 
when this is required. 
b. To minimise the cost of using and storing the data. 
The security system has four main files:-
1. The journal file. 
2. The total enquiries file. 
3. The attempted security violations file. 
4. The authorisation table file. 
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Each of the first three files is made up of entries listed one 
after the other recorded in time sequence (time of the events). The 
security officer uses these three files for checking and will normally 
require to read these sequentially from the beginning, so it is not 
necessary to have a complex design technique for those files and it is 
obviously preferable to keep the design simple, so they have been organised 
serially. 
The authorisation table file needs to be designed in a way to 
give a fast response time. There are two addressing techniques suitable 
to be used for addressing and retrieving random-access storagesand these 
are: 
a. Random (hashing) techniques. 
b. Index sequential techniques. 
The random (hashing) technique has been chosen for the ·following reasons:-
1. It is not necessary to create another file (index) as in the 
index sequential, so it saves space. 
2. The records are not necessarily arranged in key order. 
3. With this method a record can be picked directly without 
needing to read indices and it thus gives the fastest access 
to the file. 
4. Most records will be found with one seek, but some need a 
second (overflow) seek. 
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S. Insertion and deletions can be handled without added complexity. 
The name of the authorised user has been chosen as a key for 
the record. After the name is converted to a standard form which contains 
only small letters and has one space between the initials and the surname, 
it is converted into a numeric form ready for manipulation. The conversion 
has been done without losing information in the key. 
Overflow chaining is straightforward because the overflow 
bucket capacity is one. If a record has the misfortune to be assigned to 
a full home bucket, a free bucket in the overflow area is selected, and 
the record is stored in that overflow bucket. Its address is recorded in 
the home bucket. If another record is assigned to the same full home 
bucket, it is stored in another overflow bucket, and its address is 
stored in the first overflow bucket. In this way, a chain of overflows 
from the home bucket is built up. This technique, although simple, does 
mean that the number of disc reads increases sharply once the buckets are 
full. However it is anticipated that the number of authorised users would 
not change rapidly in a practical system and if it did grow substantially 
then either the size of the home bucket or the nature of the hashing 
algorithm could be changed to minimise the overflow problem. 
If a record is deleted from the single chain, the chain is reconnected. 
If the overflow buckets have many deletions, it may be desirable to 
I 
I 
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recognise the overflow area periodically. but in this system this problem 
has been overcome by shuffling the records and reconnecting the chain so 
it is not necessary for the security officer to reorganise the authorisation 
table when there is a deletion of records. 
92 
4.5 SUBROUTINES USED BY THE MODEL SECURITY SYSTEM 
There are several subroutines which have been written and tested 
as part of the model security system to help in accepting, a response 
without echoing, converting to a s.tandard form, and encoding the entered 
string. 
1. ACCEPT: 
This subroutine is for input of strings from the terminal. This 
subroutine has a length of string passed to it (to give the maximum 
number of characters which can be accepted from the terminal). 
This function needs two parameters: first the name of the input 
string, and second the length of the string. 
Figure 4.8 shows the flow chart for this function. 
2 • CONVE lIT : 
This subroutine converts the password string, or user's name 
to a standard form which consists of small letters and one space after 
each word or initials. In the case of the user's name being typed in, in 
a mixture of upper and lower case type, the convert function will alter 
it to standard form, e.g. 
This will be altered to: 
I • a. ,NeWmAN. 
i a newman 
This subroutine is very useful when there is a need to calculate the 
address from the name, or to compare the string with a fixed string form. 
This function needs three parameters. The first is the input 
string, the second is the output string and the last one is the number of 
characters in the string. Figure 4.9 shows the flow chart of this 
subroutine. 
start 
request 
input 
character 
N 
N 
rite output 
string 
y 
y 
write output 
~----~ string 
FIGURE 4.8: Flow chart of ACCEPT subroutine 
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N 
add I to no. 
of spaces 
rite output 
tring new 
ine characte 
start 
N 
Character= 
or =. 
N 
add I to no; 
of spaces 
y 
y 
take the next 
character 
convert it 
to a small 
letter 
convert 
character 
to space 
y 
FIGURE 4.9: Flow chart of CONVERT subroutine 
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take next 
character 
write output 
string 
3. CIPHER 
This subroutine encrypts the input string and converts it to 
another form by using a key and it gives each letter a number starting 
from zero e.g. space=O. a.l.b.2 ••••• z.26. 
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To convert the passwords to the crypted forms. the value of the 
first letter from the password will be added to the value of the first 
letter from the key (in the example the key is newman) and if the total is equal 
or greater than 27. 27 will be subtracted from the total value and the 
letter from the table whose value equals the result will be substituted 
and so on for the rest of the password. e.g. 
e.g. To en crypt the word 'university': 
These 
university 
newmannewm 
can be represented in the 
21 14 9 22 S 18 
14 5 23 13 1 14 
By addition we have: 
35 19 32 35 6 32 
the word 
the key 
following way: 
19 9 20 2S 
14 S 23 13 
33 14 43 38 
By subtracting 27 from any value equal or greater than 27. we have: 
35 19 32 35 6 32 33 14 43 38 
27 27 27 27 27 27 27 
8 19 5 8 6 5 6 14 16 11 
which gives 'hsehfefnpk' as the encrypted form of 'uni versi ty' • 
This function needs three parameters. the first the input string. 
the second the output string. and the third is the number of characters 
in the input string. 
The flow chart in figure 4.10 explains the function of this 
subroutine. 
take next 
character 
wri te output 
string 
start 
N 
N 
y 
take the 
r Y--1 value of that 
letter from 
the ke 
count = 
COWlt -27 
FIGURE 4.10: CIPHER flow chart 
y 
y 
y 
count = 
value + 14 
count = 
value +5 
count = 
value +23 
Y COWlt = 
value +13 
Y COtmt = add I 
value +1 to in~i-ca or 
Y count = indi-
value +1 cator 
= 0 
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4. EQUAL 
This subroutine deals with the copying of the content of one 
string into another. One of the drawbacks of 'C' language is that 
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rather than just say string B=string A (where It,," means "takes the value of") 
each character of each string has to be transferred individually. Figure 
4.11 shows the flow chart for this fWlction. 
This function needs three parameters; first the input string, 
second the output string, and third the length of the input string. 
S. NECHO 
This subroutine was written to control echoing of information 
on the screen, this allows passwords and other sensitive answers to be 
suppressed. 
This function needs one parameter, zero to stop schoing and. one 
to restart echoing. (See Figure 4.12 for the flow chart of the function). 
N.B. This subroutine used some UNIX (PDP 11 operating system) features. 
start 
request 
input 
character 
ransfer 
character 
from the inpu 
tring to the 
ut ut one 
FIGURE 4.11: EQUAL flow chart 
request 
input 
string 
flag = 0 
N 
display the 
writing on 
the screen 
y 
FIGURE 4.12: NECHO flow chart 
hide the 
passwords 
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4.6 AUTHENTICATION PROCEDURES 
The security system has seven methods of authentication to cope 
with the large number of users accessing the data base remotely or locally. 
These methods start from a simple method of authentication 
(answering a simple question) for the low level of security users becoming 
progressively more rigorous for the user with access to more sensitive 
material. 
For each method of authentication which belongs to one security 
level, there are a different list of questions, different answers or 
different conditions for each user (sub-level of security) within the same 
securi ty level. 
The highest level of the seven security levels is assigned to 
chief commander of the Air Force, and the one below this level is for the 
security officer. 
After the user has been identified to the security system, one 
of the following methods of authentication faces the user according to his 
or her security level. 
1. SECURITY LEVEL ONE: 
In this level, there is one question which has different answers 
i.e. for each individual user within this level of security, there is a 
different answer for that question. e.g. the following question will be 
displayed on the screen for the users who belong to this level: 
~~~~~-~~~~~-~!~-g~~!!~: 
2S + 30 - 10 + 7S - 20 = ? 
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As we have seen there are many answers .to the above question 
according to the sub-level of security to which the user belongs. e.g. 
sub-level 1 s one pound. 
sub-level 2 = two fifty. 
and so on. 
Of course none of the answers will be displayed on the screen. They are 
converted to a standard form and then converted to an encrypted form 
within the computer. 
The answer of the user will be compared against the one answer 
assigned to that user. If the user failed in authentication an attempt of 
security violation is recorded in a special file and the system should 
close down. 
2. SECURITY LEVEL 'l1'I0: 
In this level, the system will ask the user for the date. For 
each user within this level, there is a special condition table telling 
the system by what number a particular user should increase or decrease 
todays day number within the month. e.g. The following message is displayed· 
on the screen: 
TYPE THE DATE PLEASE: 
After the user has entered the date, the system will check a 
particular table to obtain the condition's function for this user (sub-level), 
because these conditions apply for only a limited period, and can be changed 
by the security officer. These conditions are the arithmetic sign (+ or -) 
and the number (any number). 
Suppose this example is the 5th of September and the condition's 
number is +2 then the correct reply is 7. If the condition had been (.7) 
the answer would be (-2). 
- - ------ ------,---------------------------, 
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3. SECURITY LEVEL TIlREE: 
This method of authentication is a one-time password. The user 
is given a list of N passwords. The same N passwords are stored in the 
computer (encrypted, of course). An example' of a simple one-time password 
list for N=3 is: 
User (has on card) 
Force 
Computer 
Programmer 
Computer (in its memory) 
Force (encrypted) 
Computer (encrypted) 
Programmer (encrypted) 
After using a password, the user crosses it off his list and 
the system also marks this password to prevent it being used again to 
provide access to the data base files by anyone. For example, if he or 
, she uses 'force', then the next password used must be 'computer'. Even 
if an unauthorised person obtains 'force' by some means, the system will 
not honor any request with the password 'force' because it has already used 
that password and is now looking for 'computer'. 
As we have seen each user (sub-level) within this level of 
security has a private password table. The model security system provides 
a facility for the user within this level to change his or her own password's 
table. 
4. SECURITY LEVEL FOUR: 
In this level, it is accepted that the user may access the data 
base only during certain restricted periods of the day. However the 
security officer may override this arrangement in order to prevent or 
provide access at other times. And in fact, the computer-checking system 
in this level will first ascertain the security officer on close-down 
times, before allowing access as normally permitted to this level users, 
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For each permitted period of time there is a password which is 
different for each user (sub-level). e.g. The system might be closed down 
during the following periods: 
Times system closed: 
O'clock < = system closed time < 9 O'clock 
10 
13 
17 
" 
" 
" 
< " 
< = 
< = 
" 
" 
" 
< 12 
< IS 
< 24 
" 
" 
" 
For each of the following permitted periods there would be a different 
password for each user within this level of security: 
Times system open and corresponding password: 
TIME PASSWORD USER 
9 O'clock < = system open < 10 0' clock { air force sub-level officer sub-level 
12 " < a " < 13 " { pilot sub-level 
navigator sub-level 
aircraft sub-level 
15 " < = " < 16 " { computer sub-level 
operator sub-level 
16 
" 
< = " < 17 " manager sub-level 
The security officer has the facility to change both the periods of the 
1 
2 
1 
2 
3 
1 
3 
1 
permitted time and the time when it is not permissible to use the system. 
The user who belongs to this level has the ability to change 
his/her passwords table, if he/she wishes to do so, after success in the 
authentication. e.g. if the time now is 15.30 O'clock and the user (sub-
level 3) wishes to access the system, the system will ask for the password 
and the user should enter 'operator' to succeed in the authentication. 
- -- -----------------------------------------------------------
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If the user (sub~level 2) wishes to access the system, the· 
system will ask for the password and if the user entered 'navigator', the 
system will refuse it and close down because this password belongs to 
another permitted period of time. 
S. SECURITY LEVEL FIVE 
• This level authenticates use on the basis of the typing style of 
the user. Unfortunately the UNIX system of the PDP 11 is not suitable to 
perform this type of checking in a very satisfactory way, 
At present the model security system actually prevents the 
intruders because by only providing a limited time in which to answer all 
the questions which the system has asked. If the user takes a longer time 
to answer the questions correctly, the system will close down and a security 
violation attempt will be recorded. 
For each user (sub-level) within this level there exists a table 
, 
containing five questions with their answers ~ncrypted). It is easy for a 
person who belongs to the particular sub-level to answer those questions 
correctly and within a short time (equal or less than two minutes), but it 
is difficult for the intruders to answer them within this limited time. 
The security system fetches the right table of questions by 
looking at a table where the sub-level indicator and the name of the table 
are stored. 
After the user has answered the questions, the time will be 
recorded and then checked to see whether it is equal or less than two 
minutes. If the time is within these limits the authentication has 
succeeded and permission to access the data base will be given. This 
mechanism is currently simplistic and improvements are discussed in the 
following chapter. 
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The security controls try to delay the user by giving him or 
her the chance again to correct his or her wrong answer. and even if the 
answer is still wrong. the user will get the next question to answer it. 
This of course increases the cOWlted time of the answers. so the user will 
soon get out of the limited time period. 
The security system provides a facility for the user within 
this level. after succeeding in authentication. to change the questions. 
answers. or both by replacing them with a new one. 
6. SECURITY LEVEL SIX: 
This level is the security officer authentication level and is 
thus very important, In this level there is a table which contains five 
questions with their answers (encrypted of course). When the user attempts 
to log on. all of these questions are asked by the security system. The 
user must answer all of the questions correctly in order to be granted 
access to the data base. The' questions can be chosen in such a way that 
the user can remember the answers and does not have to write them down. 
Any wrong answer by the user to the questions will close down 
the system and a security violation attempt will be recorded. 
7. SECURITY LEVEL SEVEN: 
This method of authentication does not just rely on automatic 
authentication procedure it needs in addition a verification from a 
responsible person (e.g. security officer). A message is sent to a 
particular terminal stating that the secure terminal is being used and 
requesting authentication. If authentication is given the user has to 
answer a list of questions correctly. 
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This level of security belongs to the very important people in 
,the Air Force such as the Chief Commander. It needs verification from 
the security officer and that is achieved by sending a message from the 
secure terminal by the system to the security officer. terminal with a bell 
sounding simultaneously. In the demonstration this simply appears as: 
HELLO!! 
SOMEBODY IS USING TIlE SECURE TERMINAL!! 
This level of security depends on very private questions and any 
wrong answer to anyone of them will close down the system and an attempt 
of security violation will be recorded. 
The security officer cannot modify the questions for this level 
and this level of security is out of his/her control. Only the user who 
succeeds in authentication is able to change the questions, answers, or 
both. 
Appendix (A) contains a printout of sample pointer and table 
~iles which contain the passwords, and the questions and the answers for 
the authorised users on the model system. 
CHAPTER FIVE 
RESULTS 
The model security system consists of many programs. These 
programs interact with each other to: 
a. Authenticate the user. 
b. Produce reports for the security officer. 
c. Give the security officer the ability to set up: 
1. The authentication procedures. 
2. Conditions for the new users. 
3. Modify the conditions and authentication procedures 
for existing users. 
4. Maintain the authorisation table. 
5. Maintain the authentication question tables. 
In addition these programs provide controls to deal with the 
users (authorised and nonauthorised) by giving them permission to access 
the stock control enquiry system or to deny this access. 
W6 
This chapter will de~cribe sample results which have been obtained 
by running the model system with a simulated set of users programs. The 
listings of the programs are given in Appendix (B). All programs are 
commented to aid readability. 
5.1 EXAMPLES OF THE AUTHENTICATION PROCEDURES 
As it has already been seen, the model security system has seven 
methods of authentication. Internally to the system each user description 
indicates which method of authentication is appropriate to this user. 
When a person requires access to the system he or she must input 
his, or her, name, The name checked against the list of permitted names 
in the authorisation table, by the system. If the name does not exist 
• 
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in the table the system will send a message to the user's terminal with a 
bell sounding telling the user that he or she is not authorised to use the 
system. The user is permitted to try again for two more times (however 
every erroneous attempt is recorded in the security violation file), See 
Figure 5.1. After three failures the screen is cleared but they can of 
course. try again when the system is reinitialised. The entry in the 
security violation file is enlisted to enable human intervention at this 
point to prevent someone continuously trying to gain access to the system, 
A typical security violations file is illustrated in Figure 5,31. 
Figures 5,2 to 5.8 show examples of each of the seven methods of 
authentication in the model security system, 
Figure 5.2 shows the authentication procedure of security level 
one where there is a question with different answers to different users 
within this level. The authentication procedure of security level two is 
shown by Figure 5,3, In this level the system asks the user for the·day 
of the date. For each user within this level there is a table containing 
the condition for increasing or decreasing the day by a number. Figure 5.4 
shows the authentication procedure of security level three, For each user 
in this level there is a list of passwords. Authentication procedure of 
level four is shown by Figure 5.5, In this level the system demands·a 
password. For each period of time and for each user within this level 
there is a different password for a different period of time, Figure 5,6 
shows the authentication procedure of level five where there is a list of 
questions and the user should answer this list rapidly to succeed, because 
the system counts the time of the user's answers. 
Authentication procedures of security levels six and seven are 
shown in Figures 5,7 and 5,8 where the user has to answer the questions 
correctly to succeed, 
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Any wrOng answer to the questions of the authentication 
procedures of security levels six and seven will close down the system 
and a violation recorded in the violations file. See Figure 5.9. 
Users of security levels three, four, five and six can change 
their password table or the questions or answers after they succeed in the 
, 
authentication by answering 'yes' to the appropriate question whereas 
levels one and two do not have the opportunity as can be seen from 
Figures 5.2 to 5.8. 
Figure 5.10 shows the changing of the passwords table for level 
three and Figure 5.11 shows the changing of the sensitive answers for 
level five and the same procedure is appropriate for levels six and seven. 
Note there in both figures the new passwords and the new answers are not 
displayed on the screen for the security reasons. 
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FIGURE 5.8: Authentication method for security level seven 
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FNn OF F'F\'OGRAM 
FIGURE 5.9 
--. _. -- --
. -.' ~. 
."---
."--, ...• -. 
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ENTER F'ASSWORtl F'lEASE. 
ANY HOr..'E? 
!,j 
****** ENTER F'ASSWORD F1...EASE. 
ANY MORE? 
!,j 
****** 
ENTER F'ASSlJORlr F'lEASE. 
ANY MORE? 
!,j 
****** 
ENTER PASSWORD PLEASE. 
ANY MORE? 
.-------
W:::'::I 
****** 
ENTER PASSWORD F'lEASE. 
-----ANY MORE?-
!,j 
. ~.-
---------- -
----" ---- ._- -
-c:_, ****** _ _ ____ _ 
oc.:;o'--'ENTEf;: F'ASSWORrl-Pii'AsE~"===---=-'-'-"=-=-= _=-=--=_ccc--
-: '::~:-.- --------- .-
!,j 
****** 
ENTEf;: F'ASSWOR!I- F'lEASE .-
.---------------------
ANY MOf\'E? 
- ._. ---~.- ---
--.-.------- ~.-+.- -
". "._---_ .. - -~-----
-_ .. -----.- --- -_ ... - - --
-.-. -------. ----
---------.- •.. _------------
!,j 
****** 
-tNTER PASSWORD F1...EASE .. 
ANY MORE? 
- -_. -- --- ._.. ..-. . .---
---~--.- . ----------------- ----
n 
****** -- -- . -- .--. 
------- ---------------- _._. 
==YOU ~:E WELCOME _ TO -tJSE lHE _!?TOClS_~1r..iJI,.ENQUIRY SYSTEM 
FIGURE 5.10: Changing the passwords table for level three 
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5.2 EXAMPLES OF PROTECTION WITHIN THE ENQUIRY SYSTEM 
Figure 5.12 illustrates the user interface to the Menu and the 
Command enquiry system for the normal authorised users after completion 
of the authentication procedure. 
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The Menu interface to the enquiry system and the enquiries which 
are available for each authorised user are shown in Figure 5.13. Note that 
each user 11as access to only a subset of the possibilities and is informed 
of their's at the end of the Menu display. 
The commands available for the enquiry system.are illustrated 
in Figure 5.14 which shows the two functions that are available to the 
user. Free format commands are translated into appropriate Menu requests 
and controls the information that is available to a user at this converted 
level. 
Figures 5.15,5.16 and 5.17 show the answers to a typical enquiry 
using the two methods. Note that security level,date, page number are 
all printed on every sheet of output. 
When the authorised user requests information which he is not 
permitted to access, the model security system prevents him and displays 
a message to explain why the user is not permitted to access the information. 
A security violation, in this case, recorded in the violations file. 
Figures 5.18, and 5.19 show two examples of invalid users for the use of 
the Menu and the Command enquiry systems respectively. 
-[10 YOU LIKE TO CHANGE THE ANSWEF\'S ONL ye> 
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---=---- ..:.....:.----~-, --
- _ _ _ __ _J 
-~ ... ---- ---1 
***** ENTER THE NEW ANSWEF\'S F'LEASE. 
____ ~~__________________ -=--_-, _-_-- _-"'0_-_-"--0-. __ -
ANY HO!\'E? 
----' .• -_.,' . ..::....-----
o,j - -' 
ENTER THE NEW ANsLJEI\"S F'LEASE:. ----
- -
-- ------. -
.. -' .. -
-_. - ..:.._---..... --
-... . -- -. ., ... - .- "--- .-, 
.- .. _----" - ---- -. -- . ------ _.'- -----
o,j 
- -'ENTER THE NEW ANSWEI\"S Ft.EASE.-- -:-':-c-_':--:::-.=c_==_-=-:c-
--.~- _. --_. - -- --- - -"- . ~- - - ".-- ---" _ ... _ .. -_ .. -'----- .. 
'_ ~~ANY MORE';' 
-'- -_."_. 
w _ -
- - ENTER THE NEW ANSWEI\"S F'LEASE:·- -: -- =: 
---,. - - ._-____ H •• _,. 
- ... ' _. 
-~.--.,--- .. __ .... _. __ ._._,- -
o,j 
?-·.:~~~TER. Tt-E .NEW .ANSWEF\'S f'LEASE. :=:~:~_~j.==_~~=-_.~~.-=~_-.:-.:.;~'~::~_=~:...:::. 
-----------------------
--_.-_ ... ,._". "--' ---. 
- "-- --.. _ .. --_._ .. _---. 
n 
YOO AA'€: WELCOME TO USE THE STOClCCONTROL'ENQUIRY SYSTEM 
-' ,. - . -_.'- ", ._,- . " --"' -_.- ,_. --_."" - ._---
-------------------------------------------------------
FIGURE 5.11: Changing the answers list 
~~ . ~.~ . 
--YOU ARE WELCOME TO USE -tHE STOO(tONtROCe:NOOIRY SYStEM-
- -~ .- ._----- .------- _ .. _.- --_.---' 
-----------------------------------------------------------
YOU HAVE GOT'TWO CHOICES TO USE YOUR-ENQUIRY 
==--"- "',.-- FTI£ 'MENU' WHICWrS tASY-iOLisE ~-="--="- - -- ______ , ___ • .:-c_-__ _ 
2-TI£ 'COMMAND' WHICH IS NEEJI tIOf\'£ EXPERIENCE TO USE. 
- - .------.. - ..... 
--------------------------------------------------
mDE 3 TO GET OUT OF THE SYSTEM. -- -
-. - - - ... _.- --_.-' ,-- .-.. _- ---------_._- _. --,-" ,,' 
-----------------------------------------------------------
- --,'lEASE ENTER CODE 1 FOR THE'MENU'-AN!) 1:0DE :1 FOR THE 'COMMAND' 
. -_.------- ---
--1 -- ._------------,----- . 
-- : ***************** - --- _ .. _,-' ._ ... _----_.- --------,--_. __ ._-~_.- -
FIGURE 5.12: Menu and Command enquiry system 
?toek control and lIQinlj?nance enauir~_ SysteM 
--- _. .- ----_ .. _-,.--_._-,,--- ----- - .. _, 
-----------------------------------------------------
this s..steM answer'lhefollowing l~es, of eflauir." •• 
- " 
l-wh ich iteMs" have re"chedTtieirM in i,;,utn leYel?--
Mow'Mlieh slock' isavailtli)le-oi' a !aiv<O'n ,,-art naMe? 
3-how Much slock'-is availableof'Ci9ivel1parl-nuMber ? 
_ 4-which aircl"l\ft hlwe peached thejrJ'eplaceMent ,age ? 
'5- a:which iteMs in a given alrc-rafthove reached 
- -_' c_c~, L he i I" replacem<O'nt' age-'-';--'0=- ''-'-.,--,,, - --
-.- "b-:are these it.eMs l,'v/lilabfe- j-,,-stock~-? 
6-whi ch cont rad S sPec i fy a given' Rl\rt -nUMber ? 
",- ' .. ::"'hich' OI"dersSI>I.'?cif~ a ;'iii~n--part-nUiritier: 7----
.''-'- -£-are t. here ClllY out. stand j n9 -.order for .1I-'I j ven part 
9-li st t hei ssue h i st or~ of " iicirt:=;:,u.;ber- frOM the 
'~ .. -:- -- -beg in i ng 'of a spec i He Yeor.unt ;1 th<O'''r'esenL 
--'-lO-lisl the dates at wh i ch-a -spec if ie -par;t-hcis - -
_ _ been filled in a given" aircraft..- --_ .. - ;~:~ ... -.--
----If .. which iteMS are below re-order lever?-----
".-----
_ .... - -.- _._,- --" 
FIGURE 5,13: Menu of the eqquiry system 
nUMber ? 
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stock conLrol cmd lIIC1intencmce enquiry SYsteM 
------------------------------------_._-----------
- .t.here ·"re LIoiO c~Clnds .-' __ ,., -.--- ---- ---- --- --- - ----
._. ... _" ____ .. - __ _ • .. __ ___ 0·_· __ ·" _= .. ::::_:':"::::::=:::::'_~: ____ ._~ __ ~ .. _:,,::,--
1- 'SIiveoll .:---::.---::= .. -.~-----.--
lh i S-C01IIMt1nd needs-lhe follow I ng--"tirctMe( ""s---- --. --- -- --
1: the W/)jed of the enQuirY: ---:-- --_. 
2: 10 opt ionalpClrClMerers--s-pecif';'iiig-c-ondlt-farls-t,:ci-be sal isfied. 
the OPt i onal paraftleL er,. are free forlllOLand no i se >rol'ds 
are ignored. 
----------------------------------------------------
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.. ...- --~-
='-"----- '--
-- _. -- -- - ~ 
~- ----------------
2- '9 i ve . __ , .... ____ .'. __ .. __ .,, __ 
--- -lh is-coMMand is used -ro 9 i ;JeuntstorTcru -riiforMaT!oi1 or --
=--c-:'- :--_===-=~od( ~ot= ~~w=_.'!-~_= __ cc_::::.:=_~_= _ __'_'__"'_ 
--------------------------------------------------
- -
-enter-a r-eQlJest;:-- ----- -- ------------.-------- -----
---------------------------------------
- --"" .. ---- ---
,-. --- --- -'" ----_. - ~- -. ---
sivall i~eMs which have been reac:hed lheir",inioouOl_ 
FIGURE 5.14: Command enquiry system 
~ - YOU ARE AUTHORIZED FOR- THE_FOLtowiNG_~ENOU~RIES_~ONL Y: 
. - .. _:: ..... _------------------ .... _---_ ..... _--------- ..... _------------
_0_---"--'1," 2, 6,· 7, ~8,'':-9'-10'~-:'-li~~--' -==--..:.:..:.=..::.-:--.~-. .: . .':::::--:::::.-::::...--..:...:: 
------~--------------------------------~~--------------en~er enquiry nUtltler •• 1 
. . .- -. . 
------------------~---~~------~~--;~-~--~~------------------
~: .. ~ ":j>art':'nUMber. -I>tlr~ -flaMe -==~~:::::;:-::::~LKmt. H;ij--~_:iII ~I'lH.IuM - -, ,- _. - . 
- ----- - 1030 -- ---- ---distr-rbutor-ada-plor 200 --:rio - -:'-C=.=-C_-_-='-_ -. 
.1033 -elll i nder-bl cick ':::~ C::-::7=c:m~~-=--_ ----1200 
----2038 Main-bearin9-shiii-----iooo--- -- --2000 
=- : -='.:--;2051 .-st.arler;~C\I"" .. :::··- -:_ ... :- -:.::~::~~~~,..::=.:=-.;_- .:.....-::·:-2100 
--- 4010 -- flleter i ng-needle- -- - ---306 -------400 - - --
~::.:-:- .. _. 7:4.<>99re.tainer_-:~'-~ ::~:=-.c.E::::3O()_ '·~_=;_.:.c_;3()_O_.: _____________ . 
------------------------------------------------------
tln~ MOre -enQuiries.(answe~ ~/n) ••• 
- .- .. - - _._----_ .... -. __ ._.- _.- - -- .'-~ 
************ -~-.-----:::.. .. 
FIGURE 5.15: Result from the Menu 
! 
. - -~-_.- - ... -
-.--.--
~ -_.-.... ~.-.--
..- .- _. -
---~------------------------------------------------
r,t); s comM':mrJ needs t he foIl ow; ng "aramet. el's 
·~·~~:~i-:---t-Ai:~-zSUbJicI==76f·t.he·enqulr.j.--------·- . _.-- .'-... 
2:-10 optional parameters s"eci+-y;ng ~ondit;ons to be satisfied. 
~,:::::;:ff\!;! i>Pt-tonci:f"DnrOMeti?I's nre f'reei'or.;at ciiid noise words 
---- "- .,._" -.. ' .. - -_ .. 
===~---.-------~~~ .. ~--------~-------------------------
___ --.:,-;. .. ---ij1ve =-,c _;-=-,--::-:::- _ ;;::.-=--:::----------'c--,~-=_ - -:::--:=~~_,~ -,-~:-:c ___ --;--,- --=-" 
'.-. -- ... 
thi<; cOMmond ;<; used to giue- a historical inforMat ion or 
=::.:...7:._-~~ "':':'==::=::-::st,OCR--~=t':tl..;s-';or at\':f ·-9i9~-il.-eM~:-- - .. - _. - -
** TOP SEC'RET ** 
***************** 
F'AGF: 1 
. -----------.... -~---------------------------------------------
_""rt. -nUMber ~--.; port -name 
10.:';0 distr-ibutor-odtlPtor 
MiniMUM 
210 
... -.. , .. - 10~~ 7-~--·c91 mder-bloc~ 
Quantity 
200 
::><>0-
2000 
2000-
- '-.cC:-f200 
?O~R main-bearing-she11 
._ -_- -_____ :::>O~1 -~·~-_·ii;tarLe..--bar 
4010 
41190 
Metering-needle 
<-ref.oTner 
:._:':'-('t';;~ 1'I'Inr'p. enaulf" Ie9. (answer Y/n) ••• 
n 
********** 
- . - ,- -
.. - - ' _0.'" 
300 
300 
2000 
2100 -
400 
300 
.-VOU ARE-ldELCOME TO USE THE STOCK CONTROL -ENQUIRY SYSTEM 
STOCK CONTROL ENQUIRY SYSTEM WELCOMES YOU 
~-.------- ... - .". ... :~.:-. _ .. 
----------------------------------------
YOII HAVE GOT TWO CHOICES TO IJSE YOUR ENQUIRY 
l-THE TlIENU'- WHICH IS EASY H) USE -- -- ------
_____ 2-THE 'COMMAND' WHICH IS NEED _MORE EXPERIENCE TO UCJ.. 
--_ ... -" _.' ----... - ., .. _- , •. _. - ". . 
- ------------------------------------------------
- - . .. -
-- - r.nr~ 3 TO GET OUT OF THE SYSTEM. 
-.-.. - -.,. - .-.. - -" - - -
..;,...--~~-------------------- -----
__ ~ ~~~I" __ I'NTER CODe: 1 JOO_ T_HE ' MErJU' -ANr~CODE 2 1"00 THE 'COMMANtI' 
.'----"- -,--=:..:....-_:3.~_-_ -~--.'- :-.::-:::'.- --.. --- .. 
***************** 
----- ":i-::=:-._ 0" ::-"':.-'. -::. .. -',:: --::-=::-.------.:: ,"-- - -
;own nF F~'Oi3RAM 
'FiGURE' 5.16: Result from the Command language interface 
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--
--------------------------------------------
-
------------------------------------------------------
1-wh icli i~e",s hgve reached ~heir· .. jn tlllUM Jev!?l ? 
2-how Much stock i"s'·Qvail*ablet:tfa9tvenpar1.na",-e·-?"·- ._--,_. 
3-how MUch ~ock is available of a "iven pr.II"t-nUll\ber' ? 
4-which aircraft huve reached Ui-eir-rei>lticefllent age? 
5- a:which iteMS ~n a gillen aircr:(lftc:h(lye~-f!.e(lcfled._ 
t.heir replacement. age'? -- ------"-'---.-
blare these i~eflls available iri-=,it.oc:l< ? -CC •. -_ 
6-wh ich conLrad s spec if,; a--9 j ven-p(lr"l;':nuMber ? ---.- - . 
7-which orders spec if,; Cl given part-n~b~ ? 
a-are t here an,; out sl and i n9 order' f61'""0.·"9 i-ven-pni'C nUMber ? 
9-1is~ ~he issue history of a Dar~-number from ~he 
beg i n i n9 of' a spec if i c ,;ear unt i 1 Uii;i present; 
10-list the dates at which a specific part has 
been fitted in ti-given ·airc-raf'L------·----------
ll-which i~e",s are below re-order level'., 
.. _--- '.--
------------------------------------------------------
YOU ARE AUTHORIZErI FOR THEFOLLOWI~G ENQUIRIES ONLY: --
6, 7, 9, 
-----------------------~---------------------------------
-------~--------------------------------------------
enLer part-no 
1037 
Thu Aug 23 16:20:33 1979 
** TOP SECRET ** PAGE: 1 
---*********~******* 
------------------------------------------------------------
order-nUMber 
100 
200 
supplier-no 
20 
20 
sUPPliel"~n(\flle 
air~Qce-comPQny 
,a i rSP(\ce-COMpan~ 
. ~elphone-no 
013457888 . 
013457888 
------------------------------------------------------
an~ .MOre enquiries. (answer.o,Il.n) ••.•. _~. :c-.~~'-_--'c.... 
_. . . _.'- --. ,.- - ----.--. 
n 
***********'* 
.. "--_-::_---_ •. -.--- - _ .. 
-._._'- ---- .-._. __ ._--
FIGURE 5.17 
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. you ARE AUTHORIZED FOR THE FOLLOWING ENQUIRIES ONLY: 
==-----"'-"'-=,--"'-''''-----------
3. 4. 5. 9. 10. 11. 
-:--_~---_--- _____ ..:: _________ ~ ____ ~~-~---::~-==-~=-'7-·- ~;---:::~  
.----_. 
enter enou;r~ nUMber •• B 
~---. -' ---:- ... - --- . .- ",._-
_,_cc.'l!**************************************************iI-- -co ' .. 
*SORRY YOU ARE NOT AUTHORIZED TO ACCESS THESE FILES.* 
_~.!t-~.K M M" ~.~*i(~ .M.**M~*·M*~~*~~**,,****-***u******· . 
::"'-~ ~~~ __ #Jt:iF~-=-~1fu1 r3eS: .. ni1i_~ . ~~7~) ~--~".~_ -~~-~~-;.~~=~~:=: ... - . -; :::~_ - :?:~-. ~--~~-:.~-- .'.- ~-~-,. ~ -- -·-7~:.- -:. 
n _ . __ , ___ . __ _ 
iiJi!~i@I~*~,,"~~.-:-..:~,.-== o~_,-:~-= .. -.::~~ ;~-=, .. ~-==:~:o_:.-_-::-: .:.:=----=c - -" ". 
FIGURE 5.18: Invalid user for the use of the Menu 
___________ .~ __ - • __ - • ___ • ______ •• __________ •• _ ••• __ 0 ____ - __ • ___ • 
_._--. __ .--,- ... _- --, - . 
---------_.-'---- -- ... - '- - --.--- - .. -.-, ..•.. 
------------ ._-- .. "-- --. - .. - - . -.. ,----_._--_.- -- .. - --- --.- --._--- . 
- - ..•. .- . -_.-._-._- :=:=""."'-=. -.. -
.. - -- - - _.--". 
--
-- . .:.~:..==:-:~-=.--'::::::::;"- . _. _.- -.-_. - ~-=--=---::.===--=:.:.-.: .. ::: ... : .... :::-. - _ .. _- .. 
-----------------------------------------------~-----
-----------_._--_ .. 
. ------- ... - ... -"' ..... _ ...... -
--_._--_.-._ .. -.... _-_._------_._-.. _- ._ ... - --_ .. -._ ....... -~.- ... _ ... _ .. _- ._. 
-~~:-:..-.:...:.~~~ .- .... -.: .. :"'.--.... --........ -~ ... ':'-~---....... :"=----.;.;-.'::""-;... .... ---
'; ...... . 
--._... -- -- _ ... 
.-._._--- --- _ ... _--- -- - - . 
=.:- ===-- : ::;-..=.::::=;::..: :-. =--:....-:::.:..::::::....-:-..::---:---=:-~: 
... _---_--..--. ---~------ .. -- --:-~-====-:.:.-.-~ -~ -_::.:.-=:-:-:= -=-:-
-- . 
. _-----_.-._._- --- - - .. -
-.- ***********~*****************~-**.***~-***~.*-*:**.:*******.-- -- ---" .-. ---_. _. _ .. 
--lOSOf;:RY YOU ARE NOT -AUTHORIZEIi-TO ACCESS-IHESE FILt:S;lr--- ----c-- -------.-
. -_ .. -**************************~*****~****************** 
------ - ----- ----- ..... ----..:...........--~-:....-.-- - -...:-~...:...:. 
-- --... __ . __ .-. _. _. 
------------------------------------------------------
___ - _ •• ___ o_o __ --'=_ 
FIGURE 5.19: Invalid user for the use of the Command 
, 
5.3 EXAMPLES OF THE USE OF TIlE SECURITY OFFICER INTERFACE 
Figure 5.20 shows the Menu displayed to the security officer 
once he has completed the authentication procedures. It illustrates the 
choices which are available for him. 
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Maintenance of the authorisation table is one of the security 
officer's functions. Figures 5.21,5.22 and 5.23 illustrate the process of 
insertion of a new record in the authorisation table. Figure 5.21 being a 
printout of the actual table. Figure 5.22 shows the command required for 
insertion and Figure 5.23 shows the revised table. 
The process of amendment of the existing record (as illustrated in 
Figure 5.23) is explained by Figures 5.24, and 5.25. The amended table 
is shown in Figure 5.26. 
Figure 5.27 illustrates the deletion of a record from the 
authorisation table, and Figure 5.28 shows the revised table. 
A second function performed by the security officer is changing 
the permitted periods of use of the system for the users at security level 
four. Figures 5.29 and 5.30 illustrate this. 
Figure 5;31 shows the checking of the violations file by the 
security officer. 
The checking of the total enquiries file and the 'statistical 
information at the end of the file are shown in Figures 5.32 and 5.33. 
The two alternative printout forms of the journal file, which 
keeps a record of the user access, are shown in Figures 5.34 and 5.35. 
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The model security system produces two formats of reports for 
the journal file, and the first one is shown in Figure 5.34. In this 
report only the question numbers and the user's answer numbers appear in 
the list. For each question in the dialogue between the user and the 
system, there is a number known by the security officer. The second report 
is the complete log of the user or the users. Normally the security officer 
has the first report but he can have the second one printed by answering 
the appropriate question which appears at the end of the first report as 
shown in Figure 5.35. 
The security officer can access some information in the data 
base but is subject to the normal authentication checks as shown in Figure 
5.36 and 5.37. 
The change of the conditions of the password of security level 
two is illustrated in Figure 5.38. 
Figure 5.39 shows the method of changing the passwords for 
security level one by the security officer. 
--------------- -- -
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---- .. --~.'- -----.-.- .. _-------- ---. 
- '.- -
"".7 YOU ARE: wELCOME TO USE THE STOCK CONT~'OL ENQUIRY SYSTEM 
!:-_:-:--:-"7 __ .:-....:.: .. ": . _____ ', "_"._-' - - --- -- - --. - .. ,- - ... . --._.'. - . - .. 
•• ,_._ ~ __._ ~.:.;~~_---~----'.: ;-:-: ~:.--;: 7 ~7.';;,: .. :, 
- - -.:: - .~ :':.:.: .::::.- . 
_£'!:~A%~"Ef!ER_ T~~. S?DE: ,~Q S~!lSF.Y yO~,,-~I';OI,lIRE~~!: 
-- -----------------------
. -- _. _.-"- - .. - . 
"'.. ::- - ! 
==-"':"':'---'-':~--:--:'''::'''::''':.--:'':'''::-~:''-=--:';' ---.: ----.--~-----:-::-:. ::'.---:"=.' ... -~-- -.-=-::" 
", .. 
==_: .:0.0-,. ·l!.CODE::I::FilIl-::HAnirAINING-THt·AUfu:JRizATj:ffirTABLE~·--- cc -- - ,----
* CODE::! FOR CHECKING THE VIOLATIONS FILE. 
=:-.::;::"'-::1~~Irifif··3:~£HEtKINGTHE 'flfuuI!O:"ItS-'FlLE;= :." --- -,-, ............. - - , . 
. *-CODE -4 FOR PRINTING THE AUTHOF.'IZAiION TABLE. . ' 
==:;-:.,=_=_,= _ :=. '=:c'='=~'STOR'1HEC:-sfoC:F; toNTRot~IRYCSYSfu;;-=-'-''''--cc:--=-=,--c c-,..: =.- .. ' 
-'-"-'--- li' CODE 6 TO INITIALISE THE VIOLATIONS FILE. 
~, -""--.~-73n' INlTIALISE:'THE ENGtiIRfts.fuE.~::;:~~~-'-· -
-----·-i-cijDE g-rC)'INITIALISE THE ONE-TIHE F'ASSWORtl -TABLE. 
=-.:'_ ,_:~~ :9~~-RitIlii.i SE 1ii£ '-':i6iJRNALfru:.:- =-"'="",=:, .C ·:-:-:C.'-_7.- -' "---, --
===c="c*""CODEIO FOO CHECKING THE, ,JOURNAL FILE. 
----3=ctmf~3£4D niANi3t'iHEmitsTloNs'-Df-stc':-Lfv'!\-:-::'.--:---u , -:.-: .. ~-:~.- --. --
"li CODE' 12- TO CREATEANDAMENtI THE F'ASSWO~:ltS OF ·SE:C-LEV_l. 
_-_. _. ___ :'ci-:f-BDE =U- TD' tHANGt '-THE ::aiHIifTIONScFBR -:-SE:i::~ 2; ~~~.: ~:':-C:-': -:"----;.'0 .-=.~.=:::- c_--
----;;,; COnf-14 TO CREATE OR AMEND THE TIHE TABLE FOR stC-LEV 4. 
'--~;;~::::::~4 .ait=:-:1s:ro CREATE' tHE 'PASSlJORItS'1=QR'cSE:CURiri·i£vti. 4:' 
===~* CODE 16 .:!,O G..F~LO\Jl OF THi;:.,.SYS!§:M. ______ . ________ ... ____ ,_._ .... _ 
"""":~-~~=----=-=.;..- -.~- :::-.... ~-.;.,-.;;:.--='"-;,;;-~-.;;.:-~.;.,--,..;-....;;..-.;.,.;;....;,.;;-----.----:---;;.-------~--- -". - --- - . ". 
FIGURE 5.20: Menu for the security officer 
;.-c· ... 't;:'[·.-·, 
~~::~.J~:~.'nZ'f 
... --- ---:;'~r~',~ :,,~c: ~} - ._- '--'-- _. 
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. .. _ tIlKt~~_i':~_ic'Z~-.~~\--··----·-'-:--
. I ,~ _______________ _______ _ 
~Ji.~ ~~-':'-""~f·~=:3l£C::;:U~·::.. - --'-~ltGOO'C .. "" _,~;:::c,-_::.r=-~rNT 
--- --_. ':'--~;';;~=:'-':':~: ::---_ ..=.:~---:.:.~~:...::.-.:- ------::.::..:~~-~:.:..:.:..:=.:.:..:..:...::--- ... '''''; ...:---
------------~--~--------------------------------------------------------------
FIGURE 5.21: Authorisation table ~efore the insertion 
-----.~------------------------~---------------------------------------
1 
--------. 
-. ---
------------------
=.:-~:::fuDE -~:_EDR nfSE~figN - :~;_~~~-.--_-=,;_~~-=_=_=_=_'- ------
-toroe: 2 FoR M:LETION---' . .... .-
=:--£atiE -'3 jiJIfiii'iENDHENT .. ,~::--=- -".-- -"~~:';:=:::- ---===-= ::=-=: - .. 
--CoDE .:!'"OR THE END OF F'ROGRAI'I 
--~- .... - -.. - _... ------------
_ -=auER'1'fE .£OOE-'-p[£ASE'- _." -- ---
1 
. ~,:::. --:.-~"':.:: - -
--_.-. -"-- --~.--.- _ .. ~- - ---
=: 0:.;'=--*-*'" - -- - ... -._ ..• " -- .-. 
::"_~Te:R 'n.£·~"f'LtASE-
REMEMBER TO WRITE THE SlJRNAME FIRST, THEN THE INITIALS 
----------_ ... _-_. --- --.~.--- ._. 
:::.,..-:... .. ~ __ ... __....._-_ .......... .;..o;;;.,.: .... ------..... ------.... o=--...--------.-----... -------
muslihok 
---.. -
-- ._, -:-"':,:1-. ~ __ • 
ENTEI': DATA NOLI 
----------
1 2 1 0 1 000 1 1 100 4 
.---- -- .-=-=-.:-,---:7" _=-:-::=:.-::::.:.~. 
--.--.. -_.,---
--,.-. ~. .. 
------------------------
=-- ~ ::- ----"":: =-":':=.. 
-.- ~ .. ---
FIGURE 5.22: Inserting a new entry in the authorisation table 
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-----------------------------------------
.. -_. 
-~--.- - --""'-- ... -._.- '-"'._.-
_-_-=:::-" :.~._.-= _;; _-=-.-: - :-:-:=~:-.;: -':_.__ __ 0"_- _ -=.__ _ _ -:':-_:~_ .. ___ .,. " ___ .. _ _ . _" _" __ _ 
_ ._----_.-- - ----- -' -. - . 
t. 'I 
, AUTHORIZATION TABLE -'. 
-------,--,--,"---- - ---- . -_ .. --------- .. "----::::.--~-:-:-_:::.._:ot .. ~ .. -.~ :-:--~:::: ". -:;;;:..:.-..;,--~.:..;;...-.. .:..---------...; 
---'(EY .r. i . USER NAME ItEP-CODE SEC-LEV . - CATEGORY I' POINTEI 
- ------
o . bed i s 3 3 1_ 1 1 1 1 1 ,0 1 1 1 1 3 
::- -~"'.1.:=-:"=~,Jan-I;-_llf-:- - - . ---. 2 -~--=-"~~-'~;1- --0-:0 0 0 -'(i---'O.I) () 1. 1 0 4 
2 .. oc::h i n c:: r 4 :3. 1 1 0 0 0 1 1 1 1 1 1 2 
,,- -=-. ::4-"~ ._.I,~:t> fiiico-ff:ijd-C --'--=c=c:"c::"~--,--,=:=-3': --=-.::::- , :-- S :-~-:'.1 ~i-t'""O~- OC'O~:=-O 1 0 0 - t -
~; d •• , fowz id.. 1 . 2 I) 0 1 1 1 0 0 0 1 1 1. 2 
0-- -~~::'3;,ilt__M;~-OCO;':-_ _--:-::-:=3 -:-'?"-"-:---,-,:f-~---l)"_O-<) <fo·-"r-'f-l 0-0 1 2 
---8' '.bond J s .'- !S - 1 0,0 0 I) 0 0 1. 1 1. 0 0 t 
: __ :;-;-'"'E';;-=-:=~1 TIi::Q::\{----=-----:-----,--';---'.-r ---:':::.=::--: :--:---,-~ -:7-:--F:O--105'-il}h:f-~t· t () 0 <\ 
.- - 13 ,iYeWnlon i 0 10 6 1 1 1 0 000· () 0 I) 0 '1 
_ ~t\~"':c-,t\a$SOAC";:"i\ _--~,---= " --';'.:3--";-':=:---:':-4 ~·-=-CC=O'~O.1) l)::t--t----o 1 0 0 1. 
19 isso r - i -. 1 1 0 0 0 1 1 0 I), 0 0 1. 0 ::I 
---:'-20:,::!~if'-h-.. 2 ---.-,- :-:'c- '1."0 0-"1 t----o--ooO () <) 11 
24 joc::kson 0' h 4 2 10 0 0 0 l. 10 1 0 0 ::I 
O=:-::'::~-'-- --Jm::'klT"-'llics 4 _n_ 4 1::-0 0 0 f:j-·--l)c't=O 1 00 :3 
27 'liok i f 0' 2 :3 11 1 1 1 0 0 1 1 1 1 1 
=:'::~=::29 "'.:.iiltlnsoa -~r.:c -, -- 4 - 4_ ,:-l"l'-1:'nr:-o.--t:-.1. 1 1. t 2 
29 . h i nde c j 4 2 1. 1 <) 0 0 1 0 0 1 0 0 4 
=-::-:-::~.::-':~-"tirackbUr-nc-l :et 5 --"" - - 5 -'--1=--0 -t <) O.:~,:·-O--O 1 0 () 2 
31 sol i h 0 h 11\ 6 7 1.1 1 1 1 1.1 1 1 1 1 1 
•• - .. -0 - • _. _ 
o 
---0 
30 
::() - -
29 
"31 
o 
'--0. .-
o 
7i) - -
o 
--:() , 
o 
--I) -- -
o 
,i) • 
·0 
,"0 
o 
. --~-~~~~~--~~~~----------------~--------------~~-----~~--~~---------------~-
. , 
FIGURE 5.23: Authorisation table after the insertion 
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ENTER THE CQNVENIENTCODE 
CODE 1 Fm INSERTION 
CODE 2 Fm DELETION 
.c:·-.:oroE 3 Fm AMENDl£NT------.=====-'--=-- --- .--- -------.-.. - -. - - - - -.---- -._---,. 
- --COrE: 4 Fm THE EN!) CF PROGRAM ---- ----:--:.:--::--=-= ... _ 
_ • ___ , ___ • _______ • - ,_ - ____ • ________ •• __ .0 ____ - __ • ____ _ 
-----------------
- ... - - _.-
. -_. _ .. 
-- ENTER THE COrE: PLEASE "- .;~,:",,'-- ~-~~.--.:....-=:::::...:::...:.. -=-_ .. -
- 3 
- . 
~ .-- --,.---- .' .. -
******** 
-- -' - -- - ... - --, ---- . 
"ENTER THE NAME PLEASE'--' ------ . '--
REI'EMBER TO WRITE THE SURNAME FIRST , THEN THE INITIALS 
..• - - - -.. ,. - . - . - . 
------------------------------------------------------
lIIusli h 0 k ... . .. 
DO YOO LIKE TOAtEND THESEdiRfi"~SlJlniEtuRITY_CEvE:i..?·-
(ANSWER ~s/m no PLEASE). =-.-.: .-:. . 
-. -- .. -... - .. 
.. ,. .-- -- . - ". ------- ... 
- ..... ---.---- -_. -------
******* 
, . ENTER NEW SECURITYTEVEL fLE~iSE :-~c::c-~~==:::--':::~-=~~ - .- .. 
'-"---.' -- . -5 -~_. . . 
- -
- - --- -.. ". '-- ,. ----- -_ .• _- ..... - . __ .. -
. 4- .' .--- - .~- .... ---=-=--::.:..-=-....:::.::---:::...::::=:'.~ 
DO YOU LIKE TO Al£NII THCtATEGOOy'6F AuTHOr.:IzATION? 
~ANSWER ~s/OR no F"LEASE) ~-. --------_ ..... - ,- .. 
------------------------------------------------
=.-===========~~. ____ - __ . ,_._ .. co ... _ ... .:: 
****** . ___ .. ,~ .. __ .. . ____ ~ __ .. 0 0_. _ ,__ .00_. 
- 0' _ '0' __ ._ 
. _ .. -_ .. --_. --_ .. -.- _. ~ - -.- . - ----
FIGURE 5.24: Amending security levels 
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'\'! '";;,,,_{!" :- ~T •• :.1;/ "tI.5,·, ;' 1..1:: ;·· .... l. __ ., ".,: ~~ 
~~~~~!lm~:s "~RA/'I,1Ititf.ItJS~'tINE~"E..ooI(~ZArli'Jif:5JL~.-",-cc-~.:.c"~-~-:a= __ ~ 
== -.=~~-~.;......~:-...;~:--:..:.:..=-:.--~~::::.:.::::.=~..=~~~.~~-:.....:.~.;.. - --''', ,: 
- ._. -
-------
FIGURE 5.25: Amendment of the authority categories 
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--_.- - -~--.------ .. 
.. -- -- - ----- .. -- ._----,---- -
Thu Au9 23 16:46:49 1979 
--,------" 
- - -- _. .~.--.". - --
- - -
KEY 
---- _. _ .... - - ~-- .. 
.- .- -, ---:.:-. -.~.=...::::-::.:.::-::--:::---=::.-:--=..::.:...--:::.::- --=:: -=::::. :::.: 
--- ~:::.--:-- -~.- --- ------~~~-.-=-
- -.. __ .. ----
-- ---.. '- -::. 
.. -_. --_. - .... 
-- .. ----_. ---- - .. -
- _ ... -- --_ .. , -_ . 
.. __ .. - ~ -.----, --, 
.- -"-
._- ._- _. ---- _ ... 
---'- - ._-. -- _. _. . .. 
_._---_. ------ ... -. ,-' - .• -- -- .--_ ... ---_._--~-- .. --'-" -AUTHORizATIONTABLE 
---------------------~ -_. - ~ 
DEf'-CO[lE -SEC=LEV----- -cATEGORY T F1)INTER USER NAME 
---------------- ------- ---------- ---------------------
- ----.... -
o bedi 5 - ---- 3-------3-----Cf1 1 1 101 1f 13 0 
1 sajcm 5 M 2 _ _ __ _ _1 9 0 0 0 0 0 0 -0 1 1 0 4 0 
-- 2 -o.achin (;-1" --------'4------~TTO 00-1 -1 l1--I1--::? 30 
4 , kalhim ha _, _____ :"3_, __ :.:..:.. __ ...:::op-:--_LLl 0,9_,0_,0 0 1 00 ___ .1 0 
---- 6 ----.rawzi d' M -'---'--, ~ 2 0 0 1 'll--'er o---O-r'l' 1-2-'---29 
, =c~].c-."".ui .. h ___ .c.::-:~,=':'- '~="-'-"'c"--u--- -- =t:":--~i)'~,,o~cO-,Ol,,-1-:1,O::O -t -..!2:,::.,c31 ,~-
-e ----bond J s--- -- -----S- 1 0 0-0-6--0-0- Cf-i 0 () 1 --0' :---
12 -- IlUSlih 0 k'-'--= -,:----=~ ":ro-==-",-::-===s -=--=-0 1 -11 1 11.1 1 1 1-.4 '0 cc' 
'-'13--:-newtnan i-a----'----1.~- ,- 6 1 1-1--0-(foO--OO-O O-r- -0---
- 15 -- -cc-'lla5san 5 -a---'--:'-~ 3--::C:::=-:,C'~~--:O-0 0 0.00 1 1 0 1 0 0 1 ' 0 
-'--19---'1'550 I'T- - 1- - - -, 1-- 0 0"oT-10-(;-(fO i 0-3 -'0----
.... - 2OWousif h.. --2 '-~:~;-_--;'2~,_::'--=10 01 1 000001 10 
24 jack50n a h 4 - --- ---2----- 10 0- 0-0- 1 1 0 10 0 --3 0 
25 Jacklind5 4,4 100000101903 0_ 
-- - 27' zaki fa' ---- "-"-"-':2 --'---~- 1 1TT'1 0-0 11 l--r- r----o----
28 evan5 d J 4" 4 ',__ _ _ 11 _ 1 1 0 0 1 1 1 1 1 _ 2 0 
29 h inde c J --- - 4-----~- "-1'-1-0"0 0-1 0'0 1 0 0 --4 0 
,-'--30, :-blackburn I-d _: , __ 'CC. __ ~_-"c.:==-.o:=-=S_",~':-~cl-0 0 1.00 104' 2--=0---
31 --Sal ih a ti M- ' .o.:c '=:=6""'=-==,' =1=1-'t"l-1-t"{'1-{'-(i=:r=-=o"':-
-- _. - - .. - ._. -.--.----- .. - .' 
------------------------------------------------------------------------------
- _ ..... _-- _. - - ------.-.. --.---- - . - - .•. - _. 
FIGURE 5.26: The authorisation table after the amendment 
" ........ --" 
--ENTER -THE CONVENIENT CODE 
_ . _;.;;.;.---.:..--~ r:.z::-.:.::::,:_;.:~:,-",;:" . . .. -- ------- --_ ... _. , -.- -_. 
-.- .,---_.-.. --" 
ENTER" THE CODE 'PLEASE 
-~li-"_:~::_~~~~~:;;':-~~ - -, -- -.. --.. _'. --.. ----~-.---- ._-_._---"" 
-- . . .'.' -
--********"" " 
- -_.-
~:- ::-:-=: .-' .~~ •. :~:-~--::;-
-'-"tNTER<IHE NAtIE PLEASE 
::;::= ~:=-='0-~t1E~BE~"'fO WRITE THE SURNAME FIRST. THEN 'THE INITIALS 
.:... ... ::::-~;...-----..:.~--------------------...:..:..---------~"":'--------~: 
""_ =,"'lIIlc-u"<;;l:mso~-l< C"=o:'L : ,'=-;,":","" '=:' --', 
--THe: FOCtOWING NAME IS OCLETED 
~~~~~~-~ $:;':;~-":"-~';"'=';:~-~"'''':.. 
----....,sli h 0 k .: (',,"t ':;,- ,:;,.:,:,"'" 
--- -: :-;' - ::t .::::::c: . 
-- :;': '"Ii'e:, 
-'- -'--' ,'~ ',. ~ i! 
--- -.. 
--:"':.::": 
,.--" ,-
;", 
- ' .• 
-~:'I'Ht :-cot-NENIENJ, CODe: -,-::-_""-:-::::_::::::,~~- ,; ,-;;---~, ---
-'--"'---=:.;.z.~~-..:.:: ..... .:.,;:;..;;:;.-:---- . ,. - ... ·-----;'T--··-··- - .-.. '-~.-
==~~~ 'INSE:RnON" 
-" CODE-l2TdR DELETION 
. __ -:_.":~ttE4'":'tfR AMENtlt'EtJr - - _.- --- --- - '~'-:'~" ...... _- .. --- -.- -r== ----
CODE-'4 'roo THE END OF PROGRAM 
==-=,-"-:-. :-~-:.-.. -"-",,,,---.~:.:.:..~::.::...--=------- -'-:'.~~:=------~-'--~:-
-" 
" ... --- -------~. 
- - _. --
FIGURE 5.27: Deletion of an entry 
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". 
".'. 
-----~ 
• FIGURE 5.28: Authorisation table after deletion 
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I 
I 
.. ---._--
-:-r-., -, -.. -".-... 
- -----______ 0. ____ ---
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. ::01._ ~ ... __ - . 1-:;;:=: ~-,-,~-."'=,,,=,-- ----. ".::: ::=-~ ___ ~ -":.:-~:."?~~-=::=-=::.~'~~-': ;;: :,:;:_-~~,~_._:_:::,,=: _-====~_ .... ~ = 
DO yOU UKE c'tO Al£NDTHE NOT -ALLOWEIiTIHE FOR- USING-THE: SYSTEM? 
t~_1i!rii'£lk1'lc1'UASE)'-;- = 
--------------------------------_.------------------------------
.' 
, .'1. 
=====-:t!!!~:-:-____ . __ .:--::::::::t.!!,:i'-1 .-__ 7.:_ :.::. ~ ____ o::,_::::_==_=, =::==-==_"Ex,'.,. ---.:- _. ---_:-.. 
. -- .~-
.. 
--ENTER -THE -NEW TIMEFtEASE~' 
_______ if.¥:~~_==.:!'*:_.~~~~~,;...:_~~;c.c:: .. :_o-o::_=_o'cc=_=.===,'=;::==.:::::=.=.==_=.::.=,,=.=.;:.==,;,c_,===:-:'_~~--=",,:---_:~~:~-~:~-"' 
----10-~·-~:-:;:·~ ---+ .. --. ~.-\: ----.•. --.----- ~'\ 
~~~~---:.---~:;~~. ~p~.~ ~ ~-::~ .. --:--=:.'- ::--.=.:..= -:= ~--~--,:::-- =~ :-.:::- . .; :" --_. - --- ~-
---AIN MORE AMENDMENT?' ' -"'n' ", ~ ,-.:" i 
,::,." 
.. -- ,-'-. --- --- -'--:0-:7 -- .• 1--
, " 
FIGURE 5.29: Menu of changing the permitted periods 
" 
'!It""""",,,'k ..... 
c.:: to ~'I"tjj:t1.'I';E:::$j"Ai£N!:i THE -PERMITEin'lME iOR -UsING 'f'~E SVSYEf.i?-
__ '____ _·~ANSlJER "'Po:}/!J!,:_ ne ;:'LEASE) ..• __ ___ '.'- ,_,. __ _ 
_ ...... _~ ________ ~,. _ .4_.". '. ______ 4~"" . ___ ,_~_. __ . 
.• :~ .... -...-...~-~..,-........ ..,...,------------......,. ..... ..,..-----------.... --.. --............. ---.-'~'-
_ ':J._ .. ~~';~ 
_;~II"-*** c • .=:::...""":i'. -.---.- - --
;:-:~:~·:...:::::3!liBE ~l~::ff.f-·AMENi:'- "'1-~ Tl~ S ... -- - ~. 
,--- - :'corlE 2 TO' AMENIl T2. T2: 9 
:~::::~_ "'~ -3=-Tcr'-AME:N!VT3.' T.3: -It-''''''; 
r -~- -.-"'- - -. 
I __ ~.9,oe: ~:i9_~Nrr T:4, T4: 12 ___ , _____ . 
=.: ';.::'~m;: S=TO"AMEN!i'·T5. T5: 12· .. · " 
- 'CODE 6'TOAMENtl T6. T,£'" 13 ~=·-=.-=·-=-:-:-=<.==ti[e;-77to ::AHENtl T7~; 1'7';'--£4 H,",,~.":,,-===--=,o. 
CODE 8' TO AMEN!! T8. T8: 1,£ 
c·;::;--~!ilibE 'Ft6'GETBlJT OF'THE PROGRAM; 
:.,:-; 
. '.' 
---------------------------------------------------
-----------~-~----~-----------------------------
******* TE:R='ffl€'lID;f'-:>f!flE'fiie:ASt: --
.- -=---:..-..:...:..:.=;!..-_.s_'".::_~i.:._:: ____ _ 
", 
;-'';: .: --:'.J . 
t:;. .• 
.,.' ,. 'I 
.- ... -~ 
',' 
; ,r 
·-.1l--:-:: ~-:_:::: ~::.;-::-. -;'. -- ~- .~-- ----.-~--__ >: 
****** 
',,', ;:,~. . .; , 
~cfliJkE' ''AfiootMErIT''; ------" :-=-~ :-; ~:'~':~7--:---:"-:;: :l~- ;;:=-;'.--=-:-
------~------------:.:--~.---:::-' 
_.01 '_.' 
.';~ :~'. 
THISF'ROGRAM'i:S TO AMEND E:~CH F'ERIOD OF TIME ONLY,; 
----_.'-- .~.-.--- .. ~ ---- -- .~-- -- - ._--" .. _ .. -.. -
.,,- ----.....,. -..,., -----------.:.=-..:.;~--------.;.::..:..: 
"-CODE 1 TO AMENII Tt. Tt = 8 
___ 'c- =El311E o::::.t(r'AMEHD T2 :-==ti;;-9 
- .. 'eDIiE 3 TO AMEN[I T3. T3: 11 
"0-=== c-=EfuiE4!=ftF~' 1'4.1' 4';' -li-'?;""'~- ,-:-:~c''''-;C -'-, .: 
-,., .. -tODE 5 TO AMEND' T5. TS= 12 
T6= 13 --=::'-:::-:c·'~mDE: .6"iU~APENb"T6. 
-- -"~COrE: 7 TO AMENn T7. T7= 14 
-- -'-' ~- .---- _. ~'-' .- _. :...:-;: 
,=-,,~:_;t9fiE e"'Fe'AMEMl" "'8. T8= 17 -- .... 
.- ',tOtIE 9"TO GET':OUT OF THE F'ROGRAM. 
ENTER - tHE CONvENIENT CODE PLEASE.' 
1==-'-:.,.,.-''-----'''''''--'-'-,-"': .:ES-________ ..:~""' __ ...;c.;:'-"'''''' -..,.' .:...---
._-- -. "':~--::. - ...... ~ ~!".; ~>-
FIGURE 5.30: The Menu for changing the time for security level four 
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,.; 
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--.--... ---- - ~ _._-
:::::':::--.':::::: ... ::-" .';-:'==::-: :--=::." : ...... :::::.".:':":' 
----_ ..... 
, . 
.' 
---::-::'~::-::-----.:-:-----:---=":'~.------~------ ---~~-
::.-'~;-" ,---: 
-------------------------------
USER,NAME DEF' QUERY TIME DATE . DAY y'EAR 
._--_._--_.- ...... _----------, _. 
------ ------ -- ---
SQjan Sill'" 2 0 t 1:57:39 Tue Ju1 24 1979 
__ ~~,Ofl~i~~orr:~ ~iCAtt9N f':R"ftBRE:::OJRR(*-~:~_:;~-z-::.:. .. "":_ ... _ --;:::,~' _~ :'=-==:"-:'-. ----
-.. --- .. -- .. - .. _- . ... 
__ ~k\n-:s ~M .=--._----.~:.~ .. ::;:.-2"'-----.. --:::. ·::1~7-""""7~-7--1.2fQo:_40::=~TGe:;JU1-:=· ;-=.::4--ff7-97:·;7· -", 
.... iolCl~ ions ~eC\son: NOT AUTHORIZED FOR THIS nIOUIPY. 
--------..,-_.- .. _---"- --"'_. _._--.- ... -----_._-,-. -.-- ----- ... ---
=-____ ::;O;;~O;;::""""-~""~-"'''''--.~:_-_-----"'"'-''''-------';';''''''''':'--''''''~''''--'''"':P.-.---",,'''F.z.+'i''-'''''''- :; 
-i'awzidlll 1 8 1~:06:52 Tu(? Jul 24 1979 
-c~!lll iif;'Ttii:is l'1l!'gsoo-:'~T AUTHORIZED 'OR· TiUS ·EN!.iUTF;T ..... :~.-c. __ 
, 
------------------------------------------------------------
-- -c~beai, 5=:::="-:::= "'~"3 ':C..:.::(F".'o·" 12:08:05 Tue··.,P.Jl "''24 ·19'79 
violC\~ ions I'enson: *** AUTHENTICATION FAILUF:E ***". 
==:::: . .:::.:..,..,-- ..... ---_ .... _--.------------------------------------------------
.... I .. 
~ ... _. _ . 
\ ,., 
... , .... :c 
.'.' '.: j." .- ' . 
. _.,. .. _ .•.. 
'--~.-.'-.- . . _ .... 
\., -------------------------------
'.':"'-'.'--:' --... 
..: '-:; :. ':, ... 
--u S ~:L'~~ ·A":'ME_. [lE£ .. __ ~U.f.:RY_ DME ___ De TL_DAY._YEAFo __ .. __ . 
===:_-_-. .:;..==~_:__-- . _-_ -_-~=_.;,--- . _. - - - - ---__ .:.:..:..::-= __ ;::.-_-__ ,;..:.. __ ~:7':--.;.;. ::._:.:.;:.:+_:' . _.::-
---.-.----- . 
bedi S 3 0 12=08:46 Tue Jul 24 1979 
.~"'3 oi&Toiii'f:1?a!;;6ni ·***-';'lrrHENTlOOToN-i=An.URt·**li.f. - - .. --. - - ·"_l·. __ -' . 
--------~--------------------------------------------------5cil~ :to~c- -~-,c 0. ··-{)"·=='13iE:;': 06~:-:-+ue' JUl"_--Z4' """r979"-c 
.. v i ol.~~_,~g:.2_-'2~~0'1: .*o!*' !,lJ:r.'"fENT!CA!!.ON~~.ILUF:E _ ~*.~*., __ . __ ._._ ... 
~~~--~-~----~---------------------------------------------
newrnan' (CCl .. 10 0 13:09:16 J\;e Jul' 242~~ __ 
-,,101citf~~;:-e-;~':--***-Ai.iTHEj:ffit'nml1''AiC6RE ';**~*.- . 
=-=. =_._=~=-O'i=J:;;;;;:~-:~;~~=~:-:l~-~~~f~~-;~~;;ifii~-::~~-~i~::~;i-~i~;~-:::o .. 
__ v.!QLgJJ9IiS. ".~!;on: .. ***.AUTHEN.JI.C€,TION .£.AIl~!JF:E **"~~ __ . 
-- -------- . ----- .~ . . - -
~~~--~--~~------¥----------------------------------------------- . _. 
".,,:. 
'. 
_. • - .- "'! 
:::t ... : _ ..... __ . -.-.---'--.::- ----=-.=-=.-~~ 
FIGURE 5,31: Security violation file 
-. ----
----- -._-----
_'":C:'_:::!:" 
~ ~ 
---~--
---- .. -
.f'awzid' ;., -'/' .. '. 
1 
1 
PAGE: 1 
--.- ----
------------
3 
--~--- ._-----
-- - , .. ~. 
,,~ 
-------- .-------. 
--- ~- --- -=--- ---~ ----- -. -
12~: 03:<jJ _~_.!lJe_.Jul .'.' 24 
. 
. .... 
-_--:. 
1979 
Tue Jul 24 19'79 
-~---,.--~-",---' --._,_ ........ _----- -- .. --- --
--- -. - -.--~...:._- :::-:-:--~J =:: -~~.r:-::: 
ftIOchi,,· c· ... 4 1 t;'7~' 
=::-:=::=:. ,-_-:-"::: :.:-~ : ... 7r::;:.-;;".,-" 
=.--.:: •. ---.. _.- .. -.,.._ ••. 
---- -- .- '::'--.;--
~StLi-,& C-"=...", =-_4c",=:1=-c-=.~lP:·n ~T\Le __ "IyL~ 24.. _~.J 'i'?? 
==---=-::-':'-:-: .-::-- - .. : -' . '. -,. 
------ -. 
4 1 TU!? Jul 24 197,' 
--~---~- --- _ . 
.. " . 
),~ ~" , ,,' 
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==-'-=--=~.=,,=.~=.=~=~,"'--:-..=.-=- -: .... ~'-.:'" .' ~------- .--- ' .. -_ .. _- '---' .- ----------
_~ T~~,~L?~ 
===-: :::~ .. -.:.....-.::....-:'..:-' ... ': 
--.----
::- r " ~ .,' -
===-=. ~ - ~. ~.': =-":-=-':-:.-' 
~, 
.. -:.:~-;. ----~:...~ .. '------
__ 'h __ _ 
-... U 's t'R'" N A M E 
~------­
---- - _. ------ _. 
1979 
QUERY TIME 
FIGURE 5.32: Total enquiries file 
:... ~::'~ -.::::--_-•• - ~? :-::-: 7~·:::-:-:::-_7:': 
2 
DATE': DAY YEAR 
-------- ----_.-. -----------------_. - ._-. 
- -
- ---~::-::::..:...-:- -:.=:.- --..:.------::-~-.-.--.-. --- :"':':.-
o'£Rr.fi;!IAGE OF''EALH DEPARTMENTS TOTAlENOUiRIES:- --
-----~-------~---------------------~----~-~----
___ :=:I~BNS 1)£FT/· TOTAL ENQUIRY 2 oncTHE PERCENT. 2S 
--- 2-ENGINEER DEPT. TOTAL ENGUI~:Y 1 and <HE f'ERC"E:'!T 14 
_==3=-S1JI:1>L.-Y:'-DEf't,;':: -TOTAL'ENGUIRY o arid- THE-f'ERCENT'-'O-~:- ---
---,j-='CONTROL DEf'T. TOTAL ENQUIRY 3 Md THE PERCENT 4-' 
--_~T£R DEf'T;;- TOTAL ENQUI~:Y 1 ~nd -THE ;:-e:RCENT i .. 
----6-CHEIF COMMANt,ER TOTAL ENGUIF-Y t) o.r.d THE PERCENT !) 
=::"' __ .... "SEGI3f<!'fY -Wf"I:CER TOT ENQUIRY /:) and THE. f'EFttNT 0 
.. .-, . , 
----~~----------------------------~-----------~---------~~--------
- -_. - -- -_. - ---_._- .-------- - -. -
-- -
.'; 
:::=*4OTALCl:il-'-l.:ml5lF.'y::r:-rs: -3",,-_ --~------ .. -""----:~----- ----
" TOTACOF ENQUIRY 2 IS: 0 " -
==-=-"':::::_=~=:T=OTAt:'13F _ EMIDiFii'Tfsi-T*-----:--:-:---..,,.....,~--------- - -- -.--- - --
;-- - it- TOTlICOFfNG!JIRY_ 4._15: 0 " 
,---j(:,f-GtAt:-Ijf E~iJtRY'-_~lS: I) - " 
__ *_.IQ1~.:CE..EN91JJBY __ 6 1.:1'- __ 1. .. 
=-_-w~-'i'bm:-.:oF miijlRY 7 -IS:') -,,:<' -- ---- "==-=c::--- --- - --------
__ It.IDi:ALOf -1:NQUlfi:.Y_ fUS: __ 0_ ,, _______________________ . ___ . 
::.--=iII-'.1UfAb~.!iJOOlRy:9::-1S:_1 ,,;~._ -:- .-:-::.-c. __ ~_ 
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: ' 
:=:=:Jg~"g:-:i~~~~~ ii=t~·t::;-~ _-:c__ _- - - .-o-=:c- -- . -. ---:::-:.-_ .. -.- -.,~ - _. .-
, ---------~--------------------- .. ==-=lL'fof~~~utifl:t{ ;;~c,,:.o.-"'=~~_~~_-.~B- ___ -c-=-=- ------::- ----, -- -- -:-:-
----~~~~--~-~----------------====='= - --_-c_-----_---:::=.-_-__ ..:-_-_ c== 
_-___ -_ . .:-!.. .:..C" _~ _ .".-.- -
FIGURE 5.33: Statistical information at the end of the total enquiries file 
1I1 
J>1~!)'=:~----==­
--tlZ------- _.::::It::.---------
. FIGURE 5.34: Journal file printed in symbols only 
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-----------:==== 
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ANS: 9 
FIGURE 5.35: Journal file printed in detail 
---------------------------------
• cor~ 1 FOR MAINTAINING THE AUTHORIZATION TABlE. 
• CODE 2 FOR CHECKING THEVIcx..ATIONS FILE. 
~_* CODE 3 FOR CHECKING _THE ENQUIRIES 'FILE. 
-it COI~4'l'"OR 'PRINTING IRE-A~I2AfION-TABl_r.--- -- .' 
• COI€ 5 FOR THE STOCK OONT~tL ENQUIRY SYSTEM. 
• CODE 6 TO INITIALISE tHE VIOlATIoiiIS FILE. 
· -c* COI~ 7TOINITIALlSE~HE£NO\)Ir.;IES nLE •. 
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* 'CODE -8 TO -INITIALISE tt-E--ONE:-tTht-pASSWoRtr -tABLE." --.,._---
5 
· '*COIIE,9 TO INITIALISE THE~'NALnLE. -
* CODE 10 FOR CHECKING THE JO\.JF\'NACl-J:LE~ ------
* 1::ODE 11 TO CHANGE THE QUESTIONSOf' .SEC-LEV 5. 
* CODE 12 TO· CREATE AND AMEND ·tlit . PASSWORDS OF SEC-t.EV 1. 
- tI CODE 13 TO CHANGE THE CONDITIONS';OO SEC-LEV 2. 
* CODE 14 TO ~'EATE OR AMEND THE TIME TABLE FOO SEC-LEV 4. 
* OlDE 15 TO CREATE THE F'ASSWORlISF:OO SECURITY LEYEL 4. 
* COI€ 16 TO GET OUT OF THE -gySTEl1:---"-' 
.-----.. ---------------------~-~~~-~~~~~~~~-------.-~--.--.------ --- . 
... - .. _-- - _ ... - -.----. -----.-- ... 
· .' '-SrOCKCONTROL 'ENQUIRY SYSTEH loIEL-coHESYOU . 
- --
.- .-.-..•. --.-
,_ •• ,,0 _________ • ___ • __ ~ __ •• .__ _. ___ ._, ___ •• 
-----------------------~---------------------------
YOU HAVE GOT TWO CHOICES TO USE YOI..IR tNQUIRY 
l-n·tE 'MENU' OIHICHIS £ASy·TO-USE---- . --.--
2-THE 'COHHAND' WHICH IS NEED H{)I;'E EXF'ERIENCE TO USE. 
CODE 3 TQ GET OUT OF THE SYSTEH. 
---_. -- - .,_ .. _------_._-- .. _- .. "- .. _--- - -,--
------------------------------------------------
. - F1..EASE ENTER COIlE 1 FOR THE ·HENU':-~I1COIlE2.fOR THE 'cpMHANII' 
- .. 1 -. -.-.---------.-----,----.---------.---,--- .. _- -.. '-- --. -_ .. 
• **************** 
FIGURE 5.36 
... ".:.----- ... ~--:: 
-" 
-- - 's1. or:.k cont rol "Ad .. 0 i nt enance eiiQu'i r", - s"sL eM 
- . ---- - . __ . - .. --- -
--_.- - -------------------------------------------------- - -- - - ... 
--... '---'---' .- ---- ... '. -._. 
=- ~.---~~~~~---------~------------------------~~--------
,,0-,,: . Fi:ifn1:h'-7fleMs - fici,;e-:reCiClled1;he' rr-.. rnrinuM 1 ever? _.-:C_-.=--
-" . 2-nQf,.j .. uch stock is o.uailable of 0 ~iven Dart. flaMe? 
~~ n" _ _ __ ______ •• __ . _. __ '_ • __ • ___ ._ .•• _ .• __ 
~; ~_ -3-:-:hOW,a>.UCh. 'sI ccl< j~_ ilv_a_i labl eof o_=!I_lyl!h:;;orl -'-i'iUlnbeF'? 
4-which aircraft haue reached their reDlac~Menl age? 
==-=C:'S-'-..o'Wh i.ch;'1t. i!U.S·-Tn-'o;' i ,,-en-aT Net-an = hbue -t-eat-il~· ~:~:.-: -,--:-
',hei r replaceMent age? 
=- ·~~~.:.~:Qr.e-~-t~~-=~\~~ms oVQ"flabl';'- fn'~~stoc~·~~~--- . -.. _. 
6-which contracts s"e~if~ 0 given Dart-nuMber? 
-----.- - --_ ...•. - .--- -- -- - .. - - -- -. _._- -- -.. ~'-.' _. "-
==: C7-...h j ch -crder';; -5I:>ec rt" ct -g r lien Dar't -'niJMber ,. :c:= 
-- "a-c.re l here r.,"~ out st and i ng order for 0 9 i ven Dart nUlOber ? 
=::--:c9'::'Usl -Lhe:lssue -h istory Of"-Ci part-nuMber--.r·oM (he- C 
-_. -" "b .. gining Of' a specific ~ear unt. (1 ~he Dresent. 
,-==::,~iO,::.1.1stthe'dotesot. <.Ii1-f ch a spec i4'T'Coart--has--'··--
oeen .itted in a 9iv~n aircraft. 
=::_11-=-,j,-ieh -iteMS -o'"e-below re-orderI"ev"Yc,,----' --
--'-~-.-'-
- -.
-- 'diu ARE:-AuTHoRIZED FOR THE FOLLOWING ENQUIRIES ONLY: 
=:.:=:---... ~-.;.:.-;;,...-----;..---:--------------------;,;;..;.....;--.;.;,.:,;.----...;.;..;...;..:.-- . 
------_ .. - -- ... _- - -~ .... - - .. -- - -_ .. -- .. _. -, . 
. - . 
------ ... , .--". --- '-----
~=:-::;.-- ,;,.;--.-.;..;;~-----,;.;...;-.;....;.---;..~--..:....;-----..;.-----;;..---.... ":;,;.;.,..;.---;.;.-:...-;;..;..~-;,.-;.".:..--;.,.:' _ ... 
--" . 
.. -- .. --~"--" . ,-.. -....... . 
----_._-----_ .... --------------------------------------
_ .. _"- ..• 
************ 
--------------------------------..:.~------.;..-----:------ ' ... 
=-=,'--:'j>ClI't ~nUMb"r'-c: ~;uant:it. ~-:-- ---re'::':)rder- '; -:-:-:-part ""'ClM!!'·:-," -- ----
1030 200 250 d isi.r ibutor-adaptor 
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==-.=.:::="' .. :':=C:'3{)= __ "'.. 33 ." ::::_",,- .c- --'=200-: 7 -:-- :- '::=-:',1500 -====-=,t ~Tfnd-er -"liY,icl( -: =' ::-,' -=, o-=~ ..~ :::--==,-= 
---.. -- . 2038 ._.-.-- 2000 2500 OIain-bear ing-shell 
_.:::....-:_·::2(j5i .. '-"': ~-':'=Z000 -.- - c~t560~--:---=:-: :,s't().rt~r~bo:rc,---,·,,,,.----:.,,--..: 
-- 4010 -. ---" 300 - -- 520 Metering-needle 
--c __ ,_::- ~J~c::c:,c-:-~---~O-=--:: :;'.--:~,- ~jC'..,o __ --'I'eftrlniir ==,::::~: ... - - - •. -- _0" 
:: ---~--************ 
-.-- -------
- - >. - - •• _-"_.-
-_._._.- --- _.-'-- -.--- -..• --- -. - "-- -. 
- ••• - _ ••• - - - - -" <-
- _._-- .---- -----.--.- ---- .--- ----
.. _-_ ... _------ ._ .. -----_ .. ~ 
. .. 
FIGURE 5,37 
ENTER THE NAME OF THE USER PLEASE. 
THIS NAME IS NOT EXIST IN THE AUTHORIZATION TABLE. 
DO YOU LIKE TO TRY AGAIN? 
~ 
****** 
ENTER THE NAME OF THE USER PLEASE. 
ENTER THE NAME OF THE FI LE F'LEASE. 
fred 
***** File fred created 
ENTER SIGN NOW: 
+ 
ENTER NUMBER NOW: 
24 
DO YOU LIII."E TO CHANGE THE CONIIITIONS? 
(ANSIJER ~s/OR no PLEASE). 
no 
****** END OF Pf;.OORAM 
" . 
FIGURE 5.38: Change the condition of the password of security 
leve.l two , 
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ENTER THE NAME OF THE USER PLEASE. 
----------------------------------
ENTER PASSWORD PLEASE. 
----------------------
• DO YOU LII<.t: TO CHANGE MORE PASSWORDS. 
(ANSWER YES/OR NO PLEASE). 
-------------------------------------
.... NO 
***** , '/ 
FIGURE 5.39: Change the password of security level one 
.. 
CHAPTER SIX 
IMPROVEMENTS AND CONCLUSIONS 
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This chapter discusses the possible improvements in the 
authentication methods which have been described; suggests further extensions 
for the model to satisfy the requirements of the Air Force, and indicates 
some areas where future research is needed. 
6.1 IMPROVEMENTS 
For demonstration purposes the model security system has seven 
methods of authentication, which verify the identity of each user, 
according to his security level, and allow or prevent access to the stock 
control data base system. Improvements might well be made for the 
authentication ·procedures to make them more effective. 
In security level one, where authentication comprises only a 
simple answer to a question, the authentication procedure could be improved 
by increasing the length of the answer to be given by the user (e.g. two 
words instead of one word). The greater the length of the password, the 
more secure the system will be, since more effort will be required to break 
the password. One. can think in terms of expected time to break a password, 
or expected safe time. This is half the product of the number ofl'ossible 
passwords and the time required to try each password in a sequence of 
guesses. [Hoffman 1977]. 
There is another way to improve the authentication method for 
this level of security which is by selecting some characters from the real 
answer which belong to each user (sub-level) within this security level. 
When the user signs on, he or she can be requested to type certain 
characters of the computer's choosing. 
In the authentication method of security level three, where the 
one-time password is used, one-time passwords can be used to authenticate 
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the computer's logoff acknowledgement as well as the user's login 
request. This would diminish the threat posed by a sophisticated 
interloper who can break the communication line between user and computer 
while a session was in process, send a false logoff message back to the 
user. and then use the line as his own, masquerading as the fully authen-
ticated user. Whenever a user's logoff request is received, the computer 
immediately transmits its one-time password (the following one in the list) 
to the user and then breaks the connection, so if a user logs off and does 
not receive an acceptable response from the computer, he or she should 
immediately be wary. 
As it has been seen, the authentication of users of security 
level five depends on the time taken by the user to answer the list of 
questions. because the computer system on which the model was implemented, 
did not provide the facility to measure the style of the user. With 
suitable hardware this method could be improved to measure style of 
typing (speed of typing pattems, amount a user types ahead if echoing 
is delayed •••• etc.) rather than just print time. 
In the question-answer method (security levels six and seven), 
all the questions are displayed on the screen and the user has to answer 
them correctly one after the other to be granted access to the data base. 
This method could be improved by displaying some of these questions which 
are chosen at random and are asked by the operating system. so each time, 
a different sequence of questions appears on the screen. 
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6.2 CONCLUSION 
The object of the work described in this thesis was to develop 
a model security control system for the stock control data base system of 
the Iraqi Air Force. Having discussed the problems of the security and 
integrity in the batch and online system in general, an outline design 
was described, for a system which controls the access to the information 
stored in the data base. 
The major problem is that providing protection against one 
danger immediately introduces other possible, but less probable, dangers. 
The choice of methods to be used for protection is thus not lDlique since 
although it may be less costly to protect information against a particular 
danger in one way, this type of protection may have inherent dangers which 
are sufficiently probable to mean that further protection methods need to 
be devised to guard against them. 
Protection involves trying to stop damage or theft occurring 
but if it cannot be stopped, then in both cases the important thing is to 
know that the damage or theft has happened since then consequential 
damage can be prevented. 
A number of authentication procedures were written (seven 
methods for demonstration) to demonstrate possible methods of stopping the 
lDlauthorised user from accessing the information stored in the data base. 
A number of programs were also written to inform the security officer 
about any violation or attempted violation of the data base helping him 
by indicating the weak points of the security system for future 
developments. 
It is clear, however, that some more detailed design and 
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evaluation work would be needed before the actual data base system with 
. the proposed model security system could be implemented in the field. 
In particular further attention could be devoted to data validation, and 
to securing the information against system malfunction. 
Security appraisal is not a 'once-and-for-all' exercise. We 
live in a constantly changing world and it is necessary· to review security 
arrangements at regular intervals. 
- ---------
6.3 FUTURE RESEARCH 
For future research in this area, the following aspects need 
to be examined: 
1. Costs and measurements: 
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It is necessary to develop systematic methods for evaluating 
security systems and for measuring their costs and effectiveness. 
2. Bulk storage devices: 
There are many devices which offer a great deal of bulk storage 
at a very low cost. The advent of these devices will encourage more online 
storage of sensitive information security controls. In these devices they 
are usually non-existent, but could be provided by the hardware associated 
with them. 
3. Operating systems: 
Existing operating systems need enhancing to enforce the 
authentication controls and also to enforce controls on access to 
priviledged programs (e.g. data base update programs) as well as controls 
on access to the data itself. 
ApPENDIX A 
POINTER AND TABLE FILES 
FILES OF SECURITY LEVEL ONE 
TABLE 10 
Security level = 2 characters 
Sub-security level • 2 characters 
Answer '" 15 characters 
Security level Sub-see-level 
1 1 
1 2 
1 3 
1 4 
• • 
• • 
• • 
Answer 
(enerypted) 
one pOlUld 
two fifty 
five twenty 
nothing 
• 
• 
• 
150 
FILES OF SECURITY LEVEL TWO 
Point 8 
Sub-security level· 2 characters 
File name .. 10 characters 
Sub-see-level 
1 
2 
3 
4 
• 
• 
• 
Security level· 2 characters 
Sub-see-level ~ 2 characters 
Sign .. 1 character 
Number os 2 characters 
tabU 
Sec-level Sub-see-level 
2 1 
tabl2 
2 2 
tabl3 
2 :s 
tabl4 
2 4 
• 
• • 
• • 
File name 
tabUl 
tab12 
tabl3 
tabl4 
• 
• 
• 
~ Number 
+ 7 
+ 
+ 
• 
• 
• 
2 
25 
9 
• 
• 
• 
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FILES OF SECURITY LEVEL 1HREE 
Point 4 
Security level = 2 characters 
Sub-see-level • 2 characters 
File name ,. 10 characters 
Sec-level Sub-see-level 
3 3 
3 1 
3 2 
• • 
• • 
• • 
tabS 
-
Password ,. 8 characters 
Indicator z 2 characters 
Password (encrypted) 
force 
salih 
hello 
anned 
ninty 
sport 
great 
light 
• 
• 
• 
File name 
tabS 
tab6 
tab7 
• 
• 
• 
Indicator 
o 
o 
o 
o 
o 
o 
o 
o 
• 
• 
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tab6 
-
Password (encrrpted) 
write 
school 
university 
stars 
• 
• 
• 
Password ~encryptedl 
digit 
baghdad 
watch 
london 
motor 
chair 
leicester 
scotland 
derby 
chair 
table 
pen 
• 
• 
• 
tab7 
Indicator 
o 
o 
o 
o 
• 
• 
• 
Indicator 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
• 
• 
• 
, -
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I 
I 
I 
I 
I 
I 
I 
-- ---------------------------------------------------------
FILES OF SECURITY LEVEL FOUR 
period 
Sign • 1 character 
Tl to T8 .. 2 characters each 
~ Tl T2 T3 T4 15 
- -
n 0 9 10 12 13 
P 9 10 12 13 15 
point 11 
Security level .. 2 characters 
Sub-security level = 2 characters 
File name = 10 characters 
. Sec-level Sub-see-level 
4 1 
4 2 
4 3 
• • 
• • 
• • 
tablS 
Password" 10 characters 
Password (encrypted) 
air force 
pilot 
computer 
manager 
• 
• 
• 
16 
IS 
16 
T7 
17 
16 
File name 
tabl5 
tab16 
tab17 
• 
• 
• 
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T8 
24 
17 
tab16 
Password (encrypted) 
officer 
navigator 
• 
• 
• 
tab17 
Password (encrypted) 
aircraft 
operator 
• 
• 
• 
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I 
FILES OF SECURITY LEVEL FIVE 
Point 6 
Security level • 2 characters 
Sub-security level a 2 characters 
File name ,. 10 characters 
Sec-level Sub-see-level 
5 
5 
• 
• 
• 
Question ,. 40 characters 
Answer " 20 characters 
Question 
WHAT IS YOUR NAME PLEASE? 
----------------------------
WHAT IS YOUR DEPARTMENT NAME 
1 
2 
• 
• 
tabS 
-------------------------------
ARE YOU SURE? ANSWER YES OR NoT 
----------------------------------
HOW MANY ENQUIRIES IN THIS SYSTEM? 
----------------------------------
YOU USE THE SYSTEM BY ••• METHODS 
----------------------------------
File name 
tabS 
tab9 
• 
• 
• 
Answer (encrrpted) 
Jcathim h a 
spaces 
computer 
spaces 
yes 
spaces 
eleven 
spaces 
two 
spaces 
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tab9 
-
Question a 40 characters 
Answer c 20 characters 
Question 
WHAT IS YOUR NAME PLEASE? 
------------------------~--HOW MANY BROTHERS YOU HAVE? 
----------------------
WHAT ISITOUR RANK NOW? 
-------------------------------
HOW MANY OFFICERS IN YOUR ROOM? 
--------------------------------
. HOW MANY WINDOWS IN YOUR HOUSE? 
-------------------------------
Answer (encrypted) 
blackbum 1 d 
spaces 
three 
spaces 
captain 
spaces 
five 
spaces 
fifteen 
spaces 
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FILES OF SECURITY LEVEL SIX AND SEVEN 
Point 6 
Security level ~ 2 characters 
SUb-securItY-level = 2 characters 
File name = 10 characters 
Sec-level 
6 
7 
• 
• 
• 
Question = 40 characters 
Answer = 20 characters 
Question 
Sub-see-level 
1 
1 
• 
• 
• 
tabl8 
WHAT IS YOUR MOTHERS MAIDEN NAME? 
----------------------------------
WHAT TWON DID YOU LIVE IN IN 1974? 
---------------------
WHO IS KATIlYS SISTER? 
-----------------------------------
WHAT GRAMMER SCHOOL DID YOU ATTEND? 
------------------------------------
WHAT KIND OF SPORT YOU LIKE TO PLAY? 
------------------------------------
File name 
tabl8 
tabl9 
• 
• 
• 
Answer (encrypted) 
ellis 
spaces 
hammersmith 
spaces 
mary 
spaces 
ealing 
spaces 
shinty 
spaces 
158 
tab19 
Question = 40 characters 
Answer » 20 characters 
Question 
HOW MANY DAUGHTERS 00 YOU HAVE? 
-------------------------------
WHAT IS YOUR WIFE NAME? 
-----------------------
WHO IS YOUR SON IN LAW? 
----------------------------
HOW MANY ROOMS IN YOUR HOUSE? 
---------------------------------
WHAT IS YOUR RANK IN OCTOBER 1952? 
----------------------------------
Answer (encrrpted) 
three 
spaces 
jackie 
spaces 
brian 
spaces 
eight 
spaces 
major 
spaces 
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ApPENDIX B 
LISTING OF PROGRAMS 
'ul 20 11:16 1979 ver.c Page 1 
'* THIS PROGRAM 15 TO VERIFY THE AUTHORITY OF THE USER *f 
~~,,-ttYIII£J ~/de_v~~~x~-=-_I _. _. ___ .. _______ . ___ ~-=---:~ _____ .. _ 
~har alpha £J " .abedeFghiJklmnDpqrstuvwK}iz"l_ . ,, ________ --------
~~~~eH!~!rn~:!~~~-~ --- . - ..... ----=:~==~-c~~,;::--=~~;---
l~-;:ct~~~:; [~~!~2;3 ;in~ dept; int le:~~-;-----__ -_:~~=~-==-
--------l.nt eaU; int: -ciat'2Hntcat3; intcaUi int--c·itS;-----··-
_______ int cat6; int cat7; int eatS; int .. cat91 _ :_,--c-c:::'::=---o:~-< 
------lnt eat 10 H nt- cat 11 ;-----.----- -------------------
_______:int in; _:~-_--: --~:.----- ... --:- ... --- ___ -----.. -----
--- ---}asym; .. ---.--.-------------- .--
-'-- .-.-~.-----------.-.,--.. -- -_._-. 
. - - ----~---~--. .-_ . 
. _- - -----_._--- ._-
tru-c-Heharperl int tl Hrit-tz;---·-------------· 
::.. ,_int t3; int_ t4; int_tS; .. _-:- ·_-:::..: __ .:.:._:_c=cc_: ___ ._ --
------i nt -tb H nt- t7lint--t1H- . ----.-----------------
"}U III [2]1-- -----·------=-0.-:----'0.....,----- ---- .. 
truct{ehar passd[1~]'}levrS]; 
-rucHehar- pword[lS]; 
intseel i nt 5U b; - -~-.--- .,---
---... --------~ ------------
.. -- --~---
ltsym[10J i 
t ruet< int ami r Dst.yl; _ . _~ -=---=:=-=:==-.:-__ =~ __ -
truet{ehar signlint digtDbsyml __ ._-:_~C-.-------
t ruet< i nt at temp' }at tsym ,----.--- --------.--------- ---
t rueHeha r passe 1 OJ i i nt ind; }Dnsym[20J ; -____ ":--'-"~.=c- --. 
-truet<lnt--ki}ksym; .--------.---- --- .-----.-------- --- ------
trueHint .r11 int pllchar 's1t10J; )sa-lt'iOJ;'-:--=::-=-C'c=~--' 
TructHnt- secl i int sub1 ;cha r -pas 1 t 10J I }aialTOl ; ------
t ruet <eha r a 1 ph lint d 19 I}sym [lOll _ "~=:-.: --:-:':-____ ::-oo:.c=.-=_"': ... -~-c.' .. · 
.. - _._. ---.---.-.,.---~ ., .... '_ .. _._----- "-." . -----.<-_._- _.'----- , . 
'nttrlls[2JI 
har' *D; 
ain(al"ge.argv) 
-int al"gef 
char_, -*.!!I.rgv '. __ . __ .. _ 
-: __ int ml.m2; 
. _----'-------_._----_.- -. 
- - - -', 
-
-"--1 ntO "nell ,c"; --.-.-'------.~-- .. - . - - -_.-.. _ ... --,.,- -- ----,.,---
":int _ sdl.sd2. dl. d2. diff. df ----- --- ------------------,-. -.----
--I nt k 1. k2. k3. k f ---- ----- ------.-.------
------ ------- .. _ .. 
_.1 nt MZ 1. mz2. A; -- --- .-.: ___ -:: __ .... 
int J1.J2.J3i 
·int Hl.H2i_- '. -_ . ___ ........ '. ___ . ========--c. ______________ _ 
-int -r1.r2.r3i------- -.-- ... --.--.--
"char HI 
--eha rand [53 ; 
c-'i nt n 1 • n2. n3. n4; 
int fdl.fd2.fd3.fl.fb; 
.int il.i2.i3.fZ.f3.s1.s2.s31 
---'int R.eQun.I.p.i'J.r.m.h.qi 
_(:har d3[2J; 
----~---------". 
- . .. , "- -- . ---
- . -.--- -_ ... ,- .-
-------- _.-._---. __ .-'" ",--- ._----_.-
-- ---- - - --.--------_."-='--'----,-"--=----_. 
.--------c·-__ -_-_,,=-= 
char y[27J1 ____ . __ . ________ . __ . 
---=: cha r 11 [273 ; _. _____ ._________ -= ____ .0.:. __ -_-----=;--_--_-_-·~c _ _'_-.:::·='" 
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._---_. --I 
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--
char zt27); 
't:har eC143 I 
char nt2JI 
:i'"J=r=",=p=O I 
~1=6pen(argvt11,O); 
tf(i1(O){me55age(argv[1],1)lceKtt()'> 
-i ~II: read ( i 1 • &asym, 55) ; ---.... ----.-. - ----.-.- - . 
§jf(t2 !: :55)<mQtiti~ge(.1"gv[1l.2)'ce)(it().)··· -----.--------. 
-fl=operi( "tab2", 1 H ...- .. - .. -. . '--.'-.. -.' .-.---.-----. 
~!t'(fl <OHmessege ("t;i'b2" .1) , ceK it () , }'~ .-:._'="=c:.: c. ... __ , 
-SY=CPEtI'i ("tab4", 1 )1 ....... -- ... -... - - --.- - .. ------.-.-- ...... -. 
~'f.~1Il (0) <message ( .. tab4 u,Tllce,ji tOI ) .. =:" '.'-'-'-=='~==.".'~ ... :::C:~~.'=~-
'lnasy'iii;level :: Dgote-checkl;· --- .. ---.. -.-------..... ---
~!f(asym.llIvel .. =. 2)gctc check21 .... ~~.:~:~---:~-.. - .. 
If'(asym:-level .... =·3)goto-check31· .-.-- ... --- -- .. 
~if(asym.ll1vel == 4)goto cheek41 .. ·~~::'~' .. ·,: .. c=:·:..=, 
-fJ'Casym.'level- == 5)gotci~-checkS; ,- ._-- -'----,.-----. 
~':i.f(asym.level == 6)goto eheck6; __ .. - .... -----.-- .. 
-rf(a'sym-:' level == 7) goto""check7; --------.--------
~.if(asym.l.v.l)7) --- .-..... _-_. 
--~prinH( .. errorii1security .. level 0; ts\n"·'~syCm·:'na~) ;csl(itO I} 
§::heekl.I.' .. ······-,=c,.~~-.,.,···· 
. '. - -- .-.::-..::::-....:.:-----=..:..:..~ :..-=-::.-:- ~:...:...-~:: .. ::-l=or- ..... __ .. 
~rint.f("\nn); --,--- ... ---., .. -.--.--
prinUC"PLEASE ANSWER THIS QUESTION\n"); .. ---.--.. --.... 
~r.intf("---------------------------\n .. ) I .. _ 
prrnt~(n25+30.;;10+75-20= 7\ri"); ... -.. . ......... -- .. - .. . 
cnecho(O);· .. .--- .. -.-~::~~~.-. -0-."".-
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-l=accept (Y'27);--· -.. ----. TiC a 1 l;J-subrouBne-toaccept--data' from se reen*1 
~·necho(l); --. . ... -.. . ... . .. " -=~'.'-.-.-- ------ .. 
coun=converfCy;,c';n, .. -=-"-.. --- ..... - ... 
~I=I-eoun; ... '--"/*Convert -the·""ns;;e~r~J:IJ-.~_~tandard form*/ 
-cipl'lIir(l(,z-;-f);----""·-/*This subroutine cipher the answer*/ 
- Mzl=open("tabl0",O); _ ,,, ,-... -"-~-.,---"-,,=.~:~-.:~~---.-
---- 1(m%l COHmessage(i'Fab·i(V;iifcexIfTnr--·---.......... . 
:!'ed: .. .............. ..-......... . 
--for ( 1=0; i (io; 1++)"---' ---- .... - .--------.--.... . 
.. -'" --_ .. , .. -
- .c>{ . . ... ~ ... .:: : .. ::~: .. _ 
......... ---.-- .... -iii'ZZ;;reatf(mif;&t syiiit i j~T9)T --_ ...... -.... , 
~L-:.::3....~:'- ___ ~=~~S lsxm~l 1. sec_=.",.asym •. 1~';'e}_~~_&-t.~1illl:-5~b=='~.~sym. 1 n >. 
;or(k=O;k (I n'H) '.--. .... .:;:-~::-.--'-
------_.. -( ......... _ ... _---_ ... _ ... __ ._ ..... -
C=" . . ,cc.. ~.. .. .: •.. . .··H (z tkl 1=tsymC 1 1 .Jl:woriftkl >goto -incH 
cc=.:.c_.cc.·,=,cc_·_· - .. '- .. -.- .. ---·-·.=.~eiseg6tQ~·~nc:2j~= __ ==-=-..:__ .... - . 
... ._ ) ......... - ·.7'.'·=-·~7·C:·'~·C" -. ...... .. 
~ ....... '--'-....... -- -' ... ,....... .---------- ---_._ .. 
) . 
< • '--- --_.- ---- ------ -
. -. -
-- i"ncl: . 
ksym.k=OI 
-.. - - . f3=wri te (f1, &ksym·;2) 1-- .-... ___ c.". __ .. _ ..... '-==c=, .. 
if (f3 ! '" 2){meS5age ("ksym u • 3) I eed t(H} -::"':-X:--=-'~=---'" 
att sym. attemp=O I . -. .... - .. -- -:.:.=:.... ___ .. ~~=~~~ ... ~-~=~- .. 
s2=wr i te (li 1. &;ltt sym, 2) I ... . .. __ ... . .. 
'if(s2 != 2)<message(H attsym",3);ce-iit'-O-rl-·----·· ---,----
cl 0118 (11) ,"-.. -.- ::::::::::::=:::-co------.- ..... 
" .. _---_. ----
------
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close(s1)! 
c:lose(fl)1 
c:lose(mz1)! 
progl("invAl",·viol·)I 
ce)(itO; 
I*Call the J:lrogram invAlid*/ 
'inc2: 
-ksym.k=lI 
,:f3=wri te (f1, &ksym, 2) I _ _ _ __. 
-close (mz 1>1 -- . -----. - - --.-.-- .---.---- -.--.--- ---. 
I ~.xi t () , - ----. ·.cc-=,:,_::::::,=-~ ___ -
-c:heck2f-·- --.-.-.- -----.- -.---- ------.-.----------------. 
I ~ ~J =~~1 n tf ;" \ n" ) ;- - -'-...:c.____ -,--~~-:~~:::;-~:--~:;~~,::.. -
~.::c-o"--::P ri nt f ( .. TY PE YOU R NAME PLEASE' n "y,- ::- __ . ~-".-. , .. 
pr i nt f ( ,,---..:..:-----:..::.:.-::------, n';)! =--'-""-' 
~::::L:::lIccept(y, 27) I - - - - -- ---------- _____ __ ---.~ --
printf("TYPE THE -DATE PLEASE'n") ;-----------.---- . ---
__ :=_-:::c:::printf( .. -------':"----:-..:~-.-':"--'n .. ) ;_: . ,'-c.='-"'--=_:. ---- .. 
--·--necho (0);· - --. - --. - --- ---.---------.--.. --
.:-scanf (., ~du ,&d i ff) , -- - -,---, -.-- -.. 
------n[OJ=getchar() ;"-- ._. -.-- -- .. ------------.---
~==i:c:-n.cho ( 1 ) I _ .-::.._:=~_ 
----t.-ime(tree); --.-,-.--------. 
=-::::;:c-'::'-i>=ctime(tree) ; 
----"orU,.OIi (7; i++)------
::O:'c::'~·_=::-A r il=D t il ; 
'" - - "._- --- .. - '---" .. 
---1'++-; ---- --_ ... ---. -.--.----.. --- ... ----.--- _._- -- .-----.------------. - -.... -
======-=n[J ++ 3"D r i++J; . _~. =:::~":"'. ---- ... _.:~:--_·--~~:-·:co=--=..=:::--:-.-.-- - -------
t'o-r'{p=l111tp.-r=---.--'lp++}------- ----- ------
===",,~c~';~_~:.:~:c- -~c:::C';_:::c:~~_~:- :-~~7-':'.-.-.:._ ..... _ _ __-~:c:_-
·-------nrJ1 =D [pJ ; ------ ---- -- -----. :_.cc.=-=-'--="-.--"' ____ _ 
===-:-.~"c:·::::c.._c:,:c:CJ ++J . :: :._:. -. - ---.-.-.~~.==. =.--.--
>----- ._---_.--- --- . 
___ :::c-=-.-" [j j "":-::\0; C;-C:'-, =0 ~.- "', _ ..-------- - - -------- - ... 
----sd1=open-(i'tabJe'·-;-OT;--- ---.. -. ---.----------. 
~-=-=~:::.:::H·(sdl (C){message ("table", 1 )fc-e-liTt( )!}---:< ----.---
for< 1=0 rn 1 0 li ++) ----- ------------. ----
~_ -cc:::::: (=:~_, _.- .- -_____. ___ : .:-:: :.-___ -:.-::- .. -: -.. --. -- .- -=:- -::-::: •• ~:c:-:c=;::-:.C:-:-===---':-"'---:::-=C--..-::-:----·· ----.. 
-----sdi;;ore-id(sdl;&sym tI 3-,3);---- ----. 
~-.::-=--~~ ... i.!_ ( sd 2_! '=_ 3) ~ mes_s~!;I ~~"~_a tJl e ~-' 2E~~)( 1_t(Tn=-=:-~_=-_~_c __ _ 
)-
~~:::':f~r(i=O i i (10; i +.) .... '.-: _.- ---=:-----=:~-:-:.~_,_--__ c. -. 
---aCn-r cH ==syiiirij~ariih) d f=si;,;t n-:,figT ------- ... 
o=_-:':::'cC'fpT-( i =0 Ii 00 Ii ++) , .. ;::--:--_ - ... . .. _- -__ ':~-- :c.:~~.'.=-=--.­
-----i f (n[ H:;;;'syii,fi r;aiphYdi=symtTj~ig ;-------. - ... 
-c--C::-:'-'::'·'if(d2==10)d2=01_'c,:: .• ::._ _-_ :-::-:~---- -------------~-__ - --
--Cfl=d;' *1 0; ----.--
=:::-=C-d=d 1 +d21 . -..-.- -------- --- -------
I ~----:..... •.• _. '.. - .,--- ----..:.. .•• - _ .... -. - --------.".,- ---Jl=open("pointS",O)1 
.---- -_._--. -
... --.-':.0-:':--:=-"'-"~ 
:c:-: :--;:-_JHJ 1 ( 0) (message C "pot ntS U a ) ICe)! itnn-==:::=~:'--:-::_-~ 
----- for(k-Olk <tOlk..:1-)------ ------.----- --------
- .-( . - - - .---~==-=~--- .. -... 
=-.---- -:'----J 2 = read (J i -; &Sa i t kJ,i4) ; 
_. _ if<J2 != 14){message("pointS",2)lcei<Tt-nlY __ ::-:-· -. -. 
·-1f(asym;i·n ="-sal[k3.pl && a5Ym~levei-;.=-sairkJ:r-lr-
. (IRZ 1 =open (sa 1[1<_3. s 1, 2)! ____ ..::-__ :.-::==::--:::::::: ... ~_=~_ 
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ken: 
if(mz1 ( 0){message(saltkJ.s1.1)'ceMit()I} 
goto ken I -
} 
printfC"ERROR IN SUB-SECURITY LEVEL.\n"); 
ceM i t () I 
~z2=r •• dCmzl.&bsym.3)1 
A=bsym.digt; 
if(bsym.sign == '+'){d=d+Algoto cAll} 
- .. - - 'd=d-AI 
~.11 
----.close(J1) I 
'close(mzl) I 
---ifCdiff !='d) 
-' < 
---- -----ksym~k=OI·----··-
_ f3=writeCfl.&ksym.2)I 
.---.-.----- attsym.attemp=Oi 
o ._~s3=write(sl,&attsym.2)1 
--'---"---close(sl);'- . 
:-.;:-·_c closeC i 1); 
==c:. --'cl ose C f 1) I 
~:;:;,c:"':=-.:=_~::'_ p rog 1 (U i nva 1 " • "vi 01" ) ; 
-----·-·---ceMitC)i -"'-.--" -
::: } 
--k-sylii ~k= 1 ; -. -.-- --- --------. . . ----------.---.- .. ----
~--·,f3=wri t. (f 1. &ksym. 2) I ... :=:.-_ -:::.~_-~ 
-cei<i t (} ;--- -- -- ... ---.------- --- ----.------.-... -.. 
=hi!ck3:-:'-::,:-c::'.~.~~·:-, .. :'~=~="- -._._ . -~-::.~-=:'7:c~o_. -c-~---.,=-_ - . 
-i =1> r------·-·------- --.-- .--,---.. -.---- .. --. -- ... -. - ---... -----.---------.-.. 
163 
3t'intf(U\n"n" .. ---- ... I~This-procelh.ii;e_=fs-coi'lli,.;;time password*1 
pr i'rit f ("ENTER 'YOUR -PASSWORDPLEASE\n") ; -.- '.---'- '.'--'--'-' 
~-i';l..1'1t f (U_:: __ :-_________ ::. __ ':'.--.':'-:-.. --:-\nU ) '. _..:.' :~:~.~=, .. =.cc=~··· 
nechoTO) ;-.-.----------.-.--.... --.- .. -- .. -----.-.---.---.-----.------ .... -- .. 
3'.=accept <y, 27) l' .... -- -"---.:,-- ... - ---cc==-__ --------
necho ( 1 ) ;.------ ----. -------------.. ---- .. --
~Ql.in=~onvi! rt 'lYJK i I) I .. _ _ ____ :~-:_::':":':.: .. I=I-coun; ---------------- --- ... --- '-.---,-.--------- -.-.-----
~Ipher.rK!:z ,'nX :~~~~:~y:" ::."'. - ____ _ ~ __ '--cc'C': :-":~:-~___ _"=_ ----=~.:: -- ----. 
_____ k l=openC "po i nt4" .0) I __ .__ _ ____ ... ___ .. ____________ .. 
=,~c_U~!< 1. __ LO~ {mes5age(:P0ini.4~.J}..i_ce)( i!:._~~} J- : .. -.,==='-'-___ _ 
~ __ Jor(k=O;k_UO; k++) ... ____ ._._ . __ . ___ . _______ .. _. __ ._. 
~=,o{ ',_.. . .. ___ . ___ ...... . _. _ .. -,c"c:=._c:·.:-::c::~.=.:::cc.:c~,=::,·.:'::.oo'C_.c __ _ 
'-""'--"-'-'" -------_. 
--:::= ..-.-::=:~--.~~:.,,:.,.-_. -,-,-,-'-",-:i,il:::opencala tkj .pas1 ~_2),; - -~-~-=.~_-. -.-~---- -'---'.' 
f f' C nleO >{ messageC a la [j(J-:-pas r;t) ; ce)( H:() Tj. 
~:,==c'-=:''':_::::_:C'_\'::'Slot~_~g ;-'-~ ... ~-=; __ ,,-__ ~_':-'-' _~ 'C: c,: ~- -:=:~~-.~_- .. 
==-='~::-=:::::>- .. : --- .. _ .. _._-- "'----- -.. --.-=~~=.:-=:~-~':--
=-'printf("ERROR-IN SUB':'SECURlTYl'::EVEC; "nn) ;--- --. 
==:=-;::~1 ose (k 1 ~L.·c?'-- .:....., _ -=~~",::",~~-,.~"-,---,-,,,,-._. _, 
I 
I 
I 
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cel< it () ; 
~g-: 
n2=readCnl.&onsymtiJ.12)1 
1f(n2 !- 12)(message(·tab~·.2)lcel<lt()!} 
if(onsym[il.ind == O)goto pr; 
1++1 
if(i == 20) 
-(pri nt f( "TABLE 
close(nl) I 
cel<itO; 
,. 
.goto agl 
-1'-r-: 
forChsOlh(Ilh++) 
H(z[hl != onsymtil.passthl) 
- ( 
closeCk1); 
close(n1)! 
ksym.k=O; 
f3=wr1te(f1.&ksym.2)! 
attsym.attemp=OI 
. s3=write(s1.&attsym.2)! 
----- --.. ---- close (s 1) ; 
closeCf1); 
--- close C i 1 ) ; 
___ __-:-C-'::' p rog 1 (" i nva 1" • DV i 01" ) ; 
-------- --eel< it 0 ; .. -- - ---
===--=~~,:'c} 
----.;ti5y,;, t i 1 ~lnd=l;--­
:----:=.:=:n4=seek (ri 1:' 12* i ,-0)' -_ .. , .~-# '-"." 
==n3"'writeCnl.&onsymtd .12); 
~',:.c"~- ksym .k=1! 
----
---_ ... __ ._---_._--------
.. _--_.,-
-~-- ... _-----
.,,---,-,-cc---ccc------ - .. -- -.- -- --- .. 
.. _. -----
._- -----_ .. ----_._. __ .. _--_ ..... _. -... 
... _--- . 
-- _._----_.---_ .. _-_._ .. 
_---f!3=wri te( fl, &ksym,'2);- ,,-- ---. _.----.--_.+----.------._--
~,"',-,c 1 ose (k 1 )l . . . .-._-.-:~::, ___ . 
---close(n!) ;--- - .-- -.--.. ------.---.--------------------. 
= __ :-::::.: _ cl OS!! Cs 1 ) ; - .--.--- -.,=-""'-.-,---
--.------- ':105e(f1> ;-------------
=-_~:~- .~ .... :. c 1 ose ( i 1 ) ; :-----
.--------printf("DO YOU LIKE TO CHANGE YOUR PASSWORDS TABLE?\n"); 
=--:.c--..o-'-~~:-.printf(1I (ANSWER y/OR n_PLEASE)·.\n"); 
=-c.--="='·-=--pr i nt f (n -;;.;;..--'::._-" _____________ -',,_;;..;;....;:..:..;;.....;::;::::._-__ ::. ____ -...;\ nil) ; 
-- __ ._ .. "'- _,scanf("7.s" .and); . -- .. -::'_:: __ '7~::':-~--· --. 
- ... - ------ d3 [OJ =getcha r 0; - ---------- -- .. -----------. 
~. '~'_,~~..-..:::::"-:·':-::::Pri nt f ("******* \n 11) i .-------.-.- _ .. 
If{s"ndtO] -== "'n')cE!)('itC);' .... m •• ~~··._ •• ____ •• -- •. -- -.-~ 
===-~c-"';1<1=Open(Hpoint4H.O); -,,':', ._ ~.,-_,=- .. _~'-' __ _ 
__ .. ____ ~I f( kCTo) (message("point4'~ .}) (ceK!..t () ;! =--~=-----
=====-·_cc: .... :- C'1'o r (k=O; kH 0; k ++) ----'-".-cc..-'-
-------{---- .. _-----_.- -.--.- ,-- --- ---_._- - ._-- ----- - -_._--.-
------. - - -~ 1<2=read (kl, &011 1 a [kl .14); -:-----coco= ~-_---
-.-----.--.... ftCk2 ! == - 1'4) {message (ttpo' i nF4·tt-~··2-j -;-------- -_._ ... -'--" 
=.-- .. --. . cel<itOD .. - .-.---- . 
. Tf(asym'; in;';'- alatkl .subl- &&--;'sym;Tevef ~=--ala[kl .sect) 
:::-c.~:::-::=:'-~_.:= .. < -- ---------
- I 
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eexitO; 
)-
)-
=_printf("ERROR IN SECURITY lEVEL.\n")l 
----eexitC) ; 
'cheek4: -
,-cc_""_~'o,,=O-i ++, 
-------ri[lJ=DCiJ; 
_ -n[2J=' \0' , 
- _...-
-.-----.----~ ----_.--
._- - - . 
--_._------_. -
._-- . -, . 
- .. --.. ~- 'sdl=open( tttable i' '-0); -- ---------------- -----
ifCsd1 ( OHmessage("table", 1) lc:eKitOl}---
--for(i=Oii (10;i++) -_ .. - -_. . .. --- .... --
--( 
.... -. _. --, sd2= read (sd 1, &sym [i) ,3) i ">. ---- ."-
i fCsd2 ! =3>< message ( "table" ,2) leeK i t ( ) I)-
--_. _. ------ _._--)-
. -fcrCi=OI i 001 i++) 
_ .. _- i-F(nCOJ==symCiJ .alph)dl=sym[i'] .di"g; --,-
. - fcr(i=OIi (1011++) . 
=-=-----cc-ffCnC1J==symCil.alphld2:sym[il.dig;---- . 
,-----cc--'---_-if'Cd2 == 10)d2=01 . - -'--.-.---
-------.-","-d 1 =d 1 * 1 0; .. ----- .-----------.-- ----- ------.- --------.- -.--------.------- . 
. _ -c--d=d1+d2; 
=c'-C--'----rl=open("period"',O); ----_.- --- -
_____ '·c,lf'Crl. < O){messageC"period",l)lceKitOl>.-·.-'.--
-------- r3=seek (rl 'J*l?, 0); - -- -- ---------
~~~~;-:,".=~:=.~. r2= read ( rl ,&t im [J] ,17) ; --"--"- ....... --.... ----- =--_ -- --'_ .. _-. 
-----n: (r2! = 17Hmessage ("period" ,-2) ; c:exl t( n,. --
=:-~.:::':':~~-:.~--=::-Ml=timrJ] .tl' .- "-------.-
------"H2=tim CJ l • t2; ---. - ----
__ ,_If(d)= HI && d ( H2)goto sam; 
=-"'-c------iHtimCJJ .t3 != Ol 
.{ 
--·---"""--"'-'''''--H l=t i m [J l • t 3; 
:- ~::,:: ___ :-_._._. H2=timtJJ .t41 --~.=~~-~~~--=-::~~--.-::- .. -
---------------if(d )= Hi && d ( H2)goto sam; ------.. ----. 
=-= ,-'-~-:_:c'~:) : 
lfCt:lmCJJ ;-t5 !=O) 
=-~-,=~,,=,--- -( - - '_ ... - ._--- --- ._ .. --.- - ... -
-- -. - -:--'Hl=tTmrJJ ;tS;' 
----,-:::-.. -- ,,-,-,-,-cc:: H2"'tim[JJ .t6' 
-=-=7":::::=:==-=~':'-'----:'-if{d')= H1 && d ( H2)goto sam; .----.-------- -
- ".,.- -------- -~- . 
.- - -. 
- -.' _ :0:"-_'- } 
If'(tl-m[jJ.t7 != 0) -------.-" 
~-:-~=~~:.~-.; .. :=~:..:-. :~-.::" _.::..-.-.-:.: ... -... ----. -:''::::''~-:-~-' 
---------I-iI=Hm[Jj .-t7;-- ....• __ --~ ___ ~=_-
=;;::-_,c'--:C- __ H2=tim[JJ .ta; -
=~"'c .=_'-o,_i~ f( d~)" H l_&&,d ,.T H2 '-9 ot 0-.si;n -; -~_==~=~~=--_-- . 
=:-o::-"-,~,~:::-=-_,~_.:~~:,,,_~=_.'CC:~ __ ,,:_ : __ : __ ~ -::_- . ____ . _. ___ ._--_~=:- _______ -=,._-._ 
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_!tg: 
.. ==:print f( MENTERTHEPASSWORO PLEASE\n"H-------_ 
-----p l' i nt f C "..:.-..:.-..:...:...:.-..:..:::-..:.----..:...:...:...:.----..:., ""y;--------
~-~ __ ':-cnecho(O) I -- --
----- - "I=accept Cy;27> ;-- --------. ---=-==-:::- -
·nechoCl); 
cou n=conve rt Cy,,1t l) i --------.-----... --
--- I=I-cQun; - _ - .-~- --.-.--~ 
--------ci pher C)( • Z ~ I ) ;-- ---------------------- - ----------- .----
~::~-,,+ + J I _ _ _ -. --.C'CCC=---
-----r3=seekCrl 'J*17.0); -------- - -------.-----------------
~:_:~-::~_··-r2=r.ad( rl ,&timt..]), 17); _ - ----.:.-:_-_--=-.=-_-=~_~. 
-------Hl=t' im[J j-.-t 1; -- ....... --.- -.--,----.. ,-. - --_.- .... --.---.--.. -.---------.---.-----
=,~''1i2=tilll[Jl.t2; ----, '-.--' ---- -------~_~_~c:_--- -----
-----ifCd f= Hl- && d ( H2)goto-;'-ofi; -- ---- ------------------
~_,:_1fCtim[Jl.t3 != 0)__ -:--:~~_=_---
-----( -- -- . --- -- ------ ------------------------.---- -------
~~~;~. ;:~~~::~.:_: :~:::-H1 =t i A\ [J] • t 3; . --- . ---- --- _. - -_._ .. 
--------- H2=t im [J J. t4; -.. --- -:-.=::::~ _ __:_:::_..::.._ 
- .~ - if Cd ). Hi && d (H2)goto rot2; 
)-
-HCtim[Jl.tS != 0) 
--- < 
Hl=timrJ] .tS; 
H2=timrJ] .tb; 
__ _HCd )= HI && 
- ---- - ---) -- ---- d (H2)goto rot31 
=c:::=C'iHtim[JJ. t7! = 0) 
---{---- - ---- -- ----- -'-" - ----- - --_._- -------- - ----
~,~= =S=:::---=: '-H 1 =B m [J:l • t 71 _ - -- ----- -
--------"H2=timrJ] .ta; ----- - -------------------------
__ -=-~~:::jf(d )=_ Hi && ~ ( H2)goto l'ot41 ____ = 
-----,.- ------ -------- ----- -------- -- ----------------------
~=saml _ ._ 
----1<sym:-k=O; ------
="=:'. ---_f3-wl'itI!CT1 .&ksym.2); 
----attsym.attemp=O; ---
~:::':_'.-'~ 153-w r i tl! C 51 ; &a.t t5,Ym ,:2) ; ----c· =--=~:.=.-
------e 1 oseC r 1 )1-- --- -------- ------ -- ----- --- --------------
. ~--",--.-- cl ose (5d 1) I~: - ~- -- -- - ---- --- ------_-=--~_:= ---
---close (51 H ------------------ -- --- --- --- --- -- -- --.--.------
_--::~:::~=~:~l ose (f 1) i ~::;:_.~~:-.:~;_-~~-:. _"=.-".::_-~.--. ---.-----~ ----~-----~=~--=----- . 
---close (i 1); --.-- ----- ---------.--- -- .-------.-------.----.---
,,=::=.:----c 1 OSI! C n 1) I 
===prognninvalw.-'viol"H -0-____ . '.Call-1:he-program inval id*1 
,",cc_:,::cl!)(i t () 1_ ______________ __ _ ... ___ _ __ __. ___ :---------
-rot 1 :. -- ------ - ---- ------:----------- -- ------. --- --- - ---.--------- -- . 
~:-~_- -:::kl-opt!n (ttpoi nt 11 n to) ; ... - ... -----.--- -
-------·if'Cl<l--r O){message(U po intl1 n ,1);c:ex-itC)'}" - --_.-
= for(k-Olk{10;k++) 
-----{---.----- --- -----------
=_,,:~c:'-.--_ 0 1<2= read (k 1. &a 1 a [kl • 14) 1---- - ----
::c-=-1 f (k2! = 14H message C n poi nt 11 n .2 Heel< i to n-
=::-:-·'---' . .1f(asyft'l.·in -- ala[kl.5ubl&& asym.ll!vl!l- -- .la[k) .5ec1) 
-'-=-'-'-'-'--- -{ -----------. _. ----- _._-----------_.-
====,,_"'_ =c- _ ,_ ;_-n_I_-:'.p_l!n.<ala rkl. pasl .2) t 
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~fCn1-{ O)<message(alatkl.pas1,l);c~Klt()I)· 
eloeeCkl) I .... - . '-... 
""""--'---' if (q ,,";u goto IIg2; - .. ~=_-: __ 
=_ .... _. ______ ifCq ."'2)goto IIg3; 
ifCq == 3)goto ag4; 
1=0; 
---~-- .. ~.-- ._.- _.---_. _ .. _-~.---_ .. - ~ .-~--- -- . 
goto .13 1; .. _ .. ______ . 
~::-::-;::.~,,~ ,"cc", ... ,_. . .. . . _ ' ... c .. 
--)----------_._------------ ._ .. _- .----- ---.----- ---
=_~rlntf( .. ERROR IN SUB-SECURITY LEVEL.\nflff-=='----
--g'ct 0- sa m f --.-- -- --- . ---'- ....... . 
31'0 i: . '.. ... ... --.- - - -- .... ____ .... -. .---- .. 
---n3·~se·e-k-fni-;t*T~f,-O)-;------- -- ---.--
~;::-~':.n2'"'rea d (n 1 ,& 1 ev t i l • 15)l ... :.:._- __. ..-.. - .~._ . 
--if-(n2 - !:-15){message(;' lev,;',2f;c'ex i t ()T} --- --- .... -
:cc. :c·':for(I1=OI 11 (1111++) . ..... .-- .... -~-.. ----- .---.--
ifCzChl != levCiJ.psssdrhl)goto sallif---------.. -
fflnl 
--ksym.k=1; ... - .... 
~::-,"=:;= f3"'w r 1 te (f1 ,&ksym, 2) I 
-----·c 1 o'se ( r 1) ; .- ". - ... - _. -.. "-
- :'c1ose(n1) I 
.. ,.,.,-----
close(sd1); 
~·'·:~::goto mod; 
-rct2:' ... - _. -_... , _. -.-.. __ .. _---_., .. --_ .. _-- ~.--- .. - .. -----.------.-- .... 
=':C~~>,': i=q=l;' 
---- goto'rot 1; .- .. --.-.-.- .. -.----. -.--------- ~'-'- ---.-..... 
§j-g21_ .. 
---n3= 5 eek ( nil 1*15,0 YT --- ----.... -'- .. - . -- --------- .---- -~,.::...---~--,-- .-. 
~-;~"2=read (nl, &lev[ 1] ,15); __ . . _ ----=~-_.-----.--.'- '-'. 
n (n2 . ! ="l5l<message ("lev" ,2)I~e·xTt(n'}··-·---- .. -· .... 
:-='=,:::'for(h=O;h (l 'h++) ., . --- ..... ------ -
- .. ~-.-- l f('z [hJ --! ="'1 ev [i] ~ p'assd ["hJ )"got'o ~'s-a-m i'-·-·------~- --_. 
~:_::-':::..goto _fi n I . _ ... __ ... __ .. -:.--._..--
rof31 .... --... - -'- --- .-.---------- . ---..... -- -.--... -- ... - .. ----
=':·::c:=.'.·i =q=21"cc .. - ... -- ---.-.---
--- goto rotl ;---- .. --. - ........ ----.- .----- ---- .. --
~ji3~ ___ ._ _ .... _~ .. ~'.~;:'.7: ___ =~-::_'~_: 
---n'3=see k (n 1 • 1"*15,'0)--;' --._- ._-- -.~-.. -.---- -.-.----- --------.--.-- .. 
~2=rea d (n 1, 4. 1 &v [i J , 15) I' -'.:' ..---- -- .. ---,-=='_-~'_.c--.:_' .. '-
f 0 rTh=(); h( n h++f----... ---... --- .. ------.--~~- - --.. 
;.~ -·-.:_~;~·_if(z[h]. J=. lev[i'l .• passdChJ )goto sa'm; .... --- '--"._-~-' ,-----
~~~·~:~f,~~~~=;~:;,-~; __ ~;~~~:_·~_= __ ~:;.:~.~;:._~;~.:::=:=,~~_=~-_. ~:cc-
i=q=3r-----------------·------.... 
==-==ijota .TOt! f :,.,,::~-;:= _,,:..., .. , ....... :'.---.-:-:---~__.- ... : _____ .. -- .. 
-.Q4i-------- ------.--- --- ... _- .. 
==--=l'I'3=se&l(\ni d.'iS ;(0) l-=----·-__ :---c:c·-:-,-:~ ..• :.~:::':.-: ... ~:·'· -
ri2=readCn1,&lev[il,'lS); '-_.- - --------.. --- - .... -.--------.-.. . 
~~:~~- __ -·:for(h=OIt}_(I 'h++) ,_". '_ 
-if (z rh'-!'" 1 ev Ci '-;'passd rhl ) gato sam l-·~--·----- - .. 
:::~:::: .. ·c·goto . Tin; .. . .... - ..... 
-modI --- ~-----.-.----------.--- .-."---... .-+---'~-'-- .. _ ..,--"- .-.---- .. ----.- ._--", ---
~~:c.::.·,.printf(n\nft.> I .- .... --........ -:c ... ,.,=-.=-----
--printHnDO YOU 'LIKE TO CHANGE YOUR PASSWORDSiABLE?\n"); 
~:":~'.:printf(ft-cc" (ANSWER yes/OR no PLEASE).\nn);-
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printf("~--------------------------------~~~-------\n")1 
::::_~-_ .canfC"Xs".and); . ... . ---... -:---'--. 
---~'a':S [OJ =getchs"r () ; -- ----.---- .. ------.----.-... " 
: . ·-printfC"********\n"); 
-------if(andCOJ·-== 'n' )ceHit();--------- ... ----------
~~- ~·-.·:if(~ndCO] ~= 'y" )goto -mod' .-,.-.--- -,.-".~~'" 
---kl=cpen("pointl1".O); . -------- --------.--
~:.,:--:: if (k 1 -( OHmessage ("PO 1 nt 11"; 1) ; ceK 1 t< ) I )---:-::-:-..-. -
-- -fci-l'(\(aOiknOI k++)-- - ----- ---- --------
"'~c ___ ,_::-:..:.3 ~--:." __ -----:-_- -----. ---cc--:-cc=---· 
-··----i<2=read (k1'&a1atk),-14) ;------------. 
--·":_.~H (k2 ! = 14 Hmessage ( .. pc {"t1t", 2) ;eel( n;-OT)------
ffCasym:iri- == ala tkJ.subl-&&asYiii:Teve1-==-a-fa rU.sect) 
::==:::=:-,-=~~.cc: C _ - -- -- :.- - --:-::::~:-':-:=:o~ -'cc:'C'-::-:--: -- -... 
clo-seOin ;---.-.------- ---- ----
--_.--. - --_ ..... ' - -.------.-----,--~--------. ~.-- .. - .. -=-_______ ._. __ ... _ . -.·:P rpg2 ( .. c r 11 tI) ; .. _ . _. ---- .. --... 
'hreakf" _. -- .. ---- .-,----------- --------. 
o:':.~L' :-: CC: .,--::-:~ , 
_.-_.- -- -) -_. __ . __ ... _-------
_ >cex it ( ) I 
,----0:--=--- . -----
.. ----_."._------- --------- .. _-----------_._--
.. _-_.-._" 
--"-' ---" --'---'-- - .-~ ---------_._-
-_. -._" -- - . 
.- q"'l=OI --"'- - - -, .. ----- .. -------.--,~.'-- .. --"- --------------------
-. --. -_~_printf("\n"); 
-------- print f ("PLEASE ANSWER THE FOLLOWING-QUEStIONS\n") ; 
~::-,:::cc:p r i nt f ( .. ____________________ ,-_..,_..,---------,...;:~~\n" ) I 
-cc;nl-j-------·- .. -... - .- -. --------.-----.-.--.---.-----.--------
""-"--- -.-.,,- ,-
_____ . __ ~ctime(tree)' .,_. __ .. ____ cc: _."-C_ 
·---------t)=i::t ime (t reel ;- -----------.------------.-- -.--------. 
~~--c":::-;_..:.-;::jo r ( i =0 I i (14; i ++) -~:. _-:,'::.c'-'_',:' - ..:..~_ -::c:--~~~,-:--- ~-- :=---
--.-----a Cl j=l)[ i Jf----------.-- ---.- ---
=--=:,::::~.:':.-"tOJ=DtiJ 1_ .. -- --~"'------.-. --.. 
------1++;-- .--.---.------.-----.- .--.--.... 
~cn[ll=DtiJ; 
-----·--"[2J=' \0' ,-.-------.----. - --.---.--.--------.- .. 
~~::.==;-:~:~- ' __ -, "sd l=open ("table" ,0) i - -::--- --- .. ---~.- .. ~ .. --------
--------- if(sdl ( (){message("fable".1Y;ceiiitOn·------ . 
O""'-:,,-::,:::Jo r (j. =0 Ii ( 101 i ++ )___- -----.- -,-
---_._------< ---... ---.--- _. _ .. _ .... ------- _ .. _- -------_ .... _------
::c_:==,-c"_-::::::.::,c:::.d2=read(sdl .&symtiJ ,3) ;--: - --,~--:c--- ---
====-------~f (sc:l2 ! ,":::Sf<message(,,-fat:ile'" 2_) __ ~c~xi ~(_~I)-= __ ._-::-... ~.~.-,- -.-- .---- --- --·-c·::- --.- -- -.-.-- .--------..-. 
=:.=.c"cr( i;"O; i {iO; i~+Y'--- .-"...------.---'--.----.----=.--
::.::=-:::=,~..:.'::_:~ ':i... .{ ,._,,-,::-_,,_:- '';' :-. . ' -.. - -- - - -. -" - --
-- _ .. _. - -ffrn[O-r==5'y~tll_:a-lph-)d1=sy,;rrr:-crrg:i· ---. --, 
===~'=-=::~~:i~H( nt 1J ==sym t i ,-. .. 1 ph) d2=sym t i] .dig ;--::'::-_:-_:::-:--:0--> --------_.--.-._---_ .. _--------_ .. _-----_._-
__ ;=~-':~ ~ ~ q_':=-??~~~;::,c::_~:._...;.-_ ::... __ ---=:., ___ -~-- :==:-,,::": __ ---
:---::_':::::c:=-':.c::-':-:::=:'-l;= 1 , . ---- = ___ ~-':- -"'c- -_-.. . ~ .-- - ~ --- --.--------- . 
. --------i:l1=a1*fO;--·------·.----·---·------------
==~::::..:::=:::c::_,:=:::7 d"d 1 +d21 -c='--:---~cc-:·---:::- ---'. c,- --,,--,--:,.~ -::-.--c-,c-. -. ---- -
---. .- --- -gct 0- s t ;I-rt··:::: -------'-- --'_co ,- -"-c-.::, ___ ,_,-.,-,=--,,,-=--.-''-C. c-__ 
===----===::-~::1--:::.::::.,:,-,·"",·_"c-:'c::::'-'c--'.CC -·,=c::-:_, ------.. --:c:o-=,,_,=--.~~c=-___ .-_- -.. :;::--- --. 
==='dl";l:I 1 *1 or--· -.. .:.=_...::c.-,_ -, -,-..cc_'-: ,.- _,--'_-" .. '-'cc_:==-'_=---'-'-. -'--. . 
. ff dl d2- - --"---"---'-'--'~ 0".=::::.::=.-... -dl_ ~_:t". ,. ___ ' . __ , ~_=:-'''''--' _:: ___ ._-_ .-',_: ____ '-_: 
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goto test; 
~tarl _ 
kl"op-e-"T"polntb".O) ; 
.. ;:._, .. :l'f(kl (-o){Message(".polnto t',l)";cex"lt'{jfj.- ----.---
-----·-f·Dr(k-~O';k{10;k++) .---, .. , ,- -, .. ""- -
.... _---_ ... - .. 
-{ 
--------- -"2= read (k 1. &a 1 a [kJ • 14) ; 
~-"·:,,:--"'l f (k2 ! =14 ){Message ( ·poi ntb" ,25 leeK Ct() I )-
ff (asym:i n == al a [kJ .subl&& -"'5);-;';. levef=';;af;i [kJ • sec l) 
-( - - - - - -- - - - -- ----- --------
===-'-'-------'- --p rog f(·'q-ues",aia-[k J :pa-siY; ------ ---
,-----------'...:.~-_ , __ "closeO(1) I - - - - - ----
_____________ gotocorili __________ -----==-=---c----o-== 
~:::_:-_: _____ ~-_ - ::> ,--=-=- :-"-::0 __ ,_______________ c.== ___ -- - ---- -- -----
:> 
:::':::-:--,_::-~jidnt H "ERROR _IN SUB-SECUR ITV -L.EVEL:-\n·.-);~:=~-­
----ceidt.O f ------- -- ----------------------------
"test I _ 
------if"(d>diff) d:fff=diff+6'Oi 
-----,dHf=dHf-d; 
-----1~(drff'·--(= --2) ..... ----- ... -----------
--- < 
---- -------ksym.k=I;- --------
f3=writeCfl.&ksym.2); 
_ ... - ----- _ ... _- - gote test2;"-' - -
-_ ..... , _ .. -
._--------------_._-------- .. -" 
-)- --- -- -
---------ksyirl-;k=O; ------ ----- - -------- ----------- ---
.~T;=:.:.~~-~~~~,·.~_;, f3=wri te (f 1, &ksym, 2 ),; _~_~~~~.-~,.~~------ ,----,-'- .--.--' -
-------~-attsym. attemp=O; -------------------- --- ----
____ s3=write(sl.&attsym.2); - - --------~----------
-------close(sl)I -- __ L --- - - --- ----- -------- -
~~~:-~-~~~:: '--:_·-close( i 1); . --.- .--"-~----.-.-'--~~=.-------
-------~-C1 ose (f1) ;----- ------- - --- -------------------- ----
169 
-- -.- __ prog1 (" inval "."viol") I _______ --'J~E_a;_lc_~!lt;;_JI_rogram inval id*1 
-------~-- ce)( i t () ; - ---
~test2: 
--------printf("DOYOU-UKE TO CHANGE-tHE--QUEStlbNS?\n"'; 
~--,-"=::-=-~---:printf(" ANSWER y tOR n PLEASE.'n"" 
--------pr int f C ".::::.:;.---:..----------:...::.. -:...::-.::~;.:.::::-=:::==:....::.-\-n ,.) i 
~-- scanf("Xs".and); - ~------------~- . 
----------d3 tOJ=geti::ha r () ;--- -------------~~~_=~==-----
c:-c_c::o-,-,cc:- p r i nt f (" ****** \n" )1--- -~----- ---
-----------ifCandCOJ == 'n' )ceKit.() 1-- ------.------------------------
= - __ '_-_:~kl=open("pointb",O) ;c ____ :~-.~------- ._ 
--------i f( k 1(- 0-' {message ("pointb". 1) ;ce-iiHTHi--------
:::::~=:,-;':2if~!-~ !,:,~ __ '-k( 1_() I_k+_+.'--_=-:'. ____ .... _____ -___ ----- ---=-= 
:--~_~::::-':O'_"".1<2=read (I< 1 • &a 1 ark] • 14) ; ,_"C_ _-=c---,·,=_='-'-'==-='-= ---C.'_--
~---------- if (k2 ! "-14){ message ( "poi nt6" -; 2); t:ex i t.n ; }---
= ______ . if C asym. in ==. a 1 a CkJ • subl && asym .level == al a [k] • secl) 
----- ---{- - -- - ------ -- --- - -- - - --- ---- -
-- close(kl)1'---
---- -p rog2C "crb"); ------- -------------------------
··.bre.kl :..- -~.---.... --.~---. 
---,.---- -- - --------------- - ---- --- --- ------- -------
==~:-~_ '''-,}---c,:-'~c'=-','=:_cc:_:.:-__:_'__:_c --,_-CC-_ --------- - -- --- --==-=-=--=-----
==.:.:::--.:~--=-::-;:..-- ,----~~-.. -::::::..-- "~.-..:.:..--,::-:-'- . - ,.--~ ... - . ~,---. - .--.....:.:=....::-::::.:...:.. =..:'.:..:.....:.,.:.......:..=..---_. ~-:: .• ,-
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- cel< i t () I 
~'C'hl!ck6: "_.,-_ .. -_. _. 
~print;(II\n'·); - ------.~. 
~,q·O;- - -,--------
-printfC"ANSWERTHE FOLLOWING QUESTIONS PLEASE\n"); 
::clll'intf( .. -------------------------------~.;..---.;.;\..,"); 
-kl=cpenC"point6".0);- - ., _'_.---'-.-C.. ___ . ----
S;y_'-k 1. LO){mltssage (~pci nt6". 1 ) ; ce)( i t () n ----~- __ :"-"'"-~ 
fcr(k=-o1k"1rOlld'-+)" ------------ -- -------------
~:-:~=:~ ,_ -:C::~ :;':'-'c:, , --:::_-: -,c-__ ~ --:-0'''''-C"', ---_ -~:-::'"-::~ -- ~~-_c-~, _CC, __ =,,-,_- .: --::-.. ----
1<2= read (I< r'&iIIT.iti<lt1aT; ------ ---------
~.:".;=--:c:~jf(k2 ! .. 14){ml!!SsageC"pci.nt12".2)i"e-exTfon---:::":---- -- --
______ ~!(~sim~i"~= ~_la[k!.~iI.~lbf-:A~ __ .i-~¥~ .leveC;;=-~!~-=[~Lsec1 j-
=-='_"'="" __ "0=<,'- :'__ _ _-c-.:-::,-~--- - -- .-". ------- .. --, ___ ,,-c:o--= ___ ,'_ 
prog1 ("ques2" .-.r:ii"tkL pas 1) ; 
?~-:-_0-=~---:-.-.·-'~-C:lose(kl)j ., -- ........ ,-.- '_.;-- -'---':~~_7-:::-"-:" --' .. _"-' 
______ g-otot.rial;-----=:_~:--=-~-=- _____________ _ 
=:.'._---:..._,--_""_,-',0) _ -
-- } -~--- ----"-------
?o:c-c'prlnHC"£RROR IN SECURITYSLJB-L£ .... £L:~\n"3J0=-----------· 
-·---got-b- f.iu It;- ---- -----.----------- - ------- -- -
~r fa i: ... __- -- ----- - -- - - -- -- --------,---=::~:-= - ---
----'--m f=ci-p-en-C "jfse-c ret -,j-', 0 y;--'---'-'~---._--- ~-. ---~-
_ _-.:if(ml ( O)(messageCHsecret",l);cexit(n"}---:-~:-··---,:c 
---------;;;2=read (ml.&stYl.2); - .. - - -------- -------------------
~::-'c,-_ci F.< m2 ! '" 2 Hmessage (·sec ret· ,2) leeK 1 t ()!)-.:.:::~~----
-1 fCstYl;.-amii '= .. -'1){ Ci o-se(m 1-); goto -';-i ght!} 
~~L'_,dose(m1H:__ ._., _ o.~_ .. ~-:_~~.-_=:'=_~_::_:::.--ccc 
---'au-l t" f. ._-_ .. -- -.. ----.--- -~----. ------------- --- ,-------
= __ "~.. ' : ,'1Isym • k=O; _ _-----~ =-_:C_c-:' ...=. __ = .. -_ =---: 
----f3=write (fl,&ksym,'2) ;---------
=cc .. _coattsym.attemp=Oi --------______ ==.::. ___ :---
------ s3=wri te (sl,Aat t liym.2) f----=_====~~~=-_:--
__ c1ose(s;!) I' __ _____ ____ ,--::.--:::--=-=== 
. c:lose(f1) ;----- - -------------.------.----- ----.-----
clcu(i 1)' --.------~~_-_ ---. ----
----_- ----prcglC"inval",'·viol")!· 
=- .. C'eH i t () J 
--rIg hi: :: .. -.- "-.- .. .._-- "._--+< .. " -.-' "- -" -' .. --- ' .. - ._- "--.-._,------- -- .. "-- ~- . 
ksym. k= 1; _ _ .-~-.-=--__ ~---.,,-._-
"f3=writeCf1 ,&ksym,2); --.--.- -~--. - -.--.--.-------,-,-.-
~-.gd 1 __ .-'----:,~- -_-= __ -~~---.--.- ... ~~ 
-- -- . pr irit f (U \n" );- -- --------- -- . --- ------------- ---- ---
_ .. printf(UDO YOU LIKE TO CHANGE THE QUESTIONS?"",,) I --- -
---- printf(U .. -(ANSWER -yes/OR ne PLEASE) .-'-""}r----- - -
. pri nt f ("--------------~--------------._:::-_:~-_~'\n") I 
------scanf'("Xs".and)'-- -------- -- ----.------------------
.•. d3 [Ol "'getcha r () , ----:~--- -- .. 
-printfC"*******\n"); '- ------ ------ ---
if(~nd[OJ _= t"t )ee)(1t(); -- -.---
-'iFCand[OJ != 'y')goto agd; -~-
_, kl=opgn()'point6" .0) J .. --.----.- .. -
--._- -' for (k=O; k -( 10; k++) .. _ .. _-._-,-.. _.-
{___ -- -c. _' -------"---
--- .. _c ___ --- 1<2=read (k 1, Aa la rkl. 14)' . ----- - -------- -------
:_,_'---'--=_-_·_!~~asym. in .,,"' ahrkl.!iubl && a!iym.lev&ll_"'~:-_~htkl.!i"c1) 
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{ 
close(k1)1 
-_. P'l"og2(fl crb u )," 
cc.,_.... .__.-cb t'e .. k I 
--.--------} .-. 
> 
---ce>< i to; 
~heck7: __ 
---------p·:,.-i"nt-f("ENTER TERMINAL -NUMBER PLEASE~·-\n-i'};---· 
~-==:-~., r i nt f ( U ------:_-: ______________ ...;_-: __ ;;.;-...;\riD U-:--::-·-
-UyinlSl=getchar<H-- .-----------.. - .. ---.--.--
. ::;o.~.:::=nvll=open(ttym'2) I ·~c:-=_- -:_c·_:":':_=-'._._._ __.. ....---- ---
----H (";;-.,11 (O){ p T'i nU ( "ca n- not-ac·cess-t-t: y«i\n"Tlgcit-ciTnc ; ) 
~c~·:··:'w~1t. (ne 11 , • U ,2) .-~ ---..-.-------~~::__:_:----
wrlte<rle1.1'" "HELl.O !"! \n"-,-9-)';--- -- ---.---
--==::.~:c,~rl tt!{nell,;'SOME BODY-.1JSE THE --SECURE -i"-ERMINAL~!\n"-·,36); 
cl oseT"ie"fi ,-;----------.. ---------=~=~=__=~ ~--
=--~~~:~~-:::-~--:"'~~-q~Q_; -_. -' ,.- --_ .. ------., .. ~~,~ -,::~- .~~ .. _---"._- -- ---- ,"~::-' ..... --.- -.:~~ :~----.-. _ .. ,. "--..... --
prlntf("PLEASE ANSWER THE FOLLOWING QUESTIONS:\n"); 
=:~"'c'~"'-: H~H ~:~-~~~j--:-~=-:=:=:::-"''''-~;;':::~':'-=-~::-=~==~':'':''-''':--\'''~' _?J __ .- .. 
-. kl=open("pointo· ,OH -.---.----
-------1 f (hT OHmessage ("pol nt6"; iYlcexTHYlf----·-·-·-·--
=::"cc,,,,.,- 'for(k=O;k OOlk++)_ _ _. __ . . .. __ : ___ -~~--- .~:.:-_- .. (---- .. _- ---_._---_._-_._- ._--_._._--_._----------- --_ .... 
~~=:::'_::;:,',_:'.~::_- .. -1<2=.read (k 1, &al a Ck J ,14)f -~-: .. :----_.'-~:::_.':.-._'.:::.:'::' :-:--c: -.. 
-----------1 f (k2! ;'-14) {message F;po I nt6;<;2) fceKIt() ff-------· 
171 
- --o=~c_::=~,,~::'-lf (_a !!}'_~-~~n == ,,-aJ_a [ k J ~ is u b l_A&asifli:'le;.i ef= .. = . a!. ,i~ kJ ~s e~ 1) . 
{ 
~~-=:=~_~_~~ -.. __ progl( "ques2" ,a-l.itkl:pas-fH .. '---:,=_ - __ - :=-:------
ciose(k-l)',- --.---------- - _.-_. - .-._ .. 
, .. -.-----_._---- - ---------" ... -------.. :::.=c=c'C:=:::'.c~::: ::~.:~\::~C"-"ce ~.! (1 f· - ,c,:_c~,c:'''::,.' - ,cc~- =,=~,._. __ ,-,_c-·._==.,· .-_.,_ . ~ ____ .. _ 
.. -- -:- .. --.--.~--.-~ -_._- . ,----" '-:-:''::'':=''-=-~-------=-:_- .. 
----- ksyin;\<=O;--·-· _____ ._ 
f3=write(fl,&ksym.2)! _. 
--------- attsym; attelllp=O; ... - .. -------------:::.~-.-~----- ... 
s3=write(s1.&attsym,2)1 
- -.... --.--- - .. close (s 1); -. -. - . --... -. _____ c..c=-=._~_-. __ " __ ._ . 
-_ close(f1)' 
- ---- -. closet i 1); .-. ---------- .-.----------- ---- - .. -.-.---.. 
__ p rog 1( • i 1'1~.,.lu .!."y i 0 ID)} _ ... 
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ceMitO! 
=-::1'";41 --~--'-----' 
. printfC"\r\"); - - .. --. ----- --.-.--- .... 
=printF< "DO YOU LIKE TO CHANGE THE QUESTIONS?\h"); 
-----pri nt f(" - (ANSWER yes/OR ncPLEASE). \1'1"); -
~-.-_ -pr i nt f ( .. -------------------------.... ------...;;.;.;;-.... 'n-" ) ; 
------scanF(n1.s~'and); -.'---.- -- - -------------.- .. -----. -"-" 
~_, ___ -. -d3CO]-geteharC); .. _- _'.~~'_ .. '-- .. 
-----pri ntf ("******\ri"); -_._- .. _-, .-. --- -- -----".- ~ ... -
=:::,-c-"cif(end[OJ -= 'n' )cexit(); -.-- _'-·.c=-=,=--··- ----
rHand[Ol !=---, y' )goto rg4; -- . ----.---
o~~=.=lIl·open( ·pcintb". 0) l._ .. -.-. --··---c---_-·:cc, ______ -_-==.---
l"f{Ii1--rO) {message (" pcint-6'" Dlcex i tOl} 
=='--:.::~'~--- -::~Qr(k=O'.k(10;k++) ._-"- .------------ -. - .--
----- _ {-__ -____ ' ____ . __ • ___ .c_=. ___ .. ___ . ___ . __ cc. __ ._=c=.::cccc_ - . -- -'ee'_'-__ _ 
=-=-=_,,"'c-cc1c2"'reecf( k 1 ,&~ la [kl , 14) ; .. ---.. ':':0==-.=0--=,----.- .-
cl: f( k2! = 14Hmessage (" pal nt6",2) ; c-.t>i"l't'f'fi'j:-::---------.-
__ -:-::=::cc'H'{asym.in -= alatk] .subl '&&iiosym:-hivel-~--=.::'a'.Lkl ••• c1) 
------.- ..... ---1:-------. - .. -- .. - .. -.-.---.-----... ---.. 
--- - - - -. ,-'=:---~~ce1ose (k 1); ·-----:-~-~~:_::___:c-___:---· 
~:_c:::_c:",,: ): _ :<__ 
---cexrt~ffr~·--- -... ---------- -.----'"-----.---~---~-----
=}=':--:.':-: . --- _. - - .----~.-:-----.~=-::-:-=-. 
. -----------.--~-.--.------------~--,-. -
-~ccept (r~py-------·---' __ -.--' __- ?*A:ccept_ ci"at o1 -f rom_.t hE!_ ~£!_eenil-:- -::-_-_c_~ha r-i r i Intp-; ... 
{ 
---~,-,.---. 
. ---- -.. - ~ ... ' 
. ----
"." .. --- . 
172 
,====~ _____ . __ ::c _ __"' ______ : ___ . __ ._._._. __ 
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-~e$sageCname"1ag) 
:, ---eha r *n.a me; 
-int Hag; 
i'(f1ag == 
-( 
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printfrJlF'ile XS "can not -be-opened:\nn-'namii>;--------
_ __ ee)(itO; 
------,. -- ----------- -------- ------ ---
~cc,~-=-ci -f C f h 9 "'=_ 2 >. 
+ - .-_. • ._. -- ,--
-------.( 
::-- - )-
-._-----_._------_._-------------_._----------
pri nt f C uFi le ~$i. _.!"ot_re.ad __ ing-~\ri';Z,n~m~) I~~:-c 
-eeK i tOO ; 
.... _- ._-" _ .• ,. 
-----l'(f1.ag ==3) - _. __ ._------- --
-- - .( 
=-_3- _,,-= 
---_. __ .- -
----- - ----- - -
pri nt f( "F i le %$ is -not wr i t:i ng. '-ri" ,name)"; 
ceKitC); 
.. _-_ .. ----
==-.c.=",--",,-
_ "Sp: 
---•. itiiTeTi<k)"-----------------------------'--"-'-'-"------------
=~ __ ,c,::-=,{ :ifC'A' (= ~tiJ ~&- c[i) (=' Z') __ _ 
-----Ca [J+"'-J =c [i "'+J +' a' ..:'A'------------- ------------
=-0:.~~:;;_~.~:~: . .:-~.~O.;_:.__.__ - - ---- - -.- --- ----------- ----:-:-::-.7:".-:-=:--
___ ______ !l ot 0 __ s p; ________ _ ____________________ _ 
:c=~-:~1i~yf'C ~n].c;c== ~::,-c-'---"":"':C=c--"fI] ==--< ;'\-~CC ~=-=-J=:"':=-cc.-~;~:-:-::~::::=,"-'=--
=~~:c~, _ ;to:'::! rC-I: [J._ j -:.,= -"~- -" 5-==-,-~_=~----- ~~: ::~----------
=====,,::~'-=:: __ =., 1 f ( n:;!='1 i: '-.;;_:~~-~-:;:'c:':,- ,~-:~-=----::,-::=--:==~-------- ---- ___ c_ - ----
{ a [J :'::+J ';cTi++J ; 
-:' --_:-":n= 1_; _ -~-~----'- __ ,:"cc_'-'_~ -==_=--=-=::-=--=--:::-============~===-'-"--
got-O::~sp ~_ 
._--- ---
---~----
. - . --------- --------------" 
-- ._- . "- _. 
173 
...:.:.---. ---.~-------.-. 
--_. -- i 
::---~,:: -~c" ::~.::~~.;.::-:::::=--=-::-=-=-'--i 
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} 
n=O; 
gete spl 
---ifCa[J-1J==" ')(a[J-1J=' \n' Ib++!> -
CC. '1!lse II[JJ=' \n' I . 
. -'return(b)' 
1 
-----_._-.-_.- -
~---- ~- -- - - --.~ 
174 
-progHerdl;lfarl) -----.. ---... --:-.. "7*This"rouHne is te call any pregr 
:"_~~~har *erdl IJ'*bypassing the pregnm name andt 
char'*parl r·----·-·------ - .. --. --',*file -iiame*"" 
=C'=="{ .. .. '.~'~-C C. C.c··c··· 0"-'-=-'=' -",'·cccc c~" ='=""-"'==--::-~~.::-=c'=C· .---
---1 nt·i=r.f2; =-" .c .. =':"-=-_" __ ,_c .-'-_ .. __ -=-c,~==_==.=_ ___ . __ 
:=--,,~::.~l.ferk (); .. ::-..... -·--c~·'-·.---c,-. ---', _ .... _., .... __ ._ .... __ ... ~-.. -.-.. -
ifTfl =="0) exeCl (ol'dl',e-rd 1, pa 1'1 ,-on --.------------.--. 
==~~·:_1'2-wa i t (&f!) 1"-'-' -.::-:-:·=~=C==-··--·-c;-.. · 
==='=If (f2 (0) prititfC"Xs' errbr\n", erdl n··--=e=-.c==-·· - ... .,- ... 
, - J ::'.-__ ::':::--- -. -
-preg2 C e\"d2)- -- --
c. -.·cCha I' *erd2; 
--.. -
.~---.----. - - .... - .. , .. _---- - - -. -... - .. ----------" . 
. _. -_., - ., - - . 
-- ------I*This' rout ine-cal1-anyprog ram 
.,*by paSSing its.:ni!lme *1 
~-- ....... _ .. -._.... . ._ .. __ ....... - .... ' . - .. - '-''''''''--- _ ..- -
_ i nt' 8lt 0112; -::.==~~:--. 
--.n=·ferkO; .... -- ---"---'-.-- .. "-"---'---"--' ... -' 
-·"-c'l.f!.ill==O) e)(ec I (erd2, erd2. 0) ; '.ecc-.c. -,·=~=c-··--····-···· 
a''z "'",aTt r& a'l ,.l-'-c-"",-,,,--, --.--,-.... .:..:..- _cc __ ._ ",,'-=-'=--.... - -.. 
0::=--,,-. -T.ta2 (O >.p ri nt ft "7.s "J!! .. re r\n". 0 rd2) 1 . ;--= ... :·.·':_-:,_::·"c-:~:~·-.:c:c·--· . 
.,._ .. _-_ .. __ ._-----._- ... -----_._ .. - ._--_ ......... __ .... _ ... -._-_. -'- ...... - .. 
. -_. _._.. ... _ ...... - --'-' ----.--- -----_._--- -~----.--
---.- .-._,---... --.--. - . - .. _. - _. 
.. 
----_. -- ~ .. -- .-- -- --
-- --'-- ._---_ .. . 
~.--- ----_..... ._ ... _.- ._. 
*1 
"ce1pherCm.n4.g) .. _-- -1_*lbJ~~!o~~ine is'ttJ ... encrypt the name*1 
---"-'-char- m[27J; -- .------.. 
=~.c:c.c .. 'Cha r n4 [273; 
----1 nfgl---------- ------_._. =-'= .... ~ .. ~=.=o.....==c.._ ... ____ ..... _ 
< 
-_ .... - - _._--- -_ .. _----_. 
'-.- -- ---------
. - .. -
........ -.. ---
-- - - . _____ ,_ .. ___ ._...c:...: __ .. 
- - - -- - ------- - --------------------------------------
Jul 20 11:16 1979 ver.c Page 16 
case 2: 
case 3: 
---- --- . __ .' 
---------- ----~,---,---.--
case 
r=t+23; 
w++; 
break; 
r=t+13; 
.... ++:; 
break; 
, -'-' -':....-~,--' --'-
. ----------- --------.-- .-
---_._-._-._--- .. 
4:-
"_r=t+ll 
---------~------.------------'-----'--cw++-;---'-"''-''''-="''="'==c=,, ______ _ 
-_., --.--. --- -_. ---' -break ; ~--~~,_----:::::=_=-""-ca se--S:- --------- .-~,------------ -----.-
-_._---.---------_. 
- ~ - _. _  ._-
-r=t+14; 
====---,---- -----
-----'--';'-:'0 f ,-=-=c=-~ __ , ___ _ 
breakl 
--,----,------- -----------) - '--'--- ~~-------, 
-='",-===-",,"c-..o-..c-=-'-' - -- '_' -ic::":O 1-'~-I*dumRiy -,;;tatement* I i'ffrl=27) r='r·:':27;--·-·-·· -- -----------
--, ---~-=-=-=-::-::-~-:-~ _ ---:-}-:-:-'::------- -----,- -, 
----'---fo'r< 5=0; s(27; 5+'+ Y--'- --'" -'-"-'='-=000' 
if( r:=text [s3 ;-num) -';4 rn =it-ji!)(-t-ri;] '~'let t e r I 
--------------"--, ---,..---
'o-n4[iJ=' \0' L 
------------retu rn;' 
~:o_~=::c::_,' -'.o.,,-L 
-------~ _._-,---------,------------- ,----- ---" 
----, -, - ----
-' ">---"-.- ._. --"'---._-
- --.--.--.- --- - -. - - . 
"-i'~bl i!!- (' j' --- -'-='_=-C",cc.:=,'"-==~".:..c",__,,-,-_,,__,,, 
==, '';{_C _" 
._----, ---.--
- ~.--.. ------------
------ .. _-_ .. ---. --_._---- .. _._ .. 
=o-=cc,=_, _, c,-C,'-- ' 
---- -_. -,,- ---' 
----fi'iCll--------,----,-- __ ~, ___ .:,,' ___ c,"" -'---=== 
~~;,:;',:"f"or( i"O; i {27; i++)-
- - {--- --- -'.,--
'-=- __ :_:-'teKtti3~num. i ; 
-"'-"'-.--.--- --'- ----_._. 
--'----,.i!Kt [iJ letter=alphatf1; 
:J--~ c-~ __ 
====-;;r'ie"'t ur M1--. ---' 
~:F :, ~:, -::-- c--_ ''-~'i.:L:,-~,=,-=' -:-
,- ---------- --------~-----
~--'-,----- ------,---,---
----"-'-----=-~cc---- -'--
"'-~:.:=.:=__,_=c..c_", _, _,_, 
,--'-----'''----'''-,---'--
'-'-- -
--- ,-'" .. ---
_. ------------ ------_. 
-- ---_._-
175 
--__ . __ .. _ _ __ . i 
---- ----' ------) 
, 
176 
'-stl"uct<1nt keyl I*This is 'the ma.in!iii:i:GIj'_r:ogram in the system*' 
I:,:::-=.;:~~,":::::~eha I" n [27,1 ;___________-'''-'-'_-_-_:_ - - ... -- .... _-_.- --~----"===~=-. -----int l' 
I ?:.::--..:---:~_ . i nt dep' _. . .-----~--------.-- --~' 
I ~:- --- ~"t lev 1---- -- ---.--.-----.... -
=-' .. C'-"lnt catllint cat21int cat~Hint' cat4;rnt-.'E~lt~;int c:at6; 
I"'''--=------int cat7lint cat8lint cat9lint catl0fintc-atll1 
I ==c==-:--:"I~!'~~! ~ 1 .~. --=-- ~~--~---- --- ----.-:.. •.. :--~~=-----
~::7:-7-~-:::~~~:=-)5_ym [:50] 1 . - --", --- .- ---
-st:r-ucHcha I" nani[271 H nt--aept; i nt -levei i 
::::--c::?~.".c-':~-~,.:i, nt c;11"111 nt ea r2 H nt -ca r~i1nt-'car4 \1 ntea r!5 ant ea r6 I 
int.-car7 I inCca-rSn.ntcar9; fntcartoHnt--car-UI -
~~:'.'·:7_:i nt i n 1-- ---- _- --~.~_~",. -cc. --"'---"''--='--
____ -rasym;----------------------:~~--_ ... 
- -_. ---_. 
- tfifi:,cH int plutiili nt misl>n,aC;- --------.. ----.--'.=-.-
~'necho(flag) .. 1*This f'outineilitc-nide the pas_wo. rd*1 
'--Tnt --nag; ------... -.--------- --. --.- . ------------. 
:-:--C:,{_'< _ • .c -.- .. -.. -------.-.- . 
. =-'''CC--=='st-,.uct{ cha i'-1 speed. ospeed; - -. __ ,_c ____ -'==_c=-""_. __ ._ 
co ____ ... __ char -erase.kill; .-. 
---.------- ---·lntmodel- -.--- ------.---.-----. 
~=c;.::'.;=c .__: · ... 1-a rg; -.' ___._ .. - .-~ -.--.-
---gHy"fl ,"'&a rg) ;-------------- --------- .. ------- ... 
=~:.iJH'l.g •• Q) .. ~--.-------------- .--.------~c::=_---- .--.-.---
a rg ;'mc:ide=a rg'; mooe&077767; ..... :=c_:.c.. ___ ==.ccc.="-.=."-=ccc-"'._ 
~~-:l~e-_ • 1"9 ~irlode .. a rg~mode+O 10; ~-~--=;_:___~c·c':?,,·:,c:::,·:': __ =c,-c-,~,c._.::- - .. 
sHy( 1 .&a rg n -- .. -- ... ----... -. -'. -------------.-.. ---. -.---.-- . 
0:=' •. '.:.1-.=:.,'.'.:.. ".. --. - - .-.-----.. -- ... --. 
sl::-fuct-{ .c ___ ==-_. __ 'C_._-'"_ ... __ .. --'._. ______ ._ .. -.-- ...•. -- .. ------------ ... - .. 
-.--.----. "'cChar 'namet27J; .. -.. -.--,::-=:.-=." .. -
=:::::::=:=:-=-='~'--1 'nt ~, 1 ; .,.--.-:-.-...:..~.:...---...:..:..:. .. ,--=-.-:~--.---.~ .'':--~:':'''-- -.-'.~:"':'::,:::=-'::.:~-:""":::":" =::~ ";..-:..--_ .. 
==:''''.'':'' :'-:int nol '. - ... -..... -.. ---- .. -"c;",'.,=---'-'---' 
.--. "'}1 ogsym t:ZOOJ;"---··· ---- - .-. - ... - ... ---.--.----.--.- ---
~~a'i'.,.(_a~gc' argv) __ .: __ .. ___ .____ --"-"---.----__ .. ~_~.-.~~~_-:-~.~~~~_-.--
,--int .. argc; -.. -' --.--------.-.------ .---- ----.---.---.------.--
-~_~_I!..r:, .... a rgvi ~ :..c_~:· __ ._. ___ .. _ _ . -.-.--.. -: .. - .- .:-.-.--
__ {_. _____ . ___ .. ___________ .. __ ._. _ .• c:_.=.-_:=c_~ __ =c:=.=_==·c __ . 
=-==::C·._'lnt ag1.,ag2.ag3.ag4.kH - -.-.- ..... -.:'7::=:.-:-.:.:: ___ :---.-.- . ---
·---·cha r yl [273 ;-.. - -.. --- .---.-.. -- ... ---------.-. 
:=int r1>r2.1'3;_.·:~__:_:_:·_~:·-­
cr'i"a-r K H27H'- -.. --.- - --. .. ----- ----. 
~:==:=:-c iiiti t. i 2 • 11-.b'-f1 -, i • ". C DU n 1 .k'j)r::- >.- - -- ----
cha r' d [2];-----.. ·--- ---- - -'- .- -- .-.. ---
~~~::.:~: int add.o d~. 14;q; -.- . - ------
----i<=kl=O;-·· .. ---'- ------------ -----
------·-"1 (" .. t' "' .• 2')' -.-. --':-' -.-.--:-,-::-=.-.:-.-==--=.=~ -.- .. -
.::c::- ... ..-'_...- =open . au n. .'. '-:. . .-. ___  
----·--if (f1 «i":i< prinU-(" a-uth-can-not--be-op-ened\n'i)fgoto c10s D . 
'b.!9 i~~'l~~~~(i' ~~" ); '~.'~-~_~-~-':':"=-':':=~~-':':: =-:.....:...--- -~....::.:::::~=--= -- -. -- .. 
::.::-~~~:pri ntf (" 'n° ),-------:::-----.. -.-. -c-:::-~:-___::- - ----
---prfntf("\-""'f-·-----·-·· .--- --.. -----.--
~~=L'P_r~_n~_~~ \n·LL-:---,-~ "::_~~~,::~:-::-:"·:-:'c.:.-~:-.. --.'-.--~';"'C-:--.--~-_:._.:_= __ ..... 
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print.fC"\n") ; 
-ilrintfC"\n") ; 
printfC"\n"); 
printfC"\n"); 
printfC"ENTER YOUR NAME PLEASE:\n");----.---------.-
_~rintfC"-----------------------\n"); 
'necho(O); . . - - -... ---.. ---------. 
177 
I1=accept <yl .27) ; I*Ca 11 thesubrout-1ne- to accept data froM th 
······necho ( 1 ); "'.. -- ---- -------- -.,_. ----.--_ .. 
,c:c: c,ccl:oun i=convertcyl ,)(1,11); ___ 'I*Thisrouti·-iie-i::cirivertthe name to astanda 
------ % 1 =1 i-coun1; . ----.----- .... -.- ... -- - ....... --------.. 
~;'-':-:~dd=addre!isC)(l.tl);.I.*This .rputine1sJ:irc-uiilte the address from 
b=add%29; - ...... - -----l*b-·-contains -t~ll! add ress-of· the record· *1 
~e-p: ,.~-. . _ .. 
-. , .. -i1=seek (f1, 61"-ti,O) ;---.. ---... --------.-- ... 
:'::c··::i2=read Cfl ,&sym[bJ .61>; 
·--if(sym[bJ.I != 11 &&·sym[bJ.pcin 
"cc~_'-'-. < . 
- -- .. 
---'-m1ss'f .--. ---.---... ---- -- --. ---
-., . _. . .. printfC"\n");. . 
-.--.. - .... - pr fnt f( .00.) ; .-.--- ---- - ---.-.---.--.--.---------.-.--.-
=_:---:: ·c __ ·pr1 nt f ("---------------------------.;.---.;.:.;.;;:---------------\n" ) ; 
--------priritf("*-SORRY--YOUARE-NOT--AUTHORIZEDTO USE THIS SYSTEM *\n" 
__ . -·pr intf C"--------_-------------------------~---------------\n") ; 
----- -----k++; - -----,.-- -- -- .. _--,._,. --- --, ... ----.-----------.- -
--- ._---._--- - -
,._._. ____ ._ ·,c'''·:tfCk. == 3) goto cIcs; __ _ 
-----·---printfC"TRy AGAIN PLEASE\n·'yr -----.------------.-
~~:::::.-==cPr i nt f ("----------------\ n") ; ---",·""-cc co._,=·--
gato-- begliii------------·--·---------_-_ ..... ________ .. ---.- .-.---
--=:-c0} =_ ._____ ........ _._ .- .-- --_:-------
--e-fsl!lf (s)'-m[bJ~-C==iT-&&-sy-m [bl;pol n-T=O,-----gclto -check; 
·~lse~H(sym[bJ.1 ==_:IL&&sym[bJ .poin '-"'=-:~)~",otoeq;_'­
--ei"Ise·-b=sYm [bJ .p6in;---·· ... --... ,- -------.----------. ----- -.- . 
co- ';j;j ot 0--1' ep 1:::_::-:::::-::_,:-:::=:: .:-~:::~:::~~- ____ ~;_::_-"c -, -_____. ,.c"c=:...,===,,--=-CilieckT--·--- . -------------.----
__ .-cc"l' 0 "-Cz,,,O I 7'f 1 1 I % .. 'to} :-:::,,::=---: ..,' .,~::==.-,--:_ -- -=-_. --""'c.,.",,· - -
----- . (; ()(1-[ z-J-!=-sy~'rbJ~nfzjT-----='-'----"c"- ,.~=,----=-:=----=--=-----:=-- .... 
=,_ . ._"c . ._-- _~. __ ._cc:: .. __ __ . ______ .__:._-____ .:.=~=:-~-­
~=symtbl :pci"l" ----.. --- ---------.--.----------.- -.-.-
. Oc:~::-,_=__ __ ----_c:c:_9 ot 0 Te p i __ ".-:-- . -_:::,_. __ ~,_,_ .- - - =:-__ .::::--~.::o--~::'=::=~_~-: _ .
-·r-- ----.- -----.----- -.- --. --.-- .---.-----.------ .-. 
==-~c~'c=-.9 c t 0 _8 xi s H= :_c. :-_::~=~-.. :-C": .. : --: - . . ~ :.-::-=_:.:-.:. ____ ~:=_=_cc::=::.~=-._::::::.. -~ _ 
-eq f--"- -----.---+--- --.---.--.... ---- ... ------- ... _.-._._.- -_. -------------. 
. :=c_: __ f'or(z=Olz<Illz++) ______ . - :~ __ ~ .:--::_-:-.-:...:.:....:..-_.::-=-_-__ - .. --. 
---in£nz]· !=--5ym[bJ-~n[ZJ) -got.omiSs; --.------- --
~!..1I~~,L.::c __ . _. __ . ____ .. _c. . .. ~= __ _______ ~ -:_=~ :-:=:::~=-=.-=-:- --- -.-
aigl=cperiCn joiJ"fnal-n,-2)1------- --- -----------
.~:-.-='-'=::c:=k 1-0; __ __ :--:-~ =---, --:-:-:- ----::-. -. :::''''::-·c'::--::::::_:::: ::------
------kl<1 j-----.----------.. -.- - .--------- - .. -.. ---- - .-.-----.... -.-------
~_==_-==__=c_":::::.-:~=-cag2= read (ag 1, & 1 ogsym [k 1 J .31 H =:--.c:--:-::-:-. 
fHIogsym[k1J .no==O) .. - . .----.- --.----- -
:=-:;--.-=-=:::::~:i.:c--'_::0':~,:-: -( .-_ _ ...- -- -.. -------- --.... -------
- -
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ag3=write(agl.&10gsymtkl-r;31>; . 
elose(ilgl) I - --.-.-.----. 
·----gotokk5! --------
) . - .---. ··c,,·'-c-.;.----··-···- - .,- .. -.. 
-.- .. -
-,--+-- --"------" .. - ------- --"---++kf; -.--- - -... " -- _.-.. 
if(k1)200)(printf("NO 
goto kkl;' 
SPACE AVAI~~BLe:-JN JOURNAL \n°); goto clc 
kk~: 
---f3=open("tabl". iY; ._.-. - .. ----- ------..:.:...-: --- .--=-~.:=::....-:=...::...--=.--.-
:::~-:::-_tf'<13(O){printf("Ubl can not:be opened\.-iiio)Jgoto-'C:losl}· 
--- -aqua 1 (asym. nam. x-I", I 1 ,.-; - - -" .. ,-_._- --.-.-.----.. --.------- --.-.---
::. ·_asym.dept=sym[bJ .dep; -- .. - '.C-."~7C·-·:-:-=c-c·",'-'-·· ,-
--·-.sym.level=sy"m[b] .1evf"" -------------
"'c:,_ ~ ... sym. ca r 1 =sym [bJ • eat 1 ; -.-:::::"C?-.. ,,:oc _: __ '_c..' --'-"_-.cc - -. 
---.sym. ca r2=sym [bJ . c:at'2; ---------- ,,-. ---- .. , 
~~:.~"ilsym.car3=l!ym[bJ .cat31 . _. _ .. 
---.sym:ca r4=symtbJ • cat4; .. ---- ----- ----.-. 
co_.ilsym.car5=sym[bJ .catS; ___ .:-~~---:::--::::=-'----
--- ,-- asym. ca rb=sym r bJ • catb; - - - - .-
:;~, _:"lIsym.car7=sym[bJ .cat71 
---asym. ca rS=sym[bJ. catS; 
.~ .. sym.car9=symtbJ.cat91 
.. -- ... - _.,--_. ~.-.-
- . - _.-
asym. ca r1 Os::sym Cb]. cat 10; .-.--.-. ..--.--.",---.-----.. --.--- -_._--. 
:.~. "iI&ym.c.rl1=symCbl .catl1; ---=-- ---~----.---.---
------;.sym. in=sym[bl. in1 ;-.- -- --- -.--,---.- .. -- ,----~-.----.-.--. 
~-: ·,:_:::.i4=writa:(i3,&asym,55)' ---, --. --.-.----~ ,--
--,- if( i4f=' 55){ pri nt f (" asym --is- net wri t {rig \n';ngoto' cl cs; > 
==_~.;c lose <i 3) ;._ .. ~- _~_,__ =:"C-==--~ .. 
--,,1=open("fred"i i); .------.----.. --------------
=--=c:-::':7ifCr! iO){printf( "fred ~iln-not be opened\ii"U.9otc des; > 
----mac. p1um=sym Cb), le" ;-,-' ... ,-.. - -- ------- .-------.. ---. . 
"'::cc:C-mac.mis=sym[bl.inl' ~:· .. _ ... _c ·_=~-:~~:_=-,,,L·---=-"'.----_~ . 
--r2=write( rl';&maC-,4) ,-.--.--- .. --.-------------------. 
=e=-:::-c1ese(,,1) I - . -----·-·-·c:c.-,~c··,_"···-------· 
=runl ("ver'; '''tabl'l )--(---,,·------I*C;i-i l-t:h;·~~~'{ffcation prog ram*1 
"m oh : .. 'C':=:,_,cc:c- - . 
=-'--i3=open( "tab2"'On·- '-'-' .. --- -.. -. -- .. --- ----'-::~-"-:==-.--- .. --
~--'o:H(i 3 (O>(pri nU ("hb2c~n.notbeopened\n~n..9otc-'Cl os I) 
----T4=readCi3'&ksym.2) ;-------.. ------- ... --.----.. -.---.---- .. ' .. - -' 
~_jl'(ksym. k :==:(P:::-:::::--:':-.. ~.=: .. 7*11eans .vioril'l Ol'LDCCUre-s*t ---.. :: ' 
r~----·-·------·----'·-·~'~-----·-·'·· -------" .. --.--------.- .. -. -
--_-_-co'--::-_'-"ej) ri ritf ("\ I"! D} l-~-_'C'~cc':':-:~::,,:'c:-__ -:.e,:'::·~-c_=::':~==O-'e=_o_.::==_~ .. "-co.,' .-'e-~~·-= 
----pr i;,t f (" "T ;----------.. --.----------.... ------ ....... --. ---
=-:~':.~:L:,:~pr i nt f( .. ""---_:-------'--------..;:; -:-..:--'..;~.-'.'-:;--_:_:;;.-'--';;;'---.;.------- \n" ) I 
---p-ririH ("* SORRY--YQU' ARE -NOTALLQWED -TO'-U5E--tHE SYSTEM! . *\n") ; 
~==L'pri nt f(" ---::-_-'-:-:-::--_-:-'-:-::-:--:: .... --,--.::=-:-_='_-:-::.:-:--'-;;;;:;.:':'-_:---.----- \n • ) , 
- cl cse n 3) r --------.--- --. -------.-~.. - ... --.-. -' . -
~-=-==-:=::~:_got 0 cl cs'; .~~=-=:>:.:~-~~_ -j::~,~: __ ~:: __ ,.:-:.-~.=,..: __ .. -:-~~.~.-=.:-:..:.:..~,:-:: -. ..:-:-_____ -':'-===,-:.-:=:_. _ .. '.::'- --._--:--} ---_. - -- -- .------_._--_._-_ .. _---- _. -_._--------------_ ... -
~,.f (ksym. k==2). ..-_ .. ~~--.- . ----.----~--:::=--:.=---=:-=-=-:=.--=-- . 
. -< pdntf ("\n") ; --.---- -------. ----- --------.--- '---
--,",~pr i nt f ( D_:-_______ -:.;.::----:------",;;;.;;-"":-"":-:.:'-._-'.;;"':::;;;-,;;;-'---'---------- \n") , 
--pri ntH "*SORRYYOU -'ARE UNAUTHORISED TO lJSE-THIS ENQUIRY *\n"); 
__ ",_,p ri nt f (" -'--:-,;.----'-~--'_:::...;~-:-----------:--.;;.-::'-_:':"':=---=---~--:"=::_..:-'------- \ n") 1 
-- close (i 3) 1 ---- ----- - .. ----_... . ..-- - --.----- ---.- -. 
~ --- ._- ---'--~--
.. _- -- - ._- ---- ---
I 
'=='-"= --"---.-.-.-.-"-- - -.... . . I 
- I 
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} 
~lese(13); ._ 
-pr i nt f (-" \ri"f;-----~---- --. -------- _ ..... - "-"-' ---- ----,,----
oprlntf("YOU ARE WELCOME TO USE THE STOCK CONTROL ENQUIRY SYSTEM\n"); 
--p-r i nt f ( .. ---;..-=;:;..--;..-----;..;.....:::::::.-...:.::;..--..:-..:.-..: . ..:;..-::....:::::=;.. . .:.::-.::-.::;....:----;..------ \ n" ) I' 
-: .il=open( .. tabl",O);-- ------- .. --- - -
, ---1 f( 1 1 (OH pr i ntf ( "t a b1 can not-be ope;,-ed\n"T; g'otoc 1 os; ) 
=..c.:=i2"'read(i1,&asym,~~); __ :._~-:~~ ____ :~- . 
---1 f Ci.2-T,,'-55){pri nt"n "tabi-can-noT-reading\n"fTg6Eo'ciios;} 
=~'"C ___ if(asym.dept ~= 10) gote 'enq; -... --.=,,---- .. -- .. ---.-.-
-"-ed":---------------_· .---------., .. - -----. ---
.. _- . -
--jirTritf ("-\ri·) ;----- ---------- -- -
=~-;. ~p r i nt f .(.H \ n at ) ; ___ ._ - - - ------ -----:-= -~~. __ .--------
--p r l""nt f( "PCEASE ENTE RTHECODE -'rOSATI SF Y-YODR"'REGlI.J i REMENT : '" n" ) ; 
~c;:Jlri ntf (U _______ -:--------:----:_:---------;..--..;_;;;;;:=:..~~;;;=_:;..=;..----'nU) ; 
---printf("\n") 1 .--- .. ----. --- ---- .- ---- -----.---- ... --.. -----.----.-
. printf(" * CODE 1 FOR MAINTAINING THE AUTHORIZATION TABLE.\n"); 
printfC U ------ * CODE 2 FOR CHECKING THE "vtdLATIONS FILE.'n"); 
:~-_printf(" _ * CODE 3 FOR CHECKING THE ENQUIRIES FILE. \n"); 
- --printf("·------*- CODE 4-FOR PRINTING THE-AUTHORIZATION TABLE.'n">; 
~~printf(" _: * CODE 5 FOR THE STOCK CONTROL ENQUIRY SYSTEM.\n"); 
---printf("--'---* CODE 6 TO INITIALISE THE-\itoLATIClNS FILE.\n"); 
printf(" * CODE 7 TO INITJALISETHEENQI.JIRIES FILE. \n"); 
pri ntf (" * CODE8TO INITIALI SE THE ONE-fTME PASSWORD TABLE. \n") ; 
~-~-printf(" * CODE 9 TO INITIALISE THE JOURNALFILE.\n"'; 
--printf(" * CODE 10 FOR CHECKING THE--jOURNAI.. FILE.\n"); 
~.~prlntf(" * CODE 11 TO CHANGE THE QUESTIONS OF SEC-LEV ~.\n"); 
----pori nt f( " * CODE- 12 TO -CREATE AND--AMENJ)-THCpAsSWDRDS OF SEC-LEV 1. 
;""printfc" .~:=:c-* CODE 13 TO CHANGE THE CONDITiClNSf'OR SEC-LEV 2. \n")I 
--'-"printf("--- it-CODE 14 TO CREATE OR AMEND THE -tIME TABLE FOR SEC-LEV 4. 
::C:':_-:p r i ntf ( .. __ =_.:-c * CODE 15 TO CREATE THE PASSWORDS -FOR SECURITY LEVEL 4. \n' 
--~-prlntH,j----*-CODE 1610 -GETOUT OF THESYSTEM;\n"); 
:': ·pr i nt f ( .. -------------------------------~-----..,.;;"',;.----------------------
--. --. scan·f-(""'Y.d-",&p) ;'-- .... -.-.--.-- .... -.-.-. -.---.---.----.- --. 
c:_:' c-··.-:dC01=getcharO; .-,_-=.-_-=--~C"_c:c- ----:-:_-.:- . 
- .. . p ri nt f (" -:..-..:------..;-------..:---=--;;--;;-;..;..;..;;;;-:...;.;;:..-..:..:-------------\n") I 
____ _~g1=open( .. Journal",2); . 
--------···--··-k1=oi"" --,--,-- .----..... ----- ------_. ._--------
. ~.~.:j:::' :.~' k k 3 t.:.. __ ._ . _ _.-:~--c-.::'::-:: -::_:~-:"" -_ -
-------.. -'-" ---.g2=-read (ag1 .&logsyinCk fj;31 yr------- --
:=::--:---:-::-:- " .. c'·-if( 10gsymCkll.no=:0)-'c-==--- - .. 
-----_._---- --------_.<..... ---'- ... _--._.- --- -_. ---------
=cc::::::::::.. __ -:_:-_:_=_-~ :c. ___ ~- _ t ran (logsym Ck 11. name ;27)L:::'-=C"=~-
-------. --"'--l"ogs'ymtkl1 ~l i="Il r--- -------~-
==C=:=c,"c"=-.=--::":c=':',-':=:·c'.-·_OC-logsymCk1J .no=111 ..... c' _oo:c·-- .:::cc:_:-_---
--- -- --- .. -==-- ;i'g4=seek (ag1'-kT*3i~~()y;----'~--- .-
---=-c:----::-:-=~::=-=~~:c:.;:~;;;= .. g3='"ri te (ag 1, & 1 ogsy-ml:kTli:30C-,::-:-:---c--
----1 f (ag3 !=31 >< p r i nt f(" fogsYiii-not.-- Wrl t i ng \ n" ) I goto e 1 o~ 
==.::c-=-· <--Coo:,", :.. . .. ..9oto k k41 . - - =:'-~~'-~:---'--
--_._-- ----}- ~- .. - ------------_. _.--. 
______ -=----:-.. ::..:~:.--. . .... -- ++k11 -. .--------::-::::=::-=---.:-..::..:=::.:.::.-- .-.. 
==--=-===c,:..c..:----.:c:c::. i f (k 1) 260){ p rintf ( "NO SPACE -'AVAILABLE\ n" ) ; goto elosl} 
=--=:o=::..:c;:::c:,:==-_~~ 4 : -::=-:-gC)~~o_ .!<..k 3 I=-~=--::'~.m ~=.=~~~=:::~-~--= -:~'=':~=:=~ __  
:::::=cc-,;-~~_~,c-.:::.=" -~-':++kll --c_ """"-._:=;----: --:- -cc :.-c,·"C"--,.---::c-:.::·:=:"~=~:: ... ~.':-=-.:-:-:-· .--- --. 
: 
• 
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--'-CC-cc--c:;--.:::-",-cc-=--____ ~ ___ _ 
THE 'COMMA 
_._--------. -------.- -- .--. 
- - - -- .. -
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ag4=seekCag1,31*kl,0); 
- ~g3=writ.Cag1,&logsym[kl1,31)' 
==-'='=-"-'-'-"---'==-g6to kk7; - __ ~=__~ ___ ~=-~ _.-::~~-~~=~:------
-. - --
'l-
++kl)--···~--------·---··- -.---- -------- -------
_- -~~=-1 f (k 1} 200) ip r ~nt f(~NO SI'~CE _AVAI LABL£ ~fIL-!()UI'!NAL \n n) ; go to 
'_ _____ gotokk6~____ ___________________ _ 
cc'_'-=_C'-'-''1<1< 7 ; _-::,,_~ ___ ,~ - ___ _ _____ _ - - ---- ,=-""'=-:----
+-... -1<"[; 
~=, __ ""tran(1ogsym[k11 .name,27); 
logsymCkll .11;'0;--- - -----
===-=~.:3ogs)'m [k 1 J. no=q; - -~-~---=-------,---",-==-",-",--~--=-=--=-==-=~=--==~=-=::-:,~- ---
;j-g4=seekiagI, 3I*k 1, of; 
=c=:-~=~ag3.':~ r it e~ ~S 1_. &~~g 5t~ ~Ij ,"3T)T:-,,'=--,--"'-=-C::_"'_c=~-_=="'==-,-=~_:C:-:-===_~_=CC:-:-- -----
cioseCagl); 
-- --pr-fntf(~\n") ;~--:c--::-c-:-:~::::=-=_=-:-:-_::::-:-:-=--:-~ _____ -, =-= _______ _ 
181 
cIo!!;) 
-pr1nU'--f"\n"f;- -------------- -------
==-,-=-~r1ntf(~"\n~_); -------~:---- -- ----------- - --------:-_-,-:--,_ 
if (q-CO:rqf9) gcto-sm;-----
--:=3Hq~== ~Jl __ c_,~~:=_- --:~ :o:~.-- --- -- : __ :=~;::-i*C .. _~(e~!i.uiry:j)ro-g~-;jm!.i _ _ __ _ 
<run2("enquiry");goto mohi} 
,~=i:t( ~L"=_2 )~-,_--,,: -~ ~=~ ~--"~~~='-= = =--? *C ilJ 1--=t: Jl_e_=~oft!.m_a:~ _ p r og ra m* ,_ 
<run2("query")igoto mohi} 
':':.:~1f(q == :5>goto elos; - ------=---"=------,--
-TfTq-)3) -- --------------------------
-;,::' =~ ___ "" ___ "-_-_-______ , __________ -- _-==,=-0- -=--::-- -':=::.-- :-- -
sm: 
:.:- ,;7.-~=~":~·~::_::-_=L·~ .:pr fnt f (tt_BAD .ENTRY. ,1RV~~AGA IN ·-pLEASE\~n~_i2~~_=::::::::~·-.···. _ .. _~'.~ --. -- ... 
-----gototrf----- ------- --------------
__ ---=:~::c=',C}'-':_c=,''::__- __ . - ,_ --,----_ ---- -":----:--;::=~~-_, ._--':,_=.=--_:'c:-= __ ~_-_ ---- ---- . ero"s: -----------.~- ----.---,.------ ----- --.--------.-- --
-~'eIose( 11); :~_::-_~'c_:.=:"_ .· .. c.c~c ... c;=--------- -- -
clc'-se-(- f 1 Y-.---------'-----·------ - ----.-,-.. - +-.-
=--=-:===-_:$lri ntf ("END OF PROGRAM\""); _- .=_-~~~ --- -- - --
----j.- ---- ------- ---- -------- -- - -------- ---- ------ . 
---------_-.. 7'-_-__ -__ ~=_ "" __ =c---------
- ----.-- .. _- -.. - - -,-
._. -- --.----'--.~ --------~ _. ----- -- ---'_._--------_. 
--- -- --_. _._.. _.- .- ""'-'-~------t r-a-n--(-m-;s-) ... -,---. --, ... ---,-'"---.--------------- --~---'- .. ---------
-,-" .. -~ha r *m 1 ___ __ __ _ ____ _ 
- --1-nt -s; - -- --------------- ------------- -- -
'-c'-- -_{C_ -_ ______ ____ -- - --- - .. ---- --- ---=------=- _= _: __ "':.:= ____ -::'--- ----
I .• ~. __ -:~_-~.~~n_~_~ !_~ (~~~~ :-,;s !-~~:~---~--'-=~ .. --~- -~--~~---~~=-~~~l~~---- --__  
_ :,,_:.:-_-,-=~- ___ --returnl --- - --_ ___ -:~--=.=:~------==--'=------ --
) -------- "---------
-ru-nI (comm l~.-pa ramI) _. -- .-- ---- --
__ char *comm1i 
--clla r-*pa ram1; 
=-- -{ ---
-7*This-subfout1ne--is to call any progra 
J*by passing to it the program name and 
--'*the -name-Cf' -the f i le*1 
-----int--il, i2; ------------ ------------- ---- -------------- ------- --. 
il-forkO;.- -------_-~----­
-----11'( 11- == 0) eMecl (comml; comml, para",1 ,0); -------
~,,_-,'_C~.~:'Ha it (& i 1!~=;_'::c~ ___ .. _ _ _____ :~:'::,~=~='::~~- _ .___ _ ______ _ 
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TfC12 -(O)printfC"'ls error\nft • co 111111 1 ); 
2 (comm2) 
!har *1:01111112; 
.t 
-=intjhJ2; 
-,*Th-is 
I*by 
~Ubro~tine Is to call 
passing the program 
~=fo rKl) -;---
~3cf'(Jl -c .... (»ellecl (cotitm2.comm2.0)-; 
r-J2-;;'wa-i H&'jl);--- -- --.-
f:=-'-.l f{J~ <0) P rJ_n_t.~ ( nX~ __ e_ rr£l~\n ,,; ~omm~_jI -:c------- -----
-'---'-'-
- -::;--=-'-'.--=--c:,"--''-'C...c.. ___ - __ =-___________ _ 
name*/ 
----,------- ------
-----.- - . -~-.--.--
-.--,--_._- --~-.-----------------------
-.-----.-... -,~, .... 
- --.. _------ ._-.-- ... ----.-- -~-.-,-, .. , 
-==;;;:;.c:.==c====c=:===-= ______ . __  
- --.-- -.---- . 
---_ .. - -- .--
- -
.,- ---- -.. -.--
-----.- -_._---... -. 
~ - "'-
--.----.-----------.----- ---.---- --_.--._---_ .. -
c===--=== __ . __ . 
"'" C~ ___ -- ___________________ ==----" 
182 
program 
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,t treet2] I 
'a r *01 
:ruct{ 
_' I*Th1s prcgra,l) is to print the Journal fiIe*1 
char name[27J; 
int 1; 
int nol 
}logsym [200J I 
li n Cargc. a rgv) 
i nt argc; 
~ha r **a rgv I 
--- { 
char nt2J; 
-- -- _._, .. ----_.- -_., 
char yt27J; 
char KC27]; 
int I.coun.r.M'J'p; 
char z[2J; 
-. i nt f 1 , f2. f3, k; --.- - . 
m=11 
--- - ._--_._------------
.. _-----_._-------- - ----
------- ---------- -------'==-'--- - ---- --
.. _- ----_._-- -------- -.-
, --- _. --_ .. _- . - -,---------- .. --- _. 
-------------"---- --- --
183 
-J=r=k=p=O; 
f1=open(argv[lJ.0)1 
·if(fl(O){printf("File 
_printf(H\n"); 
Y.s can notlle opene-a\.n".argvtlJ)lgoto cIos;) 
printfC"\nn); 
. pr i nt f ( H \ n H )i 
time(tree); 
, O=ct i me (t-ree) ; 
-~~: r-d: - --, --- - - '--.----~-:--.::~.~ -.~-~~~~:~------.-..::-~-=-- ----- --. 
------f2=-readHi-;-&iogsymtkT;3i );------- - ------------ - ---
~5"_c"':'::If~c!_l?jl_~X 1I\_~1 ; '!CJ _= ':'_()~ ~ __ ~~ ~-,:~_=~:=_~~c::'-::=--~=:O::==-:~~:-~:- -
p-rintf (n%s\nn .0); 
- __ In i nt f ( ". H I OH SECUR ITV -.. \n H )i -:.:~'-'-C--:_-::-
---pr i nt f ( n - ------------~=_:..~_:.. ___ :.. __ :..-:..=:..\n")T------
~:.--- __ printf (U-. THE JOURNAL fILE- .\n-H)L,_=---:~---
-------- -pr i nt f (" ------- -----..::.: ___ ~_...:.;;:.: _______ .:....:_:..\n"n---------
::::c-=~,_---~:, :'~Toie { f 1) l-:--~- --O-:'-C=,'---- "'---,,~-- c_ -,--- ---- - '-- ____ c_ =--=---- - ----- ---
------------k=O;---- --- -------- - ----- ---------- ------------ -
- -:,..:_:';:51=cpen(argvt1J .2) I - - ~~ -----:-==-::-:- ---
------gctci sOd 1----------- - ---- - ----------------- -
-=..:..:.:._-} - --=-~~-:-:- =: 
------n (f2==OHCl cseTH) rk=O I f1=ope-ti(arg\;L 1)'2>1gotci--sd I) 
c":~: __ --::..i f (k) 200){cl Ciie (fl)I k=() I fl=open(a rgv[ 1 J. 2)Jgctc .d I) 
namf·----··-····---···---· --- --- ----.--- -------- --.--- .-- - -. -----.- --- -- - .----.-.. -'-'" ---
::0-:-~_, if<logsym[kl.no ==:--O)goto- rdC_'-~ .--.-.---.~.-~~~-~.:~~~-==-~-:~~ .. 
-pri ntf tn \rin )l-------------- --- - --- ------------------ --
=-~:::c::"cprintf("NAME OF THE USER :-'li:ii\n"'logsyriitkJ • name) I 
--p-r rnt f (" **************************-******,n")-; -- -------------=-:;~'c_=++k; : __ -___ - -- _ __ -- -- ------0====_==-=-- ---
-----f2=read Cf1."&lcgsym [kJ ,31);-- --- ----
-~'__ ____ ...Printf(n ~d\nn .lcgsymtkJ .no); ~~-c=c-_=' ,.==_c __ -__ -----
lTTIoi;lsymTkJ .nc--== l1>gcto inanll -------------
----- --ne logsymtkJ .no == 12)gotoe-riql,-:c==:-:::--:---- ---
':'--+k';-- . - .. ,--' ---.-----.-.-----.. ------.-. --------------------- .. ----.--
f2=read(f1.&10gsymCkl.31); - - - ----- -
---if (logsymCkJ ;rio';'''; -0) goto-rdl ----------
:~'::._::_,S:i_[(~g~_yA'~~~_.riF .. =-'4)got~-:!la-fII-; .- ._.---- . - --- ~ I 
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ifClogsym[kJ.no == 
.1fClogsym[kJ.no == 
---printfC"SOME THING 
.-goto fi n I 
Man11 
11)goto man!; 
12)goto enql 
WRONG WITH -THE -jOURNAl.\ n-;if; .-'--. 
++kl 
f2=readlfl.&logsym[kJ.31)1 
print'C"Xd\n".logsYMCkJ.no); 
--'if(logsym[kJ .no ) 13) ",._- - ------------------.------
{ 
.. -. pri ntf( ·;"'--·;"'';'~:';;':-::'::'-;'''------·-::'~~;''-':;;::~::'-==:::;;-::'--;;;;':-':'-::=\n'') ; .. 
pr i nt f ( U , n" ) , .. -.. '- -- .. -. _. ---.-
++k; "-" 
goto rd; 
> 
- -- -- .-~ .. -. -
---------._----------- --,.-
'if(logsymCkJ.no == 
if(logsYMCk).no == 
if(!ogSYMCkJ.no == 
if(logsYM[kJ.no == 
if(logsymCkJ.no == 
S)goto enql ..... _._.~~ ."_-''--_" __ ,, 
1>goto man2; 
2 11 logsym[kl.no·-==;s)..goto man3; 
-ifClogsym[kJ.no == 
i'(logsymCkJ.no == 
Man3: 
4 11 logsym[kl • no' "'·"'-6)goto man3; -
7 II logsym[kl.no == S)gotoman31 
9 I I logsym[kl.n~ ==--1~)goto man3; 
11 I: 10gsym[~J •. n.o __ ."'=13..)goto man3; 
man2: 
++kl 
f2=read(f1.&logsym[k).31); 
printfC" Xd\n".logsymCkJ.no)! 
goto man1; 
++k; 
f2=read(f1.&logsym[kl.31); 
-'printf(" Xd\n".logsym[kl.no); 
i'(logsym[kl.no ) .3)goto man11 
·goto man2;- --.. -
++k; . 
:·~2=read(fl.&logsym[kl.31)1 
. ~rintf(" Xd\n".logsym[kl.no); 
jfllogsym[kl.no ) 2) 
. . _ .. { . . - ..._._--
-." -" -.- --.------ -
_. - ."' -- -"'- . 
'c~.:..-·-c ..... llri nt f (·-----':"-.;.---------------':.;..:;;.;.;.:;.:~.7-:::-=-.-;.:;,.._:_ \n" ) I 
-----'--++k; _. . ..... - _.-. -,.--- ,.' .. - .. .. -._.- ----- --.. --- .. - --,.--. -~ .-. - --
-==:c~=:~=:. got o·rd I . -.': ".~-':::_. .. - ... -.- . ",.,.,.. =:-~ : .. :: ... -::~.::. ':.--.- -
--:f' ... --- .. --.... ---.. - .. -----... -- - ....... --.--.. -.----.. - --- --.---. 
_-:"='ifClogsym[kl.no ==1>goto ll'Ienul-·--~. '.:-~:-.=--~-- '-ue-ry:-----··· -_.- --. -.----,-.---'- .. -.----. . .. ---.-.--.-.-.---------.-----.-.. -' 
,co.-· .-:cc ++ k I . . .. - .... ·c .. ,_ .... 
'co- f2=read (ff;& 1 ogsyili[k r .31) r _. _____ ... _~:c,~ ... '-- -
-::::=:.;c:;i; r i ntf ("~~d \ n U t1 ogsym [k 1 • no) I .:= ~~ ____ .~-':.:;;" ... __ ~':'-:.':-::~-:'-' . 
+-+l<T-----··-··--·-·-·-···-- . '-.-' -------.-----------.- -. 
-~~~~: ~'-_.:- f2=read (f1 ,&1 ogsym [k J ,31) ; ~-----... -=--
184 
----if Clogsym Ck); name [0) ==' , Hp ri ntf ("eriqurrY--~d\n". logsym [kl • no) ;gote ( 
c,o=:c=o:'.:'..pdntf("- _.;Cs\n". .• logsym[kl .name); .. --.:..::::-.... 
onip"I'----'---·----- .. ~.---- ... -.---.----- -... --.---.------------.--.-
"--=.',-::'=lfCJ==O){J"llgoto query;]- - .. -.-",",.~-- --.. -
-·------if(logsymrJiJ .namerOl == ' y') - ----.------.- .. 
=:::-=';:'::':-{J"O;_~ _____ .___ . ___ . _____ ~-----:--:~--=-.~= ____ ._ 
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-goto query; 
,. 
----J;;.O; 
_ _ _ _ ++k; 
-----f2=read(f1 ,&10gsymCkf,31); 
_ _printfC" ~d\n·'10gsymCkJ.no); 
--------:-:goto enq; -- -- -__ .-_-:~-.~:--=::=---
--::-.e nu : ... -' _:.. . _ _._-. - _. - ----._. - ... - -.-- --
---------++k; ------ -- -- ------- .. -- ---- - --------------
~~:~~-·-_:~'~f2=read(fl ,&logsYMtkJ ,31);· ----~-:;::.----~~-
-----p-rfnt f ( •• -- ~d'n" ,1 ogsYniCkJ. no) ;----
~- ~- - -":if(J==O)(J=llgoto menu;" _ F- -----++1< ; -- -- - - -----
. - .... 
- - - _.--_ . 
. "'_- -----------~------ --
f2=read(fl,&10gsymCkJ,31); printf (" %d\n", 10gsymCkl. n-o); - ------ -----------------------
"--++k; . 
----~.- .. - f2= read (f 1, '& 1 ogsym [kl ,31) ; . 
print'C" ~s\n",logsym[kJ.name); 
If(logsymtkl.nametOJ == 'y') 
< 
_J=O; 
++kl 
J=O; 
goto menu; 
___ ,~2=readC'l'&10gsymtkJ,31); 
printfC" %d\n",10gsymtkJ.no); 
goto anql 
- lid:' ---- ,. -" . 
jHintf-( "\n") 1 
--printfC"'n") ; 
- .. --
---_. __ ._-_._.- -
printfC"\n")1 
printfC" - *** JOURNAL FILE--***\n") i 
pri nt f C" -----------------~-~\n")1 
185 
---- "printf( "'n"); 
printf("OO VOU LIKE TO CHECK THE WHOLE FILE IN MORE OETAILS?\n"); 
---printfC" ANSWER Y / OR n PLEASE.\n")! printfC"-----------------------------~--~--~~---------------\n")1 
- _. sea nf ( 11 "S tt ,2) ; .. -. ,. - -- .. -- .-- --_.--.,----- .- .- . 
-pri nt. f (" --------------\nll ) ; - .--.:~- ---~--::--- . 
d[OJ=getcharC)-; - --.. -.-"-.. -~-.----. -. 
_ ifCz[OJ == 'y')goto deti 
--~p~intf("'n·); 
__ _-printfC"OO VOU LIKE TO SEARCH-APARTICULAR-NAHE?\n")I 
----·----·pr1ntf:(1I -_.---- ANSWER y/OR n---PLEASE:\n'Ujl ._.-_. ".- .-----
:::'_::'~_ ~~= pr i nt f C .. --------------------;;.---~-~;;;=-:;;-=----==---;.;,;;") , 
--------scilnf( .. ~s .. ,z)1 - ----------- -~ -- ---- - -------
==-_=:C;'---c =:, 1l r i nt' C" ________________ ~_~..;._.;.\n .. ) 1 --.-:.:~~~ ___ cc 
dtOl=getcha r () ,----- --------------
dtOJ=ztOll 
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~tarl __ .. ___ . 
----.--pri nt f ("ENTER THE NAME 'PLEASE\,,'; j-; -----.-------.. --
_. ------- prlntf(" RE"'EMBER TO WRITE THE -SURNAME "FIRST.THEN THE INITIALS.\n 
-----p-r i nt f ( ".:.-.::..:----------------------.:::..--.::.:::...::-.::;.::..:..:---.::------------_____ \ n 
:~_~_ I=acc:ept (y. 27) I ... _ .••. ____ -=.:._~_._. 
coun=convert(y.x.I); 
i:'c"--?'l=I-counl .. 
-r-ec:f:------- ---. ---, .. , .. ----. -,.------.--.~ ... -- ---- -_ ... ---.---.. -~-- --
~::=::<"of2"'read(fl ,&logsym[kl ,31> I . _ _ _ 
If (f2 ! .. -31) {pri ntf ("Jou rna ITs not readi ng\n") Igtito "6fos;} 
::=::'7=:=1 f (1 ogsym [k l • name == ..) .. ----:::-_--0"'7-=:-:- :-... 
.. _-{- .--... - -- _._. .. .._ ... _--_ ...• __ ._------
~:,::~~~....::-:.:~=~_~-:;-:-- ... +k ; -", .. -- - - .. - -·--,.=·'c-::-c=----
,----·-if(k ) 200)goto clo-sU------.. -._: ____ _ 
,:0',' __ .. , .. _ ~oto .I'ed I 
--. -----)--~- .', ---_ .•.. _--.---_ .. _------------._--_ .. _---_.-
!::.-::i:~=i f Cl og sym [k J. 1 ! '"' .. 1) .. -, -""-cc:=- '.- .-.. 
,----_ ... (.- ... .. -- .. - .. -_. . .. -.---- --- _._ .• _------_ .. _._ .. 
l.~. _~.,.. ++k; 
-------if(k·) -200)gol6- Closl; ~=ocoL __ } goto re~;____ __'-C __ ._~ •. 
I ., .cfor( 1'=0; l' (I; r++) 
r··-·--·----if(KtrJ != 10gsytn[kJ.name[rJ) 
. . . < 
++k; 
.,,'- __ . if(k ) 200)goto clo$11 
----.--~ goto -red; -- -.< .. ,- ------.. -------, ._-_ .. ---
:-.7c~:_.::.~ .. - ,} . . .... - -.-... -,.:=--_-::=:=-c--. --..... 
-'"beg i n: 
. Ctime(t1'ee)1 
.---- D=c:time(tree);-
p1'intfC"\n")1 _ 
printfC"Zs\n".D); 
p1'intf(" 
-'- ... ,-.- -.~---:----.. ~ .. _"- ---.~ _. -, .. _. 
.red2 : 
p1'i nt f (" 
printfC" 
printf(" 
HIGH SECURlTV\n") I -
-------------\nll); 
THE JOURNAL FILE\n")1 
-----------------\n"); 
if(l~g$ymCkl.no =='O)goto fin; 
use: 
-·-··m=1; 
__ .. ~ printfC"\n">I 
• 
--"--p'rintfC "NAME OF THE -USER: Xs\n" tlogsyinCkl-:liameH . 
-:~printfC"************************************\nU)1 
.-._--. ++k; . -. - . . .-'.-- -.- ---- --- .. -.-. 
. _ ·_f2=readCf1,&10gsymCkl.31); 
--··---if<log$ymCkJ .no == 11)goto 1'ot1; 
. if'(logsymCkJ .no -. 12)goto rot21 
----.. --- ++k; 
- <~, __ f2·1'eadCf1 ,&logsymCkl .31>; 
---'-if<log$ymCkJ .no == O)goto fin; 
.~:~~=~~.'"::'~_-lf(logsyttl[k] .no -= 4)goto use; 
lfClogsymCkl.no == 11)90to rot1l 
if(logeymCkl.no •• 12)90to rot2; 
---~'--' - - . 
- ~-.-- -"> •• ---_ •• _-_. -.-~. 
-- .-
.1 
I 
I 
~Ul 
I 
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printf("SOME THING WRONG WITH JOURNAL\n"); 
gete fin; 
rcflT------ -- - .... 
I ' '++k; 
f2=read(f1.&10gsymCkJ.33); 
·If'e\:.l : 
J=lI 
c'-~:'::'~'-P1'1 nt f (" \n") ; . . ~~,~~~! ~~: ~: -----~~;;:~~~*~~:*;~~~:; ~f; ---- ---_____ 
187 
---p1'intf(';QUES: PLEASE ENTER THE CODE TO SAT HfFY-YCll.J R REQUIREMENT'\n"'; 
;'~::;:il1' 1 nt_f'5 "0:-..:::.-:-_::::-==--.:-::-:::--==:==-:-::.-:-:::.=--:--:....:::::=-..:-.:.:::-:..:....::.:.:.:-.=-:.:::.-:-.::: .. --:-_::--:::----:-: \ n" ) ; 
++k; 
-==;=.0' f2:o 1'e~~l! 1~~ !..egsym t"l_!3.!'>J. __ ~'::''::' __ -" ~=~_= __-:- c :_.::.~~~~=.~ .. 
++m; 
",:7:;.I)1'i ntf ( PANS :7.d\n" .legsymtkl. no );__--~:~_~; .... 
-rf(log-symCkJ~no =';' i)gotoman; .. -------------.-.--. 
,-._= 1f(10gsymtkl.no .. =5)geto 1'd2;":-~.=-:::-::~==~=~=--::_~~-=-_ 
ifOogsym[kJ .no ) 13)goto 1::1os; .. _____ _ 
: . ...:._:. j.f (1 ogsym tkJ • ne._ •• __ 2...I I ._legsytn[kJ.. ne _"",.c.::ngo~e __ r:d 11_= . 
ifOogsym[kJ.no == 4 :: 10gsym[kJ.no == 6)goto rdl; 
:::,::if(logsy«t[kJ.ne == 711 legsym[kJ.no·· .... -·S)gete rdll·· 
--- tf(logsym[kJ .no == 9 ::" 1egsym[kJ .no ~=-iO)goto-rdf; -. 
c:c:::::if(logsymtkJ.ne _ .. H . .11 legsymtkl,ne ... _l_~~~c.te_.1'dH. 
rd3: 
----++k; 
-- _. ..-.. - - - -_._---- ... 
-------~.... ~--.. .----------
. -----.~-------------,---f2=read(f1.&10gsymtkJ.31); 
an~ . __ -:'-:-. :.-~:. ~-_ .--- - ... ----- .. ,.---. 
-p'rint f (" \ n" >;.:----.--.- __ ._ .. _.'_' __ .c.- .. -.--=----.-==-==-~-"'-- - .----.. -
-::,~'"printf(" .. QUESTION NO: .1.d\n".m); ~';-:-_:--':~c ~-----.-~ 
--~--··printf·( ,; ------·-***************\n"); -'--' .--.----------.-.--. 
f~~~~:~?~ f(_~QUES :EN}ER .. THE _MA I~TENA~CE_~gD-E~~~~-~~=;:~:--·-
~~.-.:_f2=read (f 1 !_&.10gsymCkl.31>; ____ ___ - .- --~_. ____ _ 
++m; 
,,:,;"cprlntf("ANS: ';I;d\n".logsym[kJ ,no); 
----printf("NOTE: 1 FOR INSERTION.\n");-------
=_~.~.:_::-:printf(" 2 FOR DELETION. \n"), .- --.~-=:-_. -_. 
---printf( 11 3 -FOR "AMENDMENT. \n-");' --'---
~"c:- if<1ogsymCkJ .no ) 3)goto rdll 
'---gote rd3; . 
~:ct2: 
- -++k; .. - _.,.- --------
__ . f2=l"sad(f1 ,&logsym[k) ,31); ";--- -'---'~-'':: _. 
-·i'ot2:·· .- . ..... . -' ..... - ... - --- . -.-.-----
:~_~-_~ __ ~ printf(U\n")' _ - .--~~-:-== .. ~~-,~-
------'-print'fC tI ", .. ---- QUESTION NO:- Xd\nU--;inf'; .--- .. ,.------.--. 
--- - printf(U ***************\n") I· ,",=·=c.=c-o---
printf("QUES:'YOU HAVE GOT TWO CHOICES-TO USE~OUR 
=~ .. __ ++kl 
----.- f2=read(f1.&10gsymCkJ .31) I 
__ ++m; 
---,.- pr i nt f ( IIANS ,-- -Xd\ nil, 1 ogsym rk] • no) ; 
if(log~ym[kJ.ne ) 2)geto clo~; 
----'·---·ifClogsymrkJ.no == l)goto a1' 
If(leg~ymrkJ.ne .- 2)gete a2; 
ENQUIRY\n"); 
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a1: 
_ ++kl 
-----f2= read ( f 1, & 1 ogsym [kJ ,31) I 
~_:-=_'_=oPrintf(n\nn) ; 
---printf("ClUESTlON NO: l.d\n" ,m) I 
___ printf(" ***************\n"); 
printf("QUES: enter enquiry number •••• ;\ri")l 
__ __ ++k I 
f2=read{fli~10gsym[kJ,31); 
::~ ~~-;"-~-:::-.+",; 
printf("ANS:1.d\n" ,10gsymCkJ .no); - --- - -_~~~~_-
- ~-_. _ ·-_~++k ; _ ".._ 
----f2=read(fi,-&10gsy,.;-Ck-J, 31) f- -------- ---------------
r---=:~~~!~!: ~ = ~n~ n QUESTION -NO: - l.-d\~~--' m;-~'---- -- ----,----------- printf(" _ ***************\n"); - --.- ---
-pri ntf ("QUES: any more enqu i ri es. <" a;;swei-yiii--j:~~ ~-.. \ri") ; 
i : ::~_=-= "--.+k ; _ .. _--
---f2=read (tf~ &Yogsym CkJ,31j ;--------- -----
++m; 
------printfC"ANS:1.s\n",logsymtkJ :name) I 
_if(logsymCkJ.nameCOJ == 'y')goto al; 
i f(J==1 ){j=O I goto rd-li} --------------==--=:~-­
_ -goto rd2; 
a21---- ---
. -- -~-... -.,-~--- -·~:,~~<~:.+k; ' .. ___ .. _. 
--f2= read Cf 1, & 1 ogsy;. tk J-, 31> ; ------------------------
~~~~::Printf(U\nH); .---------.,---_- . 
--printf(''-- ---"QUESTION NO:- l.d\n"'rnYr---------------------
~_"c:--printf(" ***************\n")1 - -- --------------------
___ -printf("i;lUES: -enter a request.\n"-);~-~_=__ ___________ : __ =-_-----
c:-'-, ':+ + k ; ~_ __ _, ___ cc __________ c_c-__ =:c-=:.:occ",::.Cc ______ .cc __ _ 
f2=reai:l{f1 ,-&logsymCkJ ,31); 
--~~=_":++«I; .. --- ----,.". _._~~~-.. _~_:...~_~ ~~~:--=--------.-
188 
----if (logsymCkJ • name CO] =='--')-< pri ntf ("ANS :-e-nclui ry7~d\n" ~ logsym CkJ • no) ; got 
::':'''C=_p'r 1 ntf( "ANS: hs\n", 1 ogsym Ck J • name >.i__ _____ - 'O~--~--- __ _ 
I mer: ____ " ___ _ 
~-=':::~::":,++k; ~---."'---. 
0--- f2=readC fl ,-a, logsym cki, 31 if ------------ ______ cc_-'-" __ =.=c __ _ 
:::=c-,:-_H<logsymCkJ .no != 42)goto rd2; 
----pr-i ritf (" \-n" )1---- - - .. - --- ----------- -----
~~~~; _ printf(" QUESTION NO: 'Xd'n",m)i~-_~-·.~-"· ---'-.--'-'--'~--=-.'--"--
--- print.f(" ***************\ni'i;- ---------
___ -,:_'''cpri ntf (~gUES :anymo re enqu 1 r 1 es. (answer y In; • -:.-.,-1'1" ) ; 
---++Id - --- -- ---- .- . -- ... --------- --------------- ------
=,::;:-f2=read (f 1, & logsym Ck 1 ,31 )l_ _ ________ _ 
--... ~+mf·-· .... ---.-- - - "-'--'--'-~- ,--
",c_ccccprintf( "ANS: 'ls\n" dogsymCkJ .name); --- ----------- --
---if"Oogsym[k3.nameCOJ == 'y' )goto a2;------- ----------
-_ ...... if(J==l){J=O;goto.l"dll) -' .--------.--- ... --
goto - rd2; - _. -- - -------- ----
--_._-------- -3:01 cs 1 : ----------
-----··pr-fntf(ItSORRV NOTHING SATISFY YOUR REQUIREMENT\n"); 
'o:elCSI-- ------- .. ----
--- --p r i nt f- (" ~~,,-------.:;.:.-.;.-'-.;.---;;;.--'.;.---.;.-'..;.:.;,;.;..;.-'~.;..;..:.--.;.-';:-.;..;.-.;.-----------------:--
----- -_H(Il:'= 1)_____ _ _____ ________ c-__ ~_~~ ____ ~=_:;_;;.-::.:.~~-- -- -
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++k; 
---~- .---.. -f2= read (~1 ,& 1 ogsym [k] ,31) ; 
-gete red2; 
r I 
----prlntf("\n") ; 
__ printf("ANV MORE ENQUIRV? ANSWER y/OR 
----scanf("Xs". z); 
~~printf("***************\n"); 
cHOJ"'getcharO; 
----",_,if(z[OJ •• .. n' )gete -fin; 
--lfCztOJ -:=--T y" )geteter; 
~_::.-1; __ ~----.'­
-g-o~o--stil'l----
In: ----- -
close-Cf1); 
) 
fc_ 
f--------
~~c-:~ 
L __  
n l'LEASE.\n"); 
. - -" ---- ---.-. 
"---'-'- . --, - -"-- --,-- -'.-------~.----. - ----
----------
---- - --" --- - ... -.. -
.. - •. -_.,,- -- -----~---
--------- ----------_. __ -. ---- .,-" 
189 
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;ee [2l I 
tD I 
:{char .,[28l1 
'.-int depl 
'--int query; 
.. 14iThi s prog ram Ts-r;roduce a report 
I*Tile with the percentage oT each 
.. ~ ~--.-.. '--,' -~ ... -.-- -- --- "---"- -.. 
I ,cc.-h .. r timt9J I 
I-char dr8l I 
1:~h .. r·d .. y[3]1 
IChar year[5l 1---- --.-----.-- -.----
}..:-'liymU ()()l I . ___________________ _ 
rgc •• rgv) 
rge; 
~ .... r!;jv--, ______ ._ 
t enql.enq2.enq31-
tenq4.enq5.enq61 
t enq7.enq8.enq91 
enql0.enqlH 
t c1.c2.c3.c4.c5.e6.cl01 
tz. ilti2.m.rl 
t counl.coun2.coun3.coun4.coun5; 
t eounb.eounl0.tcoun; 
q1~enq2&enq3=enq4=O; 
q5=enqb=enq7=enq8=O; 
q9=enql0=enq11-0; 
=c2=e3=c4=c5=c6=cl0=OI 
z-counl-coun2-couri3=coun4=coun"5=:Q i - .----. --- ----.-
t.H,6=cou-n"10=tcoun=:O; _. .- - .. - - --- "-~"--
.- " 
190 
~or the enquiry~1 
department enquiries* 
l-open(al"gv[lJ ,0); '~.-'-~--~--'-~--'--- --
1"n1 (OHprintf("FileXs .can-not be opened\-n".argvC1J) Igoto closl,. 
-m-1; 
men ree); 
ctiMe<tree) 1 
ntfC"\nn) I 
nt f C n \ n" ); .. 
ntTCD\n"); 
ntf'C"\n"); 
ntfC"\n") ; 
ntf' C"\n") I .-'- .. - -- ... ---.-
tfC"'Y.$ 
ntH"\nn>; .. 
tf(no~:-· HIGH SECURITY\nU)i 
t-l'"{-n ---- ... --- -- ..:.--------------\nll); 
tf("~:-=c.:=::-=-~.:~:~,-=_:: -. .:0. ~_ TOTACENGlUIRIES rIlE\n") I 
tf(··-----·-·- . - -·--------·---..:..:--..:·:::::·:..·.:--\n· .. ) I 
tf("\n")1 ... .------------
·i:Tf"Li 5 ERNA-ME DEp·QUERY------TIME----- DATE tf("----------------tf-(f'-'rl"fi---- --_._--_. -- ----_.- - ----_.-_._------_._---- ,---_. 
ea(f(iT~4vsymrzJ .-57>;--- ------.-- .-----.. -. 
PAGE: Xd\n",D,r); 
DAY YEAR\n"); 
----\n .. ); 
2 . .!::._Z7 ><pri ntf~~_Er_J:I:lr _!n-':r"cp rt:!_}~nJlttii""}; 90£.0 e los I,. 
i2 == 0) goto clos' ..... ___ ....... __ ._ .. 
...!')'M.~zJ~dep ~ __ Q) got_o_t:1 os 1 ____________ . __ .... . 
- - ---------------------
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sym[zl.query == 1)enql++; 
symCzJ.query -= 2)enq2++1 
sym[zl.query == 3)enq3++1 
sym[zJ.query == 4)enq4++; 
sym[zl.query == 5)enqS++; 
symCzJ.query == 6)enq6++; 
~ymCzl.query == 7)enq7++; 
sym[zl.query == S)enqS++; 
[sym[zl.query .. = 9)enq9++i "'-~~.'~'~:-::-=-::=~ ' ... 
symCz] .query ==10)enql0+,,:1 ... _. ___ . . ........ =-.. ___ . ____ . 
Isymcz·J.query· == 11)enqll++; 
IsymCzl.dep_ == l)~eounl++ltcoun++i~o!O~·Jirrii~i)=~c. -.~-~= 
sym[zJ.dep == 2){coun2++;tcoun++igoto print} 
lsymczl.dep ==.3){coun3++i teoun+~;goto jiI:JnJ)=~.:~~ . 
symCzJ.dep == 4){eounA++;tcoun++lgoto prin;} 
sym[zJ.dep == 5){eounS++lteoun++igoto print) 
symCzLdep == 6Heouno++ i teoun++lgoto--prinD---'--' 
sym[zl.dep == 10)<eounl0++;tcoun~+;) 
tfC"X-16s X-2d X-2d".vsym[z].n.vsy~[zl;~ep.vsym[zl.query)1 
tf(" ' .. 1-9s 1-857.3s" .vsymCz] .tim,vsym[z] .d,·vsymCzl.day) i . 
tf(a 15s\n",vsym[zJ.year); 
t~('I\n'I); - -'. . 
)100)goto e10si 
) bY{ r++;m:llgoto -hedD-. _____ :.=-==.· 
_. rli~_I ___ ._._. __ ._ .. _._. __ .. ___ ._ .... ___ _ . ___ ""'-'.'-___ . ,.cc . __ ._ .. 
tf("\n") 1·····--·-·--
191 
tf ( .. --'-'-='-'==;...-;.. . .::;...;...'-'--=._;..-=--=.;..-..:::.;..-.::;..;:::...:.;..;::..:..:;....:..:_-----------------------\ n" ) i 
ounl*100/tcounl· ~:" --:.. . --," .-.- . -' .... :-=:~.- .. - .--'-:.:::==-:--.::=::::::, .. 
ou n2* 1 oo'/t cow n; -.-.-.--,- - ,.-... -' .. ------,- .. -. .----... - ,-.-...... - --"-"-,-_._-, .. 
oun'3* lOO/teoun ;-:-~-.-- ... ~.-.: .. - .. -.---- .... --.----.. - .. - -... -
,'oun4* 1 OO/tcoun ;-- .-------. - .. --.--- --.- .. -- .... - .. 
~oun5*100Itcounl .... -. ..' ---. ---.--.. -:----~.-.-.. --
roun6*100/tcoun; . _.... . .. -.... -..... 
'counl0*100/teounl 
,t f ( "\ n" ) ; . 
,tf("TOTAL ENQUIRIES = Id\n",tcoun)1 _ 
~tf (U-.;...;....;.; _______________________ \n U ); ------------. .".--~-. -
,tf("\n") 1-' .- "-'- --... - ... 
itf (" PERCENTAGE OF EACH DEPARTMENTS TOTAL' ENQUl RIES :\n")i 
'tf("-------------------------------~--~~~~---------\n")1 
itf("1-ACTIONS DEPT~"TDTAL ENQUIRY 'Xdancr-THE PERCENT. Xd\n",eounlocl>l 
,tf{"2-ENGINEER DEPT. TOTAL ENQUIRY Id and THE PERCENT 7.d\n",eoun2.c2); 
itf( "3-SUPPLY DEPT .--··TOTAL· ENQUI RY'Xd~;'d ",HE PERCENT Id\n", coun3. c3) ; 
,tf("4-CONTROL DEPT. TOTAL ENQUIRY 7.:d·and THE PERCENT Xd\n".eoun4.e4)1 
,tf< "5-COMPUTER DEPT. TOTAL ENQUI RY Id'and THE PERCENT Xd\n" ,coun5, cS); 
,tf("b-CHEIF COMMANDER TOTAL ENQUIRY Id and THE PERCENT 7.d\n",counb,cb); 
~tF(n7-SECURITY OFFICER TOT ENQUIRY Id and THE PERCENT Xd\n",counl0,cl0); 
'It f ( • "--------------------------------.--;..;...;..-;..;..:;.--------------------------\ n" ) 
,t f ( "\ n" ) I . -
" .. ----_.,.,--, .. ,'--_. _. __ ... _,- ,_ ... 
~~: ~:.~~:~: -'-.. - ......-.. ~ .. - ... -.-.--.- ... ---.. --.--. -_._ . 
.. . -,_. __ . ,._-- --"" ..•. _,-- -_._--_. __ .-
ntf( ".'n")1 . _., . 
, .. -._--_._' .... _- - -_. _ ... -.- .. - -.- ,. __ ..... --,_ .. 
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printfC"* TOTAL· OF ENQUIRY 1 IS: Xd .'n';;-enq1>; 
"'"-",rintf(N4t TOTAL OF ENQUIRY 2 IS: Xd .'n;;-;inq2);::-c----
-·prll'ltf(".-tOTAL -OF ENQUIRY 3 IS: ·Xd·.-,n",-eriq3) 1----------
~_:_:_printfCN* TOTAL OF ENQUIRY 4 IS: "d *\nN,enq4); 
--i:irlntfC".-TOTAt.:-OF ENQUIRY 5 -IS: Xd .\n";enq5); 
~.:oprintfCN* TOTAL OF ENQUIRY 6 IS: "d *\n"~enq6); 
---printfC"* TOTAL OF ENQUIRY- 7 ·IS:, 'Y-d *\n",enq7); 
cc~r1ntf("* TOTAL OF ENQUIRY a IS: "d *\n~,~nqa)i 
-pri ntfC "* TOTAL OF ENQUI RY9IS:- xd-ii\ri" ;e-riq9H -----
-'~!,!ntf("* TOTAL OF ENQUIRY 10 IS "d *\n",enqlO); __ 
printfC"* TOTAL OF ENQUIRY -11 IS Xd -.-'ri";-enqii)-I------
.:o=;-,:-pri nt f ("-------------------------------\1'1") ; =~.-. ------. 
-:-printf<"- tOTAL- ENQIHRIES = Xcf _'-ni, ;tcoun>l 
;-~{!~H-H~7-::=-.:--':"-':"::-...:'---:=--:::::-.:--=-:=::....,--:---..;:..,.':"=lti"2 ·c=-~~'-- ----
f_::::_:"=._=,~.:.-_":,:_-::~ ___ _'___=c,,=~oc=_c=. ___ .. ___ _ __ .________ -- -c· --. -cc---- c:-- - --. 
-~-'- ._-_._- ---
. - ... _-
- -_ .. " - .. -- -.,-"- --_.- . 
.. __ ._-,._--_ .. --... ... -
-
--------,_.-.----- ... _--------- .. '-"-
, 
- - -
-----.----
1=-=-=.=-..:._.",--c.. . .:.:..::: ...';""..: •. ..:..: .. -.-:,..---.::.:.:.--=- . .....:....- ,,;.. -----':-----.---.~--.:...-.::.....,----.---------. 
--_ .. - . __ .. ----- ...•.. --.-- -
--------------_ .. _--- -- ---_ .. , 
- ~- .- -. ._.. -_.- .-~-, _. - .. 
---.-.~.~-=::.:::::-:..:-~, . .::..:.::..-.:...::-.::::...-:...--:--:.:.::.=-=----=---:......------.,.----------------_., ._-_. 
--~~ .... _._-_.- --- -_. 
.. -, .. _- -- -.---- -_______ . ____ ._~-,_, _cc co __ - .=:::::.:;~ 
.----- --_ .. __ .,-- -- _ .. __ ._------ ------"- ---
.. -'--- -
.-.- ---.-~-- .. ,---_. ~- ,- ... - -
_ ... _ .... -._-
------ -:::~..::.=':=~~-=-:.::=:.......::.:..:..---,,_.,------------_._---- -----_. -------......::----- ~-.-
-:-o--~ --.- - -.-
--_._---.. - .- --- _.,. 
-- - "---- -.--- ....:::::-. ..:....:.:.:..:-.:.:.:..-..--=..:-.::...-  _-- '"---=---.-.. --:------.: .. --... ------:...::...~--:--=-,.:.:.~,::::.::.::.:.::-.:---.. ---- -
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:ruct{ 
char name[27JI 
int III 
193 
'int nol 
}logsym[200J I 
truct<int key! 
char n[27J I 
int 1; 
I*This program is to maintane the authorizAtion 
1* table*1 
int dep! 
int lev; 
int catl; int 
int cat7! int 
i nt in; 
int poin; 
I }sym[50l; 
r
inCarg. c,argv) 
int argc; 
char **argv; 
< 
char y[27J; 
char )([27J; 
, 
cat2;int cat3!int cat41int catSlint cat61 
catS;int cat91int catl0lint catl1; 
int agl,ag2,ag3,i,ag4; 
int i1,i2,I,b,fl,z,r,coun,m; 
char d[2JI 
int add,g,f,i3,p,s,k,c,al 
ifCargc!=2){printfC"Error in the number of files\n")lgoto clos;) 
fl=openCargv[lJ.2); 
lfCfl(O){printfC"File Xs can not be opened\n",argv[lJ);goto clos;~ 
egin: 
printfC"\n"); 
printfC"ENTER THE CONVENIENTCODE\n")! 
printfC"---------------------~---\n")! 
printfC"CODE 1 FOR INSERTION\n"); 
printfC"CODE 2 FOR DELETION\n"); 
printfC"CODE 3 FOR AMENDMENT\n"); , 
printfC"CODE 4 FOR THE END OF PROGRAM\n"); 
printfC"-----------------------------\n"); 
printfC"\n"); 
prlntfC"ENTER THE CODE PLEASE\n"); 
scanfC"Xd",&f) ; 
printf("********\n"); 
d [OJ =getcha r () ! 
agl=openC"Journal",2); 
i=O; 
kkl: 
ag2=readCag1,&10gsym[iJ,31); 
ifClogsym[il.no==O) 
( 
++ii 
tranClogsym[iJ.name,27); 
10gsymtiJ .11=0; 
10gsym[il.no=21; 
ag4=seekCagl,31*i,O); 
ag3=writeCagl,&10gsym[il,31); 
goto kk21 
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ifCi)200)(printfC"NO SPACE AVAILABLE IN JOURNAL\n")lgata c 
gata kk1; 
kk2: 
++ii 
tranClagsym[iJ.name.27); 
lagsym[iJ.l1=0; 
lagsym[il.na=f; 
ag4=seekCag1.31*i.0)1 
ag3=writeCag1.&10gsymtiJ.31); 
closeCagl); 
ifCf)=4)goto clas! 
printfC"\n"); 
printfC"ENTER THE NAME PLEASE\n")! 
printfC" REMEMBEij TO WRITE THE SURNAME FIRST.THEN THE INITIALS\n" 
printfC"--------------------------------------------------~-------\n" 
1=acceptCy.27); I*Call the subroutine to accept data from scre 
coun=convertCy.K.l); I*This routine convert the name to astandard f 
I=I-coun; 
add=addressCK.I); I*This routine calculate the address from the 
I*b contains the address of the recard*1 b=add'l.29; 
ifCf==l)goto insert; 
I ifCf==2 I: f==3) goto delet; 
.nsert: 
il=seekCfl.61*b.0); 
i2=readCfl.&symtbJ.61); 
ifCsymtbJ.key != 0) goto over! 
symtbJ.key=b; . 
equalCsymtbJ.n.K.I); 
symCbJ.l=Ii 
symtbJ.poin=O; 
printfC"\n"); 
I*Call the transfer rautine*1 
printfC"ENTER DATA NOW\n"); 
printfC"--------------\n"); 
scanfC"'l.d %d 'l.d ".&symtbJ.dep.&sym[bJ.lev.&sym[bJ.catl); 
scanfC"'l.d Id 'l.d ",&symtbJ.cat2.&symtbJ.cat3.&symtbJ.cat4); 
scanfC"'l.d 'l.d 'l.d ".&symtbJ.cat5.&symtbJ.cat6.&symtbJ.cat7); 
scanfC"'l.d 'l.d 'l.d ",&symtbJ.catS.&symtbJ.cat9.&sym[bJ.catlO); 
scanfC"'l.d".&symtbJ.catl1); 
scanfC" 'l.d\n".&sym[bJ.in); 
il=seekCf1.61*b.0); 
i3=writeCf1.&symCbJ.61)1 
ifCi3(0)(printfC"can not write to file 'l.s\n",argv[lJ)lgoto closl) 
ifCi3 != 61){printfC"Error in record length\n")lgoto closl) 
nessage: 
printfC"\n"); 
Jverl 
printfC"THE ABOVE RECORD NOW IN THE FILE\n")1 
printfC"-------------------~------------\n"); 
goto beginl 
ifCsym[bJ.poin != 0) 
{ 
) 
b=symtbJ.poinl 
il=seekCfl,61*b,0); 
i2=readCfl.&sym[bJ.61)' 
goto averl 
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rap: 
forCg=29Ig{50;g++) 
{ 
i1=seekCfl,61*g,O); 
i2=readCfl,&sym[gl,61); 
ifCsymCgJ.key == 0) 
{ 
il=seekCfl,61*b,0); 
i2=readCfl,&symCbl,61); 
symCbJ.poin=g; 
il=seek(fl,61*b,O); 
i3=writeCfl.&sym[bl,61); 
sym[gl.key=g; 
aqualCsym[gl.n,x,I)1 
symCgl.l=I; 
sym[gl.poin=O; 
printfC"\n"); 
printfC"ENTER DATA NOW\n"); 
printfC"--------------\n"); 
195 
scanfC"Xd Xd Xd ",&sym[gJ.dep,&sym[gl.lev,&sym[gl.catl); 
scanfC"Xd Xd Xd ",&symCgl.cat2,&symCgl.cat3,&symCgJ.cat4); 
scanfC"Xd Xd Xd ",&symCgl.cat5,&symCgl.cat6,&symCgl.cat7); 
scanfC"Xd Xd Xd ",&symCgl.cat8,&symCgl.cat9,&symCgl.catl0); 
scanfC"Xd ",&symCgl.cat11); 
lelet: 
scanfC"Xd",&symCgl.in); 
i1=seekCf1,61*g,O); 
i3=writeCfl,&symCgl,61); 
goto message; 
} 
printfCHNO SPACE AVAILABLE\n"); 
i1=seekCfl,61*b,O); 
i2=readCf1,&symCbl,61); 
ifCsymCbl.l!=I && symCbl.poin == 0) 
{ 
missing: 
pr i nt f C "\ n") ; 
printfC"THE FOLLOWING NAME IS NOT IN tHE TABLE\n"); 
printfC"--------------------------____________ \n"); 
printfC"Xs\n",y); 
goto begin; 
. else ifCsymCbl.l == I && symCbl.poin != O)goto check; 
else ifCsymCbl.1 == I && symCbl.poin == O)goto eq; 
else {m=bl b=symCbl.polnl} 
goto delet; 
,heck: 
forCz=O;z(I;z++) 
ifCxCzl!=symCbl.nCzl) 
{ 
} 
b=symCbl.poin; 
goto delet; 
g=symCbl.poin; 
11=seekCf1,61*g,O); 
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i2=read(f1.&symCgJ.61); 
if(symCgJ.poin==O) 
< 
) 
if(f==3){b=symCbJ.key;goto amend;) 
sym[bJ.key=b; 
equal(symCbJ.n.sym[gJ.n.symCgJ.l); 
symCbJ.l=symCgJ.l; . 
symCbJ.dep=symCgJ.dep; 
symCbJ.lev=symCgJ.lev; 
symCbJ.catl=symCgJ.cat1; 
symCbJ.cat2=sym[gJ.cat2; 
symCbJ.cat3=symCgJ.cat3; 
symCbJ.cat4=symCgJ.cat4; 
symCbJ.cat5=symCgJ.catS; 
symCbJ.cat6=symCgJ.cat6; 
symCbJ.cat7=symCgJ.cat7; 
symCbJ.catB=symCgJ.cate; 
sym[bJ.cat9=symCgJ.cat9; 
symCbJ.catl0=symCgJ.catlO; 
symCbJ.catll=sym[gJ.catll; 
sym[bJ.in=sym[gJ.in; 
symCbJ.poin=O; 
il=seek(fl.61*b.O); 
i3=write(fl.&symCbJ.61); 
symCgJ.key=O; 
i1=seek(fl.61*g.O); 
i3=write(fl.&symCgJ.61); 
goto mess; 
p=symCgJ.poin; 
il=seek(fl.61*p.O); 
i2=read(fl.&symCpJ.61); 
if(symCpJ,poin==O) 
< 
sym[bJ.key=b; 
equal(symCbJ.n.symCpJ.n.symCpJ.l); 
symCbJ.l=sym[pJ.l; 
symCbJ.dep=symCpJ.dep; 
sym[bJ.lev=sym[pJ.lev; 
symCbJ.catl=sym[pJ.catl; 
symCbJ.cat2=sym[pJ.cat2; 
symCbJ.cat3=symCpJ.cat3; 
sym[bJ.cat4=sym[pJ.cat4; 
symCbJ.cat5=sym[pJ.cat5; 
symCbJ.cat6=sym[pJ.cat6; 
sym[bJ.cat7=sym[pJ.cat7; 
symCbJ.catS=sym[pJ.catS; 
sym[bJ.cat9=sym[pJ.cat9; 
sym[bJ.catlO=sym[pJ.catlO; 
sym[bJ.cat11=sym[pJ.catll; 
sym[bJ.in=sym[pJ.in; 
sym[bJ.poin=g; 
il=seek(fl.61*b.O); 
i3=write(fl.&sym[bJ.61); 
sym[pJ.key=O; 
il=seek(fl.61*p.O); 
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i3=write(fl,&symCpJ,bl); 
11=seek(fl,bl*g,O)! 
i2=read(fl,&symCgl,61)! 
symCgJ.poin=O; 
il=seek(fl,61*g.O); 
i3=writeCfl.&symCgJ,61); 
goto mess! 
s=sym[pl.poin; 
il=seekCfl.61*s,O)! 
i2=read(fl,&sym[sl,61); 
symCbl.key=b; 
equal(sym[bl.n.sym[sl.n,sym[sl.l); 
symCbl.l=sym[sl.l; 
sym[bl.dep=sym[sl.dep; 
symCbl.lev=sym[sl.lev; 
sym[bJ.catl=sym[sl.catl; 
symCbl.cat2=symCsl.cat2; 
sym[bJ.cat3=symCsl.cat3; 
sym[bl.cat4=symCsl.cat4; 
symCbl.cat5=symCsl.cat5; 
symCbl.cat6=symCsl.cat6; 
symCbl.cat7=symCs).cat7; 
symCbl.cat8=symCsl.cat8; 
symCbl.cat9=symCs).cat9; 
sym[bl.catl0=symCsl.catl0; 
sym[bl.catl1=sym[sl.catll; 
symCbJ.in=symCsl.in; 
sym[bl.poin=g; 
il=seekCfl.61*b.O); 
i3=writeCfl,&sym[bl.61); 
sym[sl.key=O; 
il=seekCfl.61*s.O); 
i3=writeCfl,&sym[sl,61); 
sym[pl.poin=O; 
il=seek(fl,61*p.O)1 
i3=writecfl.&sym[pl,61); 
mess: 
eq: 
printf("THE FOLLOWING NAME IS DELETED\n"); 
printfC"-----------------------------\n")! 
printf("Xs\n".y)1 
goto begin; 
il=seekCfl,61*b,O); 
i2=read(fl,&sym[bl,bl); 
ifCf==3) goto amend; 
forCz=O;z(Ilz++) 
if(xCzl != symCbl.n[zl)goto missing; 
sym[bl.key=O; 
il=seekCfl.61*b,O); 
i3=writeCfl.&sym[bl,61); 
11=seekCfl,61*m,O); 
i2=readCfl.&sym[ml.61); 
symCml.poin=O; 
11=seekCfl.61*m,O); 
i3=writeCfl.&sym[m),61)! 
197 
- --------------------------------------------------------
I 
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goto mess; 
'mend: 
printf<"DO YOU LlKE TO AMEND THE SECURITY & SUB SECURITY LEVEL?\n"); 
printf(" (ANSWER yes/OR no PLEASE).\"")! 
printf("-------------------------------------------------------\n"); 
scanf("%su,)(), 
d COl =getcha r () ; 
printf("*******\n"); 
. if(xCOl -= 'n')goto amend2; 
if(xCOl != 'y' )goto amend; 
printf("ENTER NEW SECURITY LEVEL PLEASE.\n"); 
printf("--------------------------------\n")I 
scanf("Xd",&f) ; 
dCOl=getcharC); 
printf("\n"); 
printf< "ENTER NEW SUB SECURITY LEVEL PLEASE. \n"); 
pr i nt f C" ----------.-------------------------- \n" ) ; 
scanf( "Xd" ,&p); 
dCOl=getchar(); 
symCbJ.lev=f; 
symCbJ.in=p; 
amend2: 
printf("DO YOU LIKE TO AMEND THE CATEGORY OF AUTHORIZATION?\n"); 
printf(" (ANSWER yes/OR no PLEASE).\n"); 
printf("---------------------------------------------------\n"); 
scanfC"Xs",x)i ·1 
dCOl=getcharC); 
printf("******\n"); 
if ()( COl ==' y' ) goto amend3; 
If(xCOl != ' n' )goto amend2; 
goto writ; 
amend3: 
amI 
printf("\n"); 
printf(" THIS PROGRAM AMENDS ONE CATEGORY OF AUTHORIZATION ONL' 
printf("--~--------------------------------------------------------, 
printf("\n"); :. 
printf("THE FOLLOWING CODES ARE USED FOR THE AMENDMENTS:\n"); 
printf(" *CODE 1 FOR CATEGORY ONE.\n"); 
printf(" *CODE 2 FOR CATEGORY TWO.\n"); 
printfC" *CODE 3 FOR CATEGORY THREE.\n"); 
printfC" *CODE 4 FOR CATEGORY FOUR.\n");· 
printf(" *CODE 5 FOR CATEGORY FIVE.\n"); 
printfC" *CODE 6 FOR CATEGORY SIX.\n"); 
printf( *CODE 7 FOR CATEGORY SEVEN.\n"); 
printf( *CODE 8 FOR CATEGORY EIGHT.\n"); 
printf( *CODE 9 FOR CATEGORY NINE.\n"); 
printf( *CODE 10 FOR CATEGORY TEN.\n"); 
printf( *CODE 11 FOR CATEGORY ELEVEN.\n")1 
printfC ----------------------~-------------------------\n"~; 
printf("\n") ; 
printf("ENTER THE REQUIRED CODE PLEASE.\n",; 
printf("-------------------------------\n")! 
5canf("lI,d",&f); 
d COl =getcha r () ! 
printf("\n")! 
i 
I 
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print'("1 USED FOR AUTHORIZATION and 0 FOR UNAUTHORIZED.\n")1 
print'("PLEASE ENTER 1 OR O.\n")1 
print'("------------~-------\n"); 
scan'C"Xd·'.&k); 
dCOJ=getcharO 1 
i'(, == 1){symCbl.cat1=k;goto writ;} 
i,(, == 2){symCbl.cat2=k;goto writ;) 
i,(, == 3){symCbl.cat3=k;goto writ;) 
i,C' == 4){symCbl.cat4=k;goto writl) 
i,C' == 5)(symCbJ.cat5=klgoto writl} 
i,C' == 6){symCbl.cat6=klgoto writl) 
ifC' == 7){symCbl.cat7=klgoto writl) 
ifCf == 8)(symCbl.cat8=klgoto writl) 
ifCf == 9){symCbl.cat9=klgoto writl) 
if(f =- lO){symCbl.catlO=k;goto writ;} 
if(f-- 11){symCbl.catll=klgoto writl) 
ifCf ) 11){printfC"BAD ENTRY)\n")lgoto ami) 
ritl 
printfC"DO YOU LIKE TO AMEND MORE CATEGORY?\n"); 
printfC" ANSWER yes OR no PLEASE.\n"); 
printfC"---------------------------________ \n"); 
scanfC"Xs"'K)1 
dCOl=getchar(); 
printf("*****\n")l 
if(xCOI == 'y')goto am; 
ifCx[Ol != 'n' )goto writ; 
il=seekCfl,61*b,O); 
i3=writeCfl,&symCbl,61); 
printfC"THE FOLLOWING RECORD HAS BEEN AMENDED.\n")' 
printfC"--------------------------------------\n"); 
printfC"Xs\n",y); 
goto begin; 
105: 
closeCf1 )l 
printfC"'n") ; 
ddressCm,h) 
cha r m [27J • 
lnt h; 
< 
I*Calculate the key from the name*1 
int hcount; 
count-Ol 
forCi=O;iCh;i++) 
} 
ranCm,s) 
char *m; 
int 51 
{ 
count=count+m[il; 
returnCcount) ; 
199 
1 17 15:03 1979 man.c Page e 
int k; 
for(ksOlk(slk++) 
tn[k] =~. ~; 
t'etu 1'1'\ I 
} 
200 
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